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EIP

CIDR

Route Table

Route Entry

Elastic IP Address

Classless Inter-
Domain Routing
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b -ZiiT:01 ) B 5488

2016-7-11 ZhRASAPI L4
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ROERSECETTAR] ; IRIEERILIEER | RASRERMELER,
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3fF HTTP GET SiERIXIE R , XMA MERSHFEE SEHFKRAY URL &,

RS

BNERESFEIETERITRIERIE , BD Action 24§ (4N CreateVpc ) , IRE NPT ERANALS

REFFHEERIEFEIIERSEL.
FHwts

BERRIREIEREER UTF-8 FRISEHI TR,

NHBERSHERIEET MEOEFTEEAZIRNERSE,

R et

Format String
Version String
AccessKeyld String
Signature String
SignatureMethod String
Timestamp String
SignatureVersion String
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Il

ali

ali

ali

all

i

ali

1143

IREIERYSREY | S2fF JSON
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API [RAS , IREAFAL
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PR =R 45 AP RIS IA0AR
SSERFARYESR ID,

ERERSE , RTERANT
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SignatureNonce String
ResourceOwnerAc .
String
count
5l

https://vpc.aliyuncs.com/
?Format=xml
&Version=2016-04-28

i

Il

&Signature=Pc5WB8gokVn0xfeu%2FZV%2BiNM1dgI%3D

&SignatureMethod=HMAC-SHAL

&SignatureNonce=15215528852396

&SignatureVersion=1.0
& AccessKeyld=key-test

&Timestamp=2016-06-01T12:00:00Z

LFEREIZH

ME—BEYIER . RTRALEMES
BElE. BREARRBK
(B (R RIRIBE AR

AR APLIEKIEARIRYEIR
BEEWF , BERAFE

WESHHERAE  Fh<
&8 RAM LI FIKEXd 3
e VPC &EHa

>, ( HEefE RAM Hhafyy
VPC ZRE#HTIENAY
Action A EEFERLLESEL
, BRLBASKEEL )

BR&EENSXEOEREK , Tie5E | RFEbsiRE—ME—IREIES Requestld 5.

7~

XML -

<?xml version="1.0" encoding="UTF-8"?>

<|--EERAMRER-->
<$EOBZFR+Response>
<!--IREIERIRES-->

<Requestld>4C467B38-3910-447D-87BC-AC049166F216</Requestld >

<!--IR[EIZEREHE-->
</#O/FR+Response>

JSON7RfI :
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{
"Requestld": "4C467B38-3910-447D-87BC-AC049166F216",

/* IREIEEERETE */
}

IREIZER

AR APl RS EIREEEERAS—E , IREIRY HTTP IRZSAZA 2xx , ERERARLYI ; X[ 4xx & Sxx AY
HTTP IRSHBRERIBRAY. HAMIIREIRIEIEEEES XML #1 JSON /fh , SMERGAI LAEEKRAHE
ANSERHIEREREIERET , BOAN XML B, AEFRIRERGIATETRFES | 7SIV tE
. EPRREERZIRBHITIRT. MEHEFLIERT,

PR

XML

<?xml version="1.0" encoding="UTF-8"?>

<|--EERAVREER-->

<$ZO&ZFR+Response>

<!--RENFRIFE-->
<Requestld>4C467B38-3910-447D-87BC-AC049166F216 </Requestld>
<!--REIEREHE-->

</¥OFFR+Response>

JSONR=I :

{
"Requestld": "4C467B38-3910-447D-87BC-AC049166F216",

/* IREEESREHE */
}

TR

EREOHERE  SIAREEREUE. BRATREG MEONMAERBLAR TR 2.3.3 BIAHERIDEK

EAEERER, MBS, HTTP iSsSRiRE— 4xx 5% Sxx B HTTP K7L, RERE SR EEMREGE
IRABRERES. BINMEE—N2FBE—RYEK ID : Requestld FI—ME&ZRIEKIBEAJIL A

ID : Hostld, ARG KAZEREER , AJLABREMERER | FHiitiz Hostld #1 Requestld , LAEEA]
IR SRR,
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XML~ :

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<Requestld>8906582E-6722-409A-A6C4-0E7863B733A5 </Requestld >
<Hostld >vpc.aliyuncs.com</Hostld >
<Code>UnsupportedOperation</Code>

<Message>The specified action is not supported.</Message>
</Error>

JSONR=I :

{

"Requestld": "8906582E-6722-409A-A6C4-0E7863B733A5",
"Hostld": "vpc.aliyuncs.com”,

"Code": "UnsupportedOperation”,

"Message": "The specified action is not supported.”

}
LFEHE IR

SR )% Http A5 BwY

The input parameter

“Action” thatis
mandatory for
processing this
request is not
supplied

MissingParameter 400 f#/> Action =E&

The input parameter
"AccessKeyld”
that is mandatory f/> AccessKeyld =
. 4 400 n
for processing this E’
request is not
supplied

MissingParameter

An input parameter

“Signature” that is
mandatory for
processing the
request is not
supplied.

MissingParameter 400 f#/> Signature =E&

The input parameter

"TimeStamp” that
is mandatory for
processing this
request is not
supplied

MissingParameter 400 R Timestamp

MissingParameter The input parameter 400 f#/> Version 2E&
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InvalidParameter

InvalidAccessKeyld.
NotFound

Forbidden.AccessKe
yDisabled

IncompleteSignature

InvalidParamater

InvalidParamater

IllegalTimestamp

SignatureNonceUse
d

InvalidParameter
InvalidOwnerld
InvalidOwnerAccoun

t

InvalidOwner

“Version” that is
mandatory for
processing this
request is not
supplied

The specified
parameter “Action
or Version” is not
valid.

The Access Key ID
provided does not
exist in our records.

The Access Key is
disabled.

The request
signature does not
conform to Aliyun
standards.

The specified

parameter

"SignatureMethod
is not valid.

"

The specified

parameter

“SignatureVersion
is not valid.

"

The input parameter

"Timestamp” that
is mandatory for
processing this
request is not
supplied.

The request
signature nonce has
been used.

The specified
parameter “Action
or Version” is not
valid.

The specified
Ownerld is not valid.

The specified
OwnerAccount is
not valid.

Ownerld and
OwnerAccount
can’ t be used at
one API access.

400

400

403

400

400

400

400

400

400

400

400

400

FoBy Action {8 (1%
API Rf71E )

Fos889 AccessKeyld
{& (1% key INFFTE )

1Z AccessKey 4T
FRES

TSR Signature BY
B (ERERBEIR)

FoRIHY
SignatureMethod EX
(=]

FoRHT
SignatureVersion EX

=]

Fo5aR9 Timestamp Y
{8 ( Timestamp 5iR
SeaiEEEEE T 1
NN )

FoRHY
SignatureNonce ( %
SignatureNonce {EB
#WAERRE )

Fox88Y Version BYE

FoB9 Ownerld EUE

ToRE
OwnerAccount E{E

FERERT Ownerld
#0 OwnerAccount
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Throttling

Throttling

InvalidAction

UnsupportedHTTPM
ethod

ServiceUnavailable

UnsupportedParame
ter

InternalError

MissingParameter

Forbidden.SubUser

UnsupportedParame
ter

Forbidden.InstanceN
otFound

Forbidden.DiskNotF
ound

Request was denied
due to request
throttling.

Request was denied
due to request
throttling.

Specified action is
not valid.

This http method is
not supported.

The request has
failed due to a
temporary failure of
the server.

The parameter
" <parameter
name>" is not
supported.

The request
processing has failed
due to some
unknown error,
exception or failure.

The input parameter
Ownerld,OwnerAcco
unt that is
mandatory for
processing this
request is not
supplied.

The specified action
is not available for
you,

The parameter
" <parameter
name>" is not
supported.

The specified
Instance is not
found, so we

cann’ t get enough
information to check
permission in RAM.

The specified Disk is
not found, so we
cann’ t get enough
information to check
permission in RAM.

400

400

403

403

500

400

500

403

403

400

404

404

ERGmiREE

iZ key B9 quota
Ef%

1% key FoiEMRIZ
API

PR TASTFM
Http Method ( 2481
TOP R52#F post 1
get)

RS

ERT TTHISEL

Hftbf&)

AREZEOSEEE
Ownerld

FAE T BRSO

ST

{ER7T RAM Bk
S#HTEERERD , BEE
RRipEE R AR
Instance ~FfE

{EAT RAM IZRFNk
SHiTRIRELEER
RRBIES R EIRY
Disk ~EFE
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Forbidden.SecurityG
roupNotFound

Forbidden.Snapshot
NotFound

Forbidden.ImageNot
Found

Forbidden.RAM

Forbidden.NotSupp
ortRAM

InsufficientBalance

IdempotentParamet
erMismatch

RealNameAuthentic
ationError

Invalididempotence
Parameter.Mismatch

LastTokenProcessing

InvalidParameter

The specified
SecurityGroup is not
found, so we

cann’ t get enough
information to check
permission in RAM.

The specified
Snapshot is not
found, so we

cann’ tget enough
information to check
permission in RAM.

The specified Image
is not found, so we
cann’ tget enough
information to check
permission in RAM.

User not authorized
to operate the
specified resource,
or this API doesn’ t
support RAM.

This action does not
support accessed by
RAM mode.

Your account does
not have enough
balance.

Request uses a client
token in a previous
request but is not
identical to that
request.

Your account has
not passed the real-
name authentication
yet.

The specified
parameters are
different from
before

The last token
request is
processing

The specified
parameter is not
valid

10

404

404

404

403

403

400

400

403

403

403

400

7T RAM 70K
SHiTEIFREER
RIS RER
SecurityGroup A%
#®

58FT RAM #ZFIK
SHTEIRREER
RRpEE R ER
Snapshot ~FE

5FT RAM $ZNFIK
SHITEIFEIER
RRIEE RER
Image A7

{EF7 RAM ERLFIK
SHITRRALEER
R B BHIERRY
Y

ZEOARIFER
RAM A i#1T5a]

REE

FRT— M ELFERT
B ClientToken , {Bit;
RIBKRHNBHNN S E—
R{EAZ Token B9
request A~—#£.

FAPRATERINIE

3
48
W

SEAITEL

E—IRERIAEL

SEIRBARM
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oR=t]hl

VPC [RBEXBMARRNEKRHITEMIGIE , FrATIEER HTTP X2 HTTPS thiliRaSiEK , #FmEHiEK
hESEE (Signature ) 58, VPC @id{EFE Access Key ID # Access Key Secret T FRINZZHI T A3E
INFEKRIARIEE S, Access Key ID 1 Access Key Secret IR REAMALSAEIE ( JABSHES
BAMIGERIEFIEE ) , 2 Access Key ID FIFRIRIGIAIERISD ; Access Key Secret ERFINEEEZF
FFERFIIRSS MNP E R FRBRNER | W& RE , REMESFIRFE,

FRFEEART |, ZR T ERZ A SRS TERE |

ERBERSEIENBILANERFRFE ( Canonicalized Query String )

(a) 8T, RBSHEMNFEINFNERFRAENERSE (GBI "AHERSH MO
BENSH , (EREEEE "AHERSH" PiRFIMNSignature SHAS ) HITHER.

T BEF GET AiARRIEKRE , IXLESHHEEK URI FHISE6ED (B URIF 7" Z/5H
& ERERYERSY ) .

(b) 8RB, XHEFZBRIBEKRSHIBFRFED BIBUTF-8FRFEH1TURLIEE., JmiZaIFRIan
T

i NFERFA-Z a-z, 0-9LARER " . "L L " RS
ii. FEMFRERIEA "%XY" 89980, H XY BFFRIRL ASCII #8AY 16 HHEIRR. I fIms 1S
(") SRIAVRIBFLE %22
HLXTTFH BRY UTF-8 =75 , RBAL  "BXY%ZA.." HIEIL ;
iv. BERBEIRENEE () EFEHBE %20, MAZMS (+).

i IZRBAAI—RERAR "application/x-www-form-urlencoded” MIMEAE4RASELL(ELa0
JavatmEEEEFHY java.net. URLEncoderf9SCIR) 481, (EXBMAR. SCEIRY, JLASTRtRERERIA T
HITIRE, ARIERBENFRERMS (+ ) Bk %20, 25 (*) B %2A. %7E BiEIK
RS (~) , BPeliSa EAINEAR R FRTE. XNEE LI THEM percentEncode 75743k
SCHR

private static final String ENCODING = "UTF-8";

private static String percentEncode(String value) throws UnsupportedEncodingException {
return value != null ? URLEncoder.encode(value, ENCODING).replace("+", "%20").replace("*",
"%2A").replace("%7E", "~") : null;

}

(©) BRBENSHEIERRYSS ( = ) HITEER.

(d) BFSEREINSHEASRERBIFNIFRORERFFSIER | AIERIRUBIIERF TS

11
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B LSt e N F AT R IR T ERIR N DIERAFE R RIFRTER

StringToSign=

HTTPMethod + "&" +

percentEncode( “/" )+ " &" +
percentEncode(CanonicalizedQueryString)

Hrh HTTPMethod Zi23ZIEXRAM HTTP 753X | ELan GET,

percentEncode( "/ ) 2i%HE 1.b thifiRRY URL JRiSINIRI==RF /" #HATHRISERIRE , BP
“%2F"

percentEncode(CanonicalizedQueryString) 2335 1 £SHMSEAALBAIEREZRTER 1.b thifk

89 URL fmiSiNI4mAE/E 182N =R,

1ZHR RFC2104 B9ENX. |, ITEFERFAFE StringToSign B HMAC (&, A : itEERAER
Key B2FF#FBH Access Key Secret FinE—4 "&" FFF(ASCIL38) , RS HE LR
SHAL,

2R Base64 mABHIUIE_LEAY HMAC [B4RIBAFRTER |, BISEIER(E ( Signature ) ,

BEEIREREIEA Signature SEGRINERERSH S , BISTAXSIERERANTIE.
IR FRNEREEFARBIERSHEREVPCRS SR | EMEMSH—+ &R
RFC3986 AIKINIETT URL #h3.,

LA DescribeRegions Affl , {Ri&fEFAHY Access Key Id 2 “testid” , Access Key Secret 2
“testsecret” ., BPARZRIATEK URL /9 :

http://vpc.aliyuncs.com/?TimeStamp=2016-02-
23T12:46:24Z&Format=XML&AccessKeyld=testid&Action=DescribeRegions&SignatureMethod=HMAC-
SHA1&SignatureNonce=3ee8c1b8-83d3-44af-a94f-4e0ad82fd6cf&Version=2014-05-
26&SignatureVersion=1.0

MitEERREFEZFRFE StringToSign J9 -

GET&%2F&AccessKeyld%3Dtestid%26Action%3DDescribeRegions%26Format%3DXML%26SignatureMe
thod%3DHMAC-SHA1%26SignatureNonce%3D3ee8c1b8-83d3-44af-a94f-
4e0ad82fd6cf%26SignatureVersion%3D1.0%26TimeStamp%3D2016-02-
23T12%253A46%253A247%26Version%3D2014-05-26

Ef9Access Key Secret & “testsecret” , FRLARFIHE HMAC B9 Key 5 “testsecret&” , it
BEINEEER

CT9XOVtwR86fNWSnsc6v8YGOjuE=

12
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BEEZEASignatureSEIIAEIURLIERS , SEIRERIURL )9 :

http://vpc.aliyuncs.com/?SignatureVersion=1.0&Action=DescribeRegions&Format=XML&SignatureNon
ce=3ee8c1b8-83d3-44af-a94f-4e0ad82fd6cf&Version=2014-05-
26&AccessKeyld=testid&Signature=CTIXOVtwR86fNWSnsc6v8YGOjuE%3D&SignatureMethod=HMAC-
SHA1&TimeStamp=2016-02-23T12%3A46%3A24Z

KT AR TERFHERIS

APIfftG
S/ NRIIP 4B

API
AllocateEipAddress
AssociateEipAddress
DescribeEipAddresses

ModifyEipAddressAttribute

UnassociateEipAddress

ReleaseEipAddress

THEMSEEXED

API

CreateVpc
DeleteVpc
DescribeVpcs
ModifyVpcAttribute

B RS TR

API
DescribeVRouters

ModifyVRouterAttribute

KEGFAG | B2 WMIR - aEEmREO.

)

BiE 1 R IP

sEtam 1P SiERIEEMRAI = ARSS 28 SEA b
EEEHIRATEIE AR IP 55

(ESUEESE AW IP (EME | BRIEERTESGHER
K IP BT EERRIE

fEBR— IR [P FIRBRSS 2RSEBIRIFPER R
NGRS IP

1)

fEFEERTHIE B 1 4> VPC
TR IEERT VPC
BEiEERRITEMEIE
1&uEE VPC BN

1)
B eI BT IR
IESUEE BB
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AT AR

API

CreateVSwitch
DeleteVSwitch
DescribeVSwitches

ModifyVSwitchAttribute

B R ERE O

API
CreateRouteEntry
DeleteRouteEntry

DescribeRouteTables

NATRIAEEEO

API

CreaeNatGateway
DescribeNatGateways
DeleteNatGateway
DescribeBandwidthPackages
ModifyBandwidthPackageSpec
AddBandwidthPackagelps
RemoveBandwidthPackagelps
DeleteBandwidthPackage
CreateForwardEntry
DeleteForwardEntry
ModifyForwardEntry

DescribeForwordTableEntries

FARIE AT FRREHAIPFE SRR

API

Hifid
EIEETEMERLIE L MRS
RIS RERTAZ IR

EiEER A BRI RS IR
IEUEREs IR BB

1)

FEEEXEHFE

B EERIE E X HH
ERRAFE M ISHRFIR

HiiA

BUIEENATRIK
EANATRIKTIZE
FRIBRNATRISE

T ETEEIIR
BEHETEEHER
IEHETER-EIIRMIP
BB =R - R AP
MpsH=TES

s i 48 AN
AR 4 A AR
&80 e A HI
BifimOEARNGIZR
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DescribeEipMonitorData

YR G LA iEO

CreateHaVip FrEHaVip

DeleteHaVip HlpRHaVip

AssociateHaVip 4BxEHaVip5ECSLf)

UnassociateHaVip fR4BHaVipSECSLA

DescribeHaVips HifHaVipFlsk

API )

DescribeRegions EGI R e ZdES

DescribeZones = HAX
IEEExEO

API 1)

BEBMAK IP NSEER

API 7%
CreatePhysicalConnection EENEEE RSS2 YN
CancelPhysicalConnection EUEYIEEEEIEN
DeletePhysicalConnection MBRIIEE
DescribePhysicalConnections IR ERYIE
EnablePhysicalConnection FHEEEE
ModifyPhysicalConnection EXYIRELEN
TerminatePhysicalConnection MERTHENELL
REFAA SRR EEEIEO
API AR
CreateVirtualBorderRouter RPN FER RS
DescribeVirtualBorderRouters EEENINFIRHRRTIR

DescribeVirtualBorderRoutersForPhysic PP -
alConnection EEYIETL TRILRKHEEYIE

15



EBEML VPC

API&*

ModifyVirtualBorderRouter
RecoverVirtualBorderRouter

TerminateVirtualBorderRouter

M EE S

API

ActivateRouterInterface
ConnectRouterlnterface
CreateRouterInterface
DeactivateRouterInterface
DeleteRouterlnterface
DescribeRouterInterfaces
ModifyRouterInterfaceAttribute

ModifyRouterInterfaceSpec

IERINDFRIEHERER
WE RO R KR
2PN R IR BER

1)
MR OE S
R msREOER
I mEsED
MR OENIFNE
RS EE R
=iz st mp IS
e mRs OB

E s ERRR R AU

EEIRAMIEHI A S X EMSHIVPCHEIRISIE]

{&E) RAM SCH Ak SXEMERNETHENERIR

hallcl

BFREIZNEENERER , BR%AFECHEINER. ARBRT , AFE CHRFAE AR IR
, ALAERASSPYIZEA9FTE APL XIS IR TR F.

EEEFKSHZRT , FIKSNIEIZIRRERREZRFERSHERN. FEEI RAM ZRIS , 45

FFIKSEFERSTRIUR,

£ 7 iR RAM SRIERFNIGRAIEEMERIRZAT , BHASEIFMARIET RAM F a3t 71 APL 3214,
NREAR BB HTEBMNERRAMEAFNILE |, EILABNSIET, BUEXLERD FHARImEII St

HAREB ROERRRANGER.
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RAME

HIRSE

Vpc

VRouter

VSwitch

RouteTable

HaVip

EIP

NATRK

ImEERER

SNATZE

A AN S B A RIRIEE

BRSURIE RS IREA T

acs:vpc:$regionid:$accountid:vpc/$vpcid
acs:vpc:$regionid:$accountid:vpc/*
acs:vpc:*:$accountid:vpc/*

acs:vpc:$regionid:$accountid:vrouter/$vrouter
id

acs:vpc:$regionid:$accountid:vrouter/*
acs:vpc:*:$accountid:vrouter/*

acs:vpc:$regionid:$accountid:vswitch/$vswitch
id

acs:vpc:$regionid:$accountid:vswitch/*
acs:vpc:*:$accountid:vswitch/*

acs:vpc:$regionid:$accountid:routetable/$rout
etableid
acs:vpc:$regionid:$accountid:routetable/*
acs:vpc:*:$accountid:routetable/*

acs:vpc:$regionid:$accountid:havip/$havipid
acs:vpc:$regionid:$accountid:havip/*
acs:vpc:*:$accountid:havip/*

acs:vpc:$regionid:$accountid:eip/$allocationid
acs:vpc:$regionid:$accountid:eip/*
acs:vpc:*:$accountid:eip/*

acs:vpc:$regionid:$accountid:natgateway/$nat
gatewayid
acs:vpc:$regionid:$accountid:natgateway/*
acs:vpc*:$accountid:vpc/*

acs:vpc:$regionid:$accountid:bandwidthpacka
ge/$bandwidthpackageid
acs:vpc:$regionid:$accountid:bandwidthpacka
ge/*

acs:vpc:*:$accountid:vpc/*

acs:vpc:$regionid:$accountid:forwardtable/$fo
rwardtableid
acs:vpc:$regionid:$accountid:forwardtable/*
acs:vpc:*:$accountid:vpc/*

acs:vpc:$regionid:$accountid:snattable/$snatt
ableid
acs:vpc:$regionid:$accountid:snattable/*
acs:vpc:*:$accountid:vpc/*

kb e acs:vpc:$regionid:$accountid:*
RIRRSIZIRZASL acs:vpc:*:$accountid:*

Heh : Fig $regionid R AEA region B9 id , 5&" * “; BB $vpcid AR vpc B9 id , 5& " ; LA
I EHE,
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RAMARI XY EB MEFIFHITIRNEIAction

ERAMAF | BTN — N EBRMEERHITIA TActionfEi,  EARIActionFIAPHEORNIRIRRNT -

API

CreateVpc

DeleteVpc

DescribeVpcs
ModifyVpcAttribute
DescribeVRouters
ModifyVRouterAttribute
CreateVSwitch
DeleteVSwitch
DescribeVSwitches
ModifyVSwitchAttribute
CreateRouteEntry
DeleteRouteEntry
DescribeRouteTables
CreateHaVip
DeleteHaVip
AssociateHaVip
UnassociateHaVip
DescribeHaVips
AllocateEipAddress
AssociateEipAddress
DescribeEipAddresses
ModifyEipAddressAttribute
UnassociateEipAddress
ReleaseEipAddress
DescribeEipMonitorData
CreaeNatGateway

DescribeNatGateways
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Action

vpc:CreateVpc
vpc:DeleteVpc
vpc:DescribeVpcs
vpc:ModifyVpcAttribute
vpc:DescribeVRouters
vpc:ModifyVRouterAttribute
vpc:CreateVSwitch
vpc:DeleteVSwitch
vpc:DescribeVSwitches
vpc:ModifyVSwitchAttribute
vpc:CreateRouteEntry
vpc:DeleteRouteEntry
vpc:DescribeRouteTables
vpc:CreateHaVip
vpc:DeleteHaVip
vpc:AssociateHaVip
vpc:UnassociateHaVip
vpc:DescribeHaVips
vpc:AllocateEipAddress
vpc:AssociateEipAddress

vpc:DescribeEipAddresses

vpc:ModifyEipAddressAttribute

vpc:UnassociateEipAddress
vpc:ReleaseEipAddress
vpc:DescribeEipMonitorData
vpc:CreaeNatGateway

vpc:DescribeNatGateways
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API&*

ModifyNatGatewaySpec
ModifyNatGatewayAttribute
DeleteNatGateway
DescribeBandwidthPackages
ModifyBandwidthPackageSpec
ModifyBandwidthPackageAttribute
AddBandwidthPackagelps
RemoveBandwidthPackagelps
DeleteBandwidthPackage
CreateForwardEntry
DeleteForwardEntry
ModifyForwardEntry
DescribeForwardTableEntries
CreateSnatEntry
ModifySnatEntry
DescribeSnatTableEntries

DeleteSnatEntry

AN

EGRLZZAPIRSERERNI

vpc:ModifyNatGatewaySpec
vpc:ModifyNatGatewayAttribute
vpc:DeleteNatGateway
vpc:DescribeBandwidthPackages
vpc:ModifyBandwidthPackageSpec
vpc:ModifyBandwidthPackageAttribute
vpc:AddBandwidthPackagelps
vpc:RemoveBandwidthPackagelps
vpc:DeleteBandwidthPackage
vpc:CreateForwardEntry
vpc:DeleteForwardEntry
vpc:ModifyForwardEntry
vpc:DescribeForwardTableEntries
vpc:CreateSnatEntry
vpc:ModifySnatEntry
vpc:DescribeSnatTableEntries

vpc:DeleteSnatEntry

LFIKSEI Open API MEWKSHIEEMERFRHTHEN , EBEMKEFEM RAM FTRICE , LR

RRAEENSEXERIERSIRIZ T THAE.

B/ RERIOpen API AR REIRIEIRLAK AP BUE XCRIFEREMBEMLRIRIIR. Bt , 549

AP RSN L &
Action Resource
vpc:CreateVpc vpc/*
vpc:DeleteVpc vpc/$vpcid
vpc:DescribeVpcs vpc/*
vpc:ModifyVpcAttribute

vpc/$vpcid

vpc:DescribeVRouters

19

acs:vpc:$regionid:$accountid:

Condition

acs:vpc:$regionid:$accountid:

acs:vpc:$regionid:$accountid:

acs:vpc:$regionid:$accountid:

acs:vpc:$regionid:$accountid:

IS EEEINVRouterld :
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API&*

vpc:ModifyVRouterAttribute

vpc:CreateVSwitch

vpc:DeleteVSwitch

vpc:DescribeVSwitches

vpc:ModifyVSwitchAttribute

vpc:CreateRouteEntry

vpc:DeleteRouteEntry

vpc:DescribeRouteTables

vpc:.CreateHaVip

vpc:DeleteHaVip

vpc:AssociateHaVip

vpc:UnassociateHaVip

vpc:DescribeHaVips

vpc:AllocateEipAddress

vpc:AssociateEipAddres

vrouter/*

acs:vpc:$regionid:$accountid:

vrouter/$vrouterid

acs:vpc:$regionid:$accountid:

vswitch/*

acs:vpc:$regionid:$accountid:

vpc/$vpcid

acs:vpc:$regionid:$accountid:

vswitch/$vswitchid

acs:vpc:$regionid:$accountid:

vswitch/*

acs:vpc:$regionid:$accountid:

vswitch/$vswitchid

acs:vpc:$regionid:$accountid:

routetable/$routetableid

acs:vpc:$regionid:$accountid:

routetable/$routetableid

acs:ecs:$regionid:$accountid:

routetable/*

acs:vpc:$regionid:$accountid:

havip/*

acs:vpc:$regionid:$accountid:

vswitch/$vswitchid

acs:vpc:$regionid:$accountid:

havip/$havipid

acs:vpc:$regionid:$accountid:

havip/$havipid

acs:ecs:$regionid:$accountid:

instance/$instanceid

acs:vpc:$regionid:$accountid:

havip/$havipid

acs:ecs:$regionid:$accountid:

instance/$instanceid

acs:vpc:$regionid:$accountid:

havip/*

acs:vpc:$regionid:$accountid:

eip/*

InstanceTypegEcsInstance :

acs:vpc:$regionid:$accountid:

eip/$allocationid

acs:ecs:$regionid:$accountid:

20

"vpc:Vpc” " acsivpc:$regio
nid:$accountid:vpc/$vpcid”
kigEVRouterld :

"vpc:Vpc” " acsivpc:$regio
nid:$accountid:vpc/*”

"non

“vpc:Vpc acs:vpc:$regio
nid:$accountid:vpc/$vpcid”

VRouterdfIEEHZ :

"vpc:VRouter” " acs:vpc$re
gionid:$accountid:vrouter/$v
routerid”
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vpc:DescribeEipAddresses

vpc:ModifyEipAddressAttribu
te

vpc:UnassociateEipAddress

vpc:ReleaseEipAddress

vpc:DescribeEipMonitorData

CreaeNatGateway

DescribeNatGateways

ModifyNatGatewaySpec

ModifyNatGatewayAttribute

DeleteNatGateway

CreateBandwidthPackage

DescribeBandwidthPackages

ModifyBandwidthPackageSp

instance/$instanceid
InstanceTypegHaVip :

acs:vpc:$regionid:$accountid:

eip/$allocationid

acs:vpc:$regionid:$accountid:

havip/$havipid

acs:vpc:$regionid:$accountid:

eip/*

acs:vpc:$regionid:$accountid:

eip/$allocationid

InstanceType/gEcsinstance :

acs:vpc:$regionid:$accountid:

eip/$allocationid

acs:ecs:$regionid:$accountid:

instance/$instanceid
InstanceTypegHaVip :

acs:vpc:$regionid:$accountid:

eip/$allocationid

acs:vpc:$regionid:$accountid:

havip/$havipid

acs:vpc:$regionid:$accountid:

eip/$allocationid

acs:vpc:$regionid:$accountid:

eip/$allocationid

acs:vpc:$regionid:$accountid:

natgateway/*

EHEENATRX :

acs:vpc:$regionid:$accountid:

natgateway/$natgatewayid
EBNATRIKFIZ :

acs:vpc:$regionid:$accountid:

natgateway/*

acs:vpc:$regionid:$accountid:

natgateway/$natgatewayid

acs:vpc:$regionid:$accountid:

natgateway/$natgatewayid

acs:vpc:$regionid:$accountid:

natgateway/$natgatewayid

acs:vpc:$regionid:$accountid:

bandwidthpackage/*

BEENHETREER

acs:vpc:$regionid:$accountid:

bandwidthpackage/$bandwi
dthpackageid
ERHEHEEAIR

acs:vpc:$regionid:$accountid:

bandwidthpackage/*

acs:vpc:$regionid:$accountid:

21
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ec

ModifyBandwidthPackageAtt
ribute

AddBandwidthPackagelps

RemoveBandwidthPackagelp
s

DeleteBandwidthPackage bandwidthpackage/$bandwi
dthpackageid
acs:vpc:$regionid:$accountid:

CreateForwardEntry forwardtable/$forwardtablei

DeleteForwardEntry

ModifyForwardEntry

DescribeForwardTableEntries

CreateSnatEntry

ModifySnatEntry

DescribeSnatTableEntries

DeleteSnatEntry

bandwidthpackage/$bandwi
dthpackageid

acs:vpc:$regionid:$accountid:

bandwidthpackage/$bandwi
dthpackageid

acs:vpc:$regionid:$accountid:

bandwidthpackage/$bandwi
dthpackageid

acs:vpc:$regionid:$accountid:

bandwidthpackage/$bandwi
dthpackageid

acs:vpc:$regionid:$accountid:

d

acs:vpc:$regionid:$accountid:

forwardtable/$forwardtablei
d

acs:vpc:$regionid:$accountid:

forwardtable/$forwardtablei
d

acs:vpc:$regionid:$accountid:

forwardtable/$forwardtablei
d

acs:vpc:$regionid:$accountid:

snattable/*

acs:vpc:$regionid:$accountid:

snattable/$snattableid

acs:vpc:$regionid:$accountid:

snattable/$snattableid

acs:vpc:$regionid:$accountid:

snattable/$snattableid

K TFRM=FRSVPCHEXRERNHEE

Hith == RAERT R EEMEEIR (VPC, VSwitchE ) BUIRIE | TEENEEMEERINRERIR.
BIanelFZECSEIRENZHAF |, FFECIFEECSHIZVSwitchfIIER ; MITEIESSEAIVPCIEMERT , ANSRGECSA—
PNINIEBR B — NIRRT |, FERITEBIZECSSTHFIR N IZIRNAIR,

FIYNECS CreatelnstancefIModifyInstanceVpcAttribute:

Action Resource

ecs:Createlnstance acs:ecs:$regionid:$accountid:instance/*

22
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ecs:ModifyInstanceVpcAttribute

VPCHEX#EO

TR T H MG
i

fEfEERYE R 1 4> VPC

acs:ecs:$regionid:$accountid:securitygroup/$s
ecuritygroupid
acs:ecs:$regionid:$accountid:image/$imageid
[and
acs:ecs:$regionid:$accountid:snapshot/$snaps
hotid(@NEREE T DataDisk.n.Snapshotld)]
[acs:vpc:$regionid:$accountid:vswitch/$vswitc
hid QNSR4ERE 7 VSwitchld)]

acs:ecs:$regionid:$accountid:instance/$instan
ceid
acs:vpc:$regionid:$accountid:vswitch/$vswitch
id ( HBIECSATTERIVSwitchld )
acs:vpc:$regionid:$accountid:vswitch/$vswitch
id (FNSRE#EVSwitch , IBETEAEN

VSwitchId )

- VPC HEgiERE 1 4 CIDRBlock , CIDRBlock BSEEIEE 10.0.0.0 / 8, 172.16.0.0 /12 #0
192.168.0.0 / 16 KE{JA9F™ , CIDRBlock HI#H3/ 8 - 24 fif , BIAA 172.16.0.0 / 12

- VPC QIR FEIEH CIDRBlock

- 81 VPC BN mERIARRER AR Region , AILIS3h7ERI— Region AR AXA

- 81 VPC B2~ mLfIEE @ 5000 4
- Bl VPC iY , 28381z 1 4 VRouter 1 1 /4 RouteTable, &4 VPC R#FH 1 4 VRouter #]

1 /> RouteTable

- BNVPC, TR AP MIKEERINEE UserCidr ; SNRZNEFMIMER Z BIFEEEE S (ki
10.0.0.0/8%110.1.0.0/16 , 1:410.0.0.0/83EFr4ER)

RS

BR KRB
Action String
Regionld String

23

Hm

Hm

REYM ik
RENMESH , BE
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AJ%{E 10.0.0.0/8.
172.16.0.0/12%0
CidrBlock String B 192.168.0.0/16 % &Ai]
BRRTFM, EAZ
172.16.0.0/12
%gﬁﬁziﬂxmm&&
. . ( 21 UserCidr {EFHH
A
UserCidr String A qfipaSmET 2
£Z31)
VPC 7R , TR
 BINMERZ , (2, 128]
et o
. PAKINFEEHSIFFS
i
VpcName String A HasKs " W
" HEREARRER
iz, AeEd
http:// #0 https:// Fk
Fﬁiijaxiﬁﬂﬂ?ﬂ§ . ER
o . - IMERZ |, [2, 256] X
Description String A e
http:// #1 https:// FFk
RTRIBEXREEEFME
o E%Fﬁﬁ”ﬁiﬁkii%ﬁﬁl
: ; B8, BRIEEARFEKX
T
ClientToken String = E— , EAMET 64
N ASCIL=fF , Bk
DOBfR
A
R[EIEE
BR E 1)
Vpcld String RFEHBECHIZENE ID
VRouterld String FXEES Id
RouteTableld String m*xd
=]
=12
ERAES A Http K785 BY
. . Specified value of
}:nvalldReglonId.Not “Regionld” is not 404 18ERY Region NFE
ound
supported.
. Specified CIDR block e n
InvalidParameter < ot valid 400 TEERIMER AN 1ER
. Resource you . . .
ResourceNotAvailabl . $8XERY Region &
o ! val requested is not 400 ZEgrlfe Ziig?;} ijé‘

available in this

24
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InvalidVpcName.Mal
formed

InvalidVpcDiscriptio
n.Malformed

Forbbiden

QuotaExceeded.Vpc

InvalidParameter
InvalidParameter

InvalidUserCidr.Quot
a

InvalidUserCidr.Malf
ormed

apY
TRl

region or zone.

Specified VPC name
is not valid.

Specified VPC
description is not
valid.

User not authorized
to operate on the
specified resource.

VPC quota
exceeded.

Specified UserCidr
invalid format.

Specified UserCidr
Subnet mask is not
valid.

Specified UserCidr
number is greater
than 3.

Specified UserCidr
overlapping in of
100.64.0.0/10.

https://vpc.aliyuncs.com/?Action=CreateVpc

&RegionID=cn-beijing
&< NHERSH>

REH

XMLABZ,

<CreateVpcResponse>

<Requestld>461D0C42-D5D1-4009-9B6A-B3D5888A19A9 </Requestld>,

<RouteTableld>vtb-25wm68mnh</RouteTableld >
<VRouterld>vrt-25bezkd03 </VRouterld >
<Vpcld>vpc-257gq642n</Vpcld >

</CreateVpcResponse>

25

400

400

403

400

400

400

400

400

VPCName #&={AIE
t#

5B VPC RS
RIEH

RRBIEER IRV
1ERLR

P& THI VPC #1&
A EFcEn R

157ERY UserCidr 8=
rEE

5ERY UserCidr Fx4
BREAEE

18RI UserCidr NY
XF3

FEEH UserCidr 5
100.64.0.0/10 KERER
=
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JSON#&=L

{

"Requestld": "461D0C42-D5D1-4009-9B6A-B3D5888A19A9"

"RouteTableld": "vtb-25wm68mnh",
"VRouterld": "vrt-25bezkd03",
"Vpcld": "vpc-257ggq642n”

}

MRS ERILE
ik

ERIERERY VPC

"
1

- BiBR VPC ZRT , BESTEMERSE VPC RRIMEREIR(E4E VSwitch , ECS

Instance , Connection , HaVip &)

- 38 Available JXZSHY VPC mTLAMIBR

RS

2= e ST
Action String =
Vpcld String =

=

RS )%
Current VPC status
IncorrectVpcStatus does not support

this operation.

Specified object has
dependent
resources

DependencyViolatio
n.RouteEntry

26

Http K&

400

400

R

REMESE , BE
: DeleteVpc

=2 MmkRAY VPC AY Id

BY

ZA0 VPC BPRETE
STHEAXMEME

=/ VPC IR FTEARM
BREYE E X ESERAIN
, VPC BRI
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DependencyViolatio

Specified object has

dependent 400
n.Instance resources
L Specified object has
DependencyViolatio
_ dependent 400
n.VSwitch resources
I Specified object has
DependencyViolatio dependent 400
n.SecurityGroup resources

B
iGNl

https://vpc.aliyuncs.com/?Action=DeleteVpc
&Vpcld=vpc-25eq58pl3
Q< NHERSH>

IR Bl

XMLAE=(

<DeleteVpcResponse>
<Requestld>606998F0-B94D-48FE-8316-ACA81BB230DA</Requestld>
</DeleteVpcResponse>

JSON#E=

{
"Requestld":"606998F0-B94D-48FE-8316-ACA81BB230DA"

}

ST ERSIIR
ik

EEERNEEMBIIR. O[O NER , SIRIEEIIAN 10 4.
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X5 VPC iR TZIERM
BRE9Z=F=msL , VPC
BRI

5] VPC iR FIESA
BREY VSwitch , VPC
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ZEORSRSHNGIEN | FEaRRSHZBINKIRR | REERERERMGN "X&" .

BREH
i

Action

Vpcld
Regionld

IsDefault

PageNumber

PageSize

BEIZH

BR

Vpcs
TotalCount
PageNumber
PageSize

I
RIS

Forbidden.RegionNo
tFound

i) EBEBM
String =
String B
String =
Boolean &
Integer =
Integer B

KE

VpcType

String

Integer

Integer
)% Http A&
Specified region is
not found during 404

access
authentication.

28

ik

RGeS, BE
: DescribeVpcs

EEEHIH Vpc B9 Id
HiFigEEAY VPC

EAiEERegion TR
ZRIAVPC |, BNifk(H :
true —2

false 5
ERNESHSHARE]
FrBiExERegion THY
VPC

SEAMATSHIZRAYTIRG
éjﬁﬁ‘n‘{ﬁﬁa 1, BONE
M

S REEINRENER
178, RXE S0 17, B
iA\J 10

Vpc #15 VpcSetType HREINIES
FIFREZEH

== 20 =!

34
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|
Rl

https://vpc.aliyuncs.com/?Action=DescribeVpcs
&Regionld=cn-beijing
B <RHIFREH>

RERA

XMLAgZL

<DescribeVpcsResponse >

<Requestld> DA1DAE87-43FA-472F-98BB-4FDBAA4A688D </Requestld>
<Vpcs>

<Vpc>

<Vpcld> vpc-2579q642n </Vpcld>
<Regionld>cn-beijing</Regionld>
<VpcName></VpcName>

<Description></Description>
<VRouterld>vrt-25bezkd03 </VRouterld >
<Status>Available</Status>

<UserCidrs></UserCidrs>
<CidrBlock>172.16.0.0/16</CidrBlock>

<VSwitchIds>

</VSwitchIds>

<CreationTime> 2014-10-29T13:30:19Z</CreationTime>
</Vpc>

</Vpcs>

</DescribeVpcResponse>

JSON#EZ

"PageNumber": 1,

"PageSize": 10,

"Requestld": "DA1DAE87-43FA-472F-98BB-4FDBAA4A688D",
"TotalCount": 1,

"Vpcs": {

"Vpc":

{

"CidrBlock": "172.16.0.0/16",
"CreationTime": "2014-10-29T13:30:19Z",
"Description™: "",

"Regionld": "cn-beijing",
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"Status": "Available",
"UserCidrs": {
"UserCidr": []

B
"VRouterld": "vrt-25bezkd03",
"VSwitchlds": {

"VSwitchld": []

b
"Vpcld": "vpc-257gg642n”,
"VpcName": ""

}

}

}

e amMERTE
i

1E8uERE VPC REM

RS

B it BEBYR i

. . REMESH , BE
Action String = : ModifyVpcAttribute
Vpcld String = FEEHA VPCH I

EXERIRSF , AMEN
A=, BMERZ, (2,
128] HNEH S FRF

. WIRAKRNFRE
XFL  IREEEF
BEREREEHE. &
BELA http:// #0 https://
Fk.

1EEa0EA |, AER
R, RANERZE, [2,
256] TN PN FRF

, ABELA http:// 0
https:// FFk.

FBFBEENXFAMMER

( Z M userCldr{ERHA
¥EESFHIET &
231 ) AFELTET
B, BN -1" .

VpcName String

iy

Description String

iy

UserCidr String

iy
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R

RS R Http A7 BN
Inna/alldecId.NotFou f\gs(;l)f(liig VPC does 404 $est IPC RIRTE
InvalidVpcName.Mal  Specified VPC name 400 EER VPC BFAIE
formed is not valid. RARFEEK
InvalidVpcDiscriptio  SPecifed VPC JRTERY VPC HEALHS
n.Malformed valid. P NARFEEK
. Specified UserCidr FEERY UserCidr &=
InvalidParameter ‘valid format. 400 %
Specified UserCidr - .
InvalidParameter Subnet mask is not 400 i%zEE’JAU:serOdr e
; . Specified UserCidr S—— Ak
IanvalldUserC|dr.Quot number is greater 400 ;;E.C,-%E:gj UserCidr 1Ng{
than 3.
. : Specified UserCidr HEEM UserCidr 5
g‘r‘r’ﬁgguserc'd”\"a'f overlapping in of 400 100.64.0.0/10 RIEREE
100.64.0.0/10. =
. . Specified UserCird S —
InvalidUserCidr.Malf status is wrong, do 400 fExEE’JUserOdr?rﬁ:
ormed THEX

apY
kbl

not allow operation

https://vpc.aliyuncs.com/?Action=ModifyVpcAttribute

&Vpcld=vpc-257gq642n
&VpcName=Vpc02
B <RIIFRSE>

REA

XML&
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<ModifyVpcAttributeResponse>

<Requestld>5741F353-AD13-41A2-83C7-19E49BD9AE30</Requestld >

</ModifyVpcAttr

JSON#E=

{

"Requestld": "5741F353-AD13-41A2-83C7-19E49BD9AE30"

}

ibuteResponse>

IEHESE>EEO

=plliccf
ik

EEEIRAIRERRFIR. WEOSHFONER , SIAVEEEIAN 10 4.

RS
i

Action
VRouterld

Regionld

PageNumber

PageSize

e

e

String
String

String

Integer

Integer

32

=
=

P
[

palil

iy

iy

ik

EFESE , BB
: DescribeVRouters

FEEITAY VRouter BY
Id

EiRiEEEA
VRouter

SLHPASSZRAYTTRS
j,jﬁﬂé‘fﬁﬂa 1, BONE
47

S REERRENER
178, RKES0 1T, A
i\J 10
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BEIZH

B ESid) ik
= Y 2
VRouters VRouterSetType E/{JRéﬁer V% VRouterSetType #H5%
[
TotalCount Integer HIFREZSEBE
PageNumber Integer EEIPUL]
PageSize Integer HRIPREEZLEE
A= |
RS
RO R Http K& ;3%

Specified region is
Forbidden.RegionNo not found during . .
tFound access 404 FERERY Region AFHE

authentication.
]
BRH

https://vpc.aliyuncs.com/?Action=DescribeVRouters
&Regionld=cn-beijing
B <RHIFRESH>

RERA

XMLAEZL

<DescribeVRoutersResponse>
<Requestld>C2C6EF61-53B7-4071-A87D-B42F1F17FA5A </Requestld>
<VRouters>

<VRouter>

<Vpcld>vpc-257gq642n</Vpcld >

<VRouterName> </VRouterName>

<Description> </Description>
<VRouterld>vrt-25bezkd03 </VRouterld >
<RouteTablelds>

<RouteTableld>vtb-25wm68mnh </RouteTableld >
</RouteTablelds>
<CreationTime>2014-10-29T13:30:19Z</CreationTime>
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</VRouter>
</VRouters>
</DescribeVRoutersResponse>

JSON#EZ

"PageNumber": 1,

"PageSize": 10,

"Requestld": "C2C6EF61-53B7-4071-A87D-B42F1F17FA5SA",
"TotalCount": 1,

"VRouters": {

"VRouter": [

{

"CreationTime": "2014-10-29T13:30:19Z",

"Description™: "",

"Regionld": "cn-beijing",

"RouteTablelds": {

"RouteTableld": [

"vtb-25wm68mnh”

]

b
"VRouterld": "vrt-25bezkd03",
"VRouterName": "",

"Vpcld": "vpc-257gq642n”

) o e =

EBGRHEEBE
7

{E2#8RE VRouter RI/EME

RS

BR == BEWMR ik

RS, BE
Action String = : ModifyVRouterAttri

bute

IE'E‘ /g Y Y
VRouterld String 2 EEIEEE VRouter B
VRouterName String B & =AY VRouter B¢
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NENAZT , BOAME
A=, [2, 128] T EH
NZFF , WRLAKINF
BEFFL , T8E
B, " " -

" RMERERERE
Fl&. AEELL http:// 0
https:// FFk.

1E8USH VRouter ik
, AMENAZE , BOAME

Description String 5 Rz, [2, 256] T EEH
NFRF , A8ELA http://
0 https:// L,
‘
R[EIEE
SENHIREISE , FIATIREISE
=]
tHIes
HRRB ik Http K756 BY
. Specified virtual
{EgiIL%VROUterId'NO router does not 404 IEENIRBEEAEFE
exist.
InvalidVRouterName fgfg?i‘:%igt;a:] ot 400 BRSBTS
.Malformed valid. AREEXK
s
ption.Malformed not valid. P BRAFFEEK

7By
iRl

https://vpc.aliyuncs.com/?Action=ModifyVRouterAttribute
&VRouterld=vrt-25bezkd03

&VRouterName=VRouter

Q< NEHERSE>

R BBl

XML&
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<ModifyVRouterAttributeResponse>
<Requestld>CEF72CEB-54B6-4AE8-B225-F876FF7BA984 </Requestld >
</ModifyVRouterAttributeResponse>

JSON#E=

{
"Requestld": "EOAAA98E-8E3C-4C11-95F3-5E2B8AD51703"

}

AT ERIEO

RS

/1143

fEEE VPC ARBIE—MRIVSwitch,

- VSwitch FHI=F @A sen fEARTAX

- 81 VPC 1§ VSwitch IR RIFRIT 24

- 81 VSwitch RS/ 16 - 29 i , FTLAIRMAE 8 - 65535 4N 1P ithlik

- B4 VSwitch 8955 1 MOESG 3 1 IP IEARSRE (UL 192.168.1.0 / 24 95 , 192.168.1.0
192.168.1.255 LUK 192.168.1.253 - 254 1Xubth 2 R G5 (RER L),

- VSwitch ARSHRHAREMT 1%

- VSwitch Y CIDRBlock , N ETFFrfE VPC A9 CIDRBlock

- VSwitch B9 CIDRBlock BJUASFRTE VPC B9 CIDRBlock #HE , (BiXEKEZR VPC ReEHE 1 41
VSwitch

- VSwitch Y CIDRBlock , RA8E5FRTE VPC 2387 RouteEntry A9 DestCIDRBIlock 8[E]

- VSwitch 9 CIDRBlock , REEEERFTE VPC 287 RouteEntry i DestCIDRBlock , {BRJLAZHAE]
RouteEntry A9 DestCIDRBlock AY+F5

- VSwitch BlIEpkIhfE , CidrBlock FoiEEM

- VSwitch FTHIZEFmLHIEEARRITEE VPC FIRAIeI A=~ mLFIEE ( 5000 - Haiz=r=amsefl
HE)

- 1 M mEfIREERET 14 VSwitch

IEKEH

g s RELR fik

Skt
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REMESH , BE

Action String = : CreateVSwitch
Zoneld String = AAKX Id
CidrBlock String £ FBEVSwitchAIMER
== ; £
Vpcld String = SRIEVSwitchATEERY
VPC
VSwitchZ#R , AEN7
=, MERZ, [2,
128] ZEHFLFHF
, WIRLAKR/ N E A
VSwitchName String & Tk, ATREHTF
EsEREEHE. &
gelA http:// #0 https://
F%O
VSwitch fiR |, AEN
A=, BANEARZE, [2
Description String B 256] TN B ERT
, ABELA http:// 0
https.// FH3k,
RTRIBEXRHREEFNE
. BEFIRERIZSE
ClientToken String & B, BFRIEEAEBK
[BIE— , SEAAMEE 64
/N ASCII =15,
A )
R[EI2H
B it R
VSwitchId String RS 53ERY VSwitchID
=]
fENRIY
R ) Http HR75H3 EX
InvalidZoneld.NotFo Specified zone does .
und not exist. 404 FRERIRI R AT E
InvalidVpcld.NotFou Specified VPC does ——
nd not exist. 404 FRRERI VPC AFTE
InvalidCidrBlock.Mal Specified CIDR block 1EEM CIDR & AIE
; . 400
formed is not valid. 7]
InvalidVSwitchName ?vﬁ)/ﬁcii;iic;r\g;t?sa:\ot 400 18ERI VSwitch =%
.Malformed valid BN LER
InvalidVSwitchDiscri Specified virtual 400 FEERY VSwitch A
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ption.Malformed

ResourceNotAvailabl

switch description is
not valid.

Resource you
requested is not

400

SRS

1EERY Region B&ETE]

e available in this BXAZH VPC
region or zone.
. Specified CIDR block e -
InvalidParameter ‘s not valid in VPC. 400 FE7ERY CIDR AIEHH
. Specified CIDR block {8ERY CIDR S5Hfib
IrT;/ahggdrBlock.Ove overlapped with 400 VSwitch g9 CIDR &
PP other subnets. =
. Specified CIDR block 18EH CIDR 5BER
hvalidCidrBlockOve 4 erlapped with 400 E17E Rk CIDR &
PP other entry =
QuotaExceeded.VSw Virtual switch quota VSwitch #&=iAZIE
400
itch exceeded. LR
Some route entry o BEENEEBELT
Iarj[szrretRouteEntrySt status blocked this 400 pending K% |, BlFE
operation. VSwitch &
. Some virtual switch B9 VSwitch &
Lr;corretVSwﬂchStat is modifying within 400 pending K%, BlE
the same VPC. VSwitch g
InvalidCirdrBlock.Ma Specified CIDR block 4 1EERY CIDR RIERIEE,
skLength is not valid. AIEF
Current VPC status 18RI VPC &b F
IncorrectVpcStatus does not support 400 pending K% , BlE
this operation. VSwitch £

apY
ikl

https://vpc.aliyuncs.com/?Action=CreateVSwitch
&CidrBlock=172.16.1.0/24
&Vpcld=vpc-257gq642n
&ZoneId cn-beijing-a

Q< NEHERSE>

REH

XMLASZ,
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<CreateVSwitchResponse>

<Requestld>861E6630-AEC0-4B2D-B214-6CB5E44B7F04 </Requestld>
<VSwitchld>vsw-25naue4gz</VSwitchld >
</CreateVSwitchResponse>

JSON#E=

{

"Requestld": "861E6630-AEC0-4B2D-B214-6CB5E44B7F04",
"VSwitchld": "vsw-25naue4gz"
}

HHIBRIZIEEAT,
ik

MpRFEERIVSwitch

- QiR Availabledk & THIVSwitch
- HBRVSwitchZ Bl , EESRMEIEEVSwitch FRIFTEF=RsEf! , ERNECSSL{

- {§ERouteTablefTTERIVPCIETEEZE/MIBRV SwitchER IE/E S5 /MIkRRouteEntryi@{ERT , Foikd T
F&VSwitchiz{E

- BBRVSwitchZ Bl , FESREIIZV Switch RFrERIHaVipsL)

RS

2R CSit) BEXNR 1)U

) ) REINESE , BUE
Action String = : DeleteVSwitch
VSwitchld String 2 = EMIPRAIVSwitchpdld

=1

ERAH R Http 7563 BY
InvalidRegionld.Not The Regionld 404

1EER Regionld 77
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Found

IncorrectVSwitchStat
us

DependencyViolatio
n

DependencyViolatio
n.HaVip

IncorretRouteEntrySt
atus

B
TR

provided does not
exist in our records.

The current virtual
switch status does
not support this
operation.

Specified object has
dependent
resources.

VSwitch cannot be
deleted when there
are some HaVip
dependent with it.

Some route entry
status blocked this
operation.

https://vpc.aliyuncs.com/?Action=DeleteVSwitch

&VSwitchld=vsw-25naue4gz

B <RHIFRSE>

R [E75)

<DeleteVSwitchesResponse>
<Requestld>AF083E3D-7E29-4B77-A937-1F129802D5F3 </Requestld >
</DeleteVSwitchesResponse >

{

XMLAEZ,

JSON#&=(

"Requestld": "AFO83E3D-7E29-4B77-A937-1F129802D5F3"

}

40

400

400

400

400

=

FEERIVSwitchibF
pendingik% , FoiAM
p&

EEMIVSwitchiFE &
TEARTERL , FToiEMIER

1IEEBIVSwitchidg
HaVipSiEFRER , 7o
TAMIRR

o EENEBREEZEL
Fpendingk% | Tik
B
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7%

JIFIZR

EIAAFRY VSwitch FI%R. WEROSFONER |, BIAIHEIIAN 10 5.
ZERORSRISHNGENE | FaRBESHZEIKIAR | RESREMERMN "&" .

RS

=R

Action
Vpcld
VSwitchId

Zoneld

IsDefault

PageNumber

PageSize

BEIZH

2R
VSwitches

TotalCount

PageNumber

PageSize

Pl
String
String
String

String

Boolean

Integer

Integer

Sem
VSwitchType

Integer
Integer

Integer

41

0y D AD

iy

iy

iy

iy

)%

fiik
REMESE, BE

: DescribeVSwitches
Vpcld

FEHIA VSwitch B9
Id

AJEX Id

EBEAETBEX T
FRIAZZHEN, |, AIIE(E :
true —2

false —&
NEBIZSHARERT
BRI

SEHMATSHIZRAYTIRS
7;;@93{5?3 1, BONE
s

HREHNRENER
178, RKE 5017, B
A7 10

VSwitch 1% VSwitchSetType 2Hp%

RS
FIRFFE

EEIDUL]
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=1

R iR Http K755 BEX
: Specified VPC is not
EchIrdbldden.VchotFo found during access 404 18R VPC A FE

authentication.

apY
kbl

https://vpc.aliyuncs.com/?Action=DescribeVSwitches
&Vpcld=vpc-25eq58pl3
B <RIIFRSE>

REH

XMLASZ,

<DescribeVSwitchesResponse>
<Requestld>9A572171-4E27-40D1-BD36-D26C9E71E29E < /Requestld >
<VSwitches>

<VSwitch>

<VSwitchld> vsw-25b7pv15t </VSwitchld>
<Status>Available</Status>

<CidrBlock>172.16.1.0/24 </CidrBlock>
<Zoneld>cn-beijing-a</Zoneld>
<AvailableIpAddressCount>246</AvailablelpAddressCount>
<Vpcld>vpc-257gq642n</Vpcld>

<Description> </Description>

<VSwitchName> </VSwitchName>

<CreationTime> 2014-10-29T15:21:02Z </CreationTime>
</VSwitch>

</VSwitches>

</DescribeVSwitchesResponse>

JSON#&Z

{

"PageNumber": 1,

"PageSize": 10,

"Requestld": "9A572171-4E27-40D1-BD36-D26C9E71E29E",
"TotalCount": 1,

42
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"VSwitches": {

"VSwitch": [

{

"AvailableIpAddressCount": 246,
"CidrBlock": "172.16.1.0/24",
"CreationTime": "2014-10-29T15:21:02Z",
"Description™: "",

"Status": "Available",
"VSwitchld": "vsw-25b7pv15t",
"VSwitchName": "",

"Vpcld": "vpc-2579q642n”,
"Zoneld": "cn-beijing-a"

e o ) =

(EBErE N
it

1EBEEEVSwitchfI/E M

RS

BR KRB

Action String
VSwitchld String
VSwitchName String
Description String

43

=

=
=
=
=
[
=~
[

ik

REMESE , BE
: ModifyVSwitchAttri
bute

HEEAHT VSwitch A
ID

VSwitch BFR , A<EN
HE, RAMERE, [2,
128] XA FERF

, WIRLAKR/NFR e+
XFFL , TEEHE
EsRRERHE. &
gelA http:// #0 https://
FFk.

IEMSHY VSwitch 1A
, NEUAZ , BAME
A=, [2, 256)] E3EHH
NFFF , AgelA http://
0 https:// k.
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I
RIS

InvalidVSwitchId.Not
Found

InvalidVSwitchName
.Malformed

InvalidVSwitchDiscri
ption.Malformed

apY
Rl

https://vpc.aliyuncs.com/?Action=ModifyVSwitchAttribute
&VSwitchld=vpc-257gq642n

B AEREHS
AN

XMLABZL

)%

The specified virtual
switch does not
exists.

Specified virtual
switch name is not
valid.

Specified virtual
switch description is
not valid.

<ModifyVSwitchAttributeResponse>
<Requestld>COFDOEED-F90D-4479-803D-DD62335357E5 </Requestld >
</ModifyVSwitchAttributeResponse>

JSON#EZ

{

"Requestld":"COFDOEED-F90D-4479-803D-DD62335357E5"

}

Http A7

404

400

400

34

FETEM VSwitch &~z
=

FERERY VSwitch &
FETUASIERS
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IKE

ATeE EE MK
b7

HRIERIEO

FiERouteEntry

SHHEEEMEFRIEERS ( VRouter ) FIEIE

, #iERouteEntry
TEEEMZHEEMEE FA9RouteTableshaliERouteEntry :

E— IR EE X EHEF Bi48%%

- RouteEntryE’JDestlnatlonC|drBIockZ‘fﬁﬁﬂ]VPCPx]VSwitchE]’\JCIDRBIockffﬁlﬂ , BARTFEE

VSwitchfJCIDRBlockal & #VSwitchBYCIDRBlock & &

- RouteEntryfiDestCidrBlockMERA78iFH5[100.64.0.0/10 , tBARF8iF#100.64.0.0/108 %
- @—RouteTable FRouteEntryfiDestCidrBlock A~ f1F+E[E

- ANERIEEAIDestinationCidrBlock@—MNPitbllt , SIEARERS /9324 kAME

- Z%kRouteEntry iFtgEIE—"Mnstanceld

- RouteEntryig eI F—#kInstanceld , BT RRFERIVPC

- —VPCH , $EMAHaViplEHSBERZ I LRRFRESS

- BT NextHopListS B EECMPER R

fEin R e FAYRouteTablerEiERouteEntry

- A—PMEHRRPBEEN AKX B RGEIT485

- N3Z#ENextHopList2#§

- RouteEntryfDestCidrBlockERA72iF5M100.64.0.0/10 , tBARFIF#100.64.0.0/108%
- [E—RouteTable FRouteEntryAdDestCidrBlock A48

- tNERgEMIDestinationCidrBlock 2—/NPithllt , SH&ARESAS f93 21k Ab TR

- Z%RouteEntryftiFFigEE—"nstanceld

- RouteEntryfgEAY F—BkInstanceld , B FATEAIVBR

- RouteEntryfg F—BEEEYNSZ#:FRouterInterface

HAFEVBRIASZActive , MIEXNAMIEELIASEEnabled HISBH X EHIERIIBR Mt
VBR_E#EERouteEntry

IEREH

B

Sl BB ik

45

BEPAARIRESE (VBR) EAYEREZ ( RouteTable ) B2
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Action String
RouteTableld String
DestinationCidrBloc .

K String

NextHopType String
NextHopld String
NextHopList NextHopListType
ClientToken String

HHEAD ey

Him

i

el

iy

iy

iy

Http K&

REMESE , BE
: CreateRouteEntry

RouteTableld
RouteEntryfg B HIMIER

;l;—ﬂjléﬂ’ﬂ%’éi” . Hi%E
Instance|Tunnel|HaVip
|RouterInterface , ZRiA
{E41Instance , RPECS3E
i

B RS B R N —BksLA
ID , IFECMPEEH

RERFZEN TR
WEIERE T
NextHopList , MiZE&
FIECMPEERE

, NextHoplListE &7
ECMPHRHAISAT—ik
. IttAFNextHopTypefQ
NextHopld /g

, NextHopList3z#%6
BB2-41M Tk, R
#VRouter YRS
ENextHoplList , TH
T—HBEREERM
VRouteriZEF VBRI EHAY
RouterInterface
WRIRBIETE
NextHoplList , NZE&
F93EECMPEEEE. H
NextHopType#[
NextHopldigE F—k

BT REERNESM
. HEFIRERIZESE
B, BRIEEAREK
BfE— , RANMED
64 NASCIIZFSF,

BRSIHR  aER
=t

BY
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MissingParameter

InvalidCidrBlock.Mal
formed

InvalidNextHopId.N
otFound

Invalidinstanceld.No
tFound

InvalidRouteTableld.
NotFound

InvalidCIDRBlock.Du
plicate

IncorrectVpcStatus

QuotaExceeded

IncorretRouteEntrySt
atus

InvalidCidrBlock

InvalidNextHop.Not
Found

InvalidNexthopType
AndList.BothNull

InvalidHaViNplId.Not
Found

InvalidRouterInterfac
e

InvalidOppositeRout

Miss mandatory
parameter.

Specified CIDR block
is not valid.

Specified next hop
does not exist.

Specified instance
does not exist.

Specified route table
does not exist.

Specified CIDR block
is already exists.

Current VPC status
does not support
this operation.

Route entry quota
exceeded in this
route table.

Some route entry
status blocked this
operation.

Specified CIDR block
is not valid.

Specified next hop
does not exist.

both nexthopType
and nextHoplist are
null.

The specified HaVip
does not exist in the
specified VPC.

invalid router
interface.

nexthop list cannot

47

400

400

404

404

404

400

400

400

400

400

404

400

404

400

400

IEERNMEBRAGIE

1EERINextHopld R~
EZes

1EEHIECSSLBIARTRIE
( SEAHIARFEIZVPCT )

RSBl N
=

TEERIMER BT
RERPFE

;)?EI?EI’\JVPC%ﬁHE%

E—MEARPEEX
AR E BT

48%%

E—vpc NERIEEH
FHIE— SR E
/VSwitch&h = ENA
A (iR, B

, MBRAR ) | AEERUER
% E

1. ZFBFRA T
10.0.0.0/8H9i& HIMIER
HBEBEYF , FEeFER
ZMIER,

2. FIRYBENEEH
BirMERABENBTE
— pcTEFFE
vswitchHIRJES,

3. MERABER

: 100.64.0.0/10,

1EERInext hop A fF
£

NexthopType#l
NextHopListAgE =] A
n=
{EERIHaVipRTEIE

, EARET R

RouterTableFf7ERY
VPC,

1EEm
RouterInterfacef~S

ix

NextHopList RgEE S
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only contain router

erTvoe interface whose XimigEHEEOE
yp opposite router VBR RIS
interface is on vbr.
. e nexthop size is ictrha
IZr;valldNextholestS| illegal. Must be 400 g(EZXZI'LC\JPFLI_SE;EﬁE@
between 2 and 4. !
There can be 5 route N o
CountLimitExceed.H entry to HaVip at ' -VPCW y ?EWE
aVipRouteEntry most in one route 400 Haniﬁ%E’ﬂEﬁHﬂmé’v
table. FIR ReeFERS.
This operation is
denied because REHHaViptPIRESAhA
IncorrectHaVipStatu satus of the 400 AvailablegZInUsefd
s specified HaVip is . BIEE XA
neither Available nor HaVipaJE&H,
InUse.
. invalid virtual border PTG
InvalidVBRStatus router status. 400 VBRKESAEIX
. . invalid physical 1 A s ke
Ierl\;?glr?g:g/iﬂgig?aqzs connection business 400 @ﬁ%gﬂk” RSN
status. rE
Cannot specify o
InvalidRouterType nexthop list in 400 ?;Efﬁgiﬁiﬁﬂﬁﬁiq:
vbr' s route table. RAE P
InvalidRouteEntry.D The route entry A S EER
uplicate already exist. 400 ZEHREBAERE
The current status of
IncorrectInstanceSta the resource does 403 EELBIRPASASHF
tus not support this LR

operation.

apY
Rl

https://vpc.aliyuncs.com/?Action=CreateRouteEntry
&Vpcld=vpc-2579gq642n
&DestinationCidrBlock=0.0.0.0/0
&NextHopld=i-25skktcp4
&NextHopType=Instance

<RNHIFRSH>

REH

XML&
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<CreateRouteEntryResponse>
<Requestld>12D086F6-8F31-4658-84C1-006DED011A85 </Requestld >
</CreateRouteEntryResponse>

JSON#E=

{
"Requestld": "12D086F6-8F31-4658-84C1-006DED011A85"
}

HHBREE N IEH
b7

PR EEMEHRIEEHES ( VRouter ) FiEEBEFANLFRIEMES ( VBR ) LAEKHZR (RouteTable ) EB15E
AYRouteEntry
MEHEMLEFRIEEREE EAYRouteTabledrfJRouteEntry :

- RAFIRIRES9AvailablefRouteEntry

- RouteTablefrERIVPCIEEA1TEUFE/MIBRV Switchak BlI32/ifRRouteEntryi2{ERT , okt TR
RouteEntry

HpRIL R EEHEE ERouteTableshfigRouteEntry:

- RAIFIBRIRZS A AvailableAIRouteEntry
- 24RouteTableIFTERHTOIE/MIFaRouteEntryi2/ERT , ToixiFH THIF&RouteEntry

RS

B ESit) BEYVMR iR
. . REMESE , BUE
Action String = : DeleteRouteEntry
RouteEntryFrfEfY
. = RouteTableld , 2%
RouteTableld String b= VPCEE SR ERES B
28 FAYRouteTable
II(DestmatlonerBIoc String = RouteEntrytI EFFRIER
NextHopld String ) RouteEntrysSIEIty i

BEsLIRYld , IFECMPSE

49
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kbl

entry type is system.

https://vpc.aliyuncs.com/?Action=DeleteRouteEntry
&RouterTableld=vtb-25vtxI5ct

50

LB/ VPC APl
ERAIERE
NextHopldfiEw4i S
AR ERERY
NextHopldItEg
REREZEN TR
ECMPEERHIIETE
NextHopList NextHoplListType = NextHopListfiE &40
SHIBREEEHAY
NextHopListPLEL,
A
R[EIS
EENHREISE , FEIATHREISEL
=]
EIR
ERAB fiid Http K& BN
1. @—> VPC TEH
HREBFRPRIE—EEH
ZBELEFENRT (F
e, {I%E%EP?@EEP
Some route entry ) . A eEMIPRERERSRE
Isrlgcsl:;ectRouteEntry status blocked this 400 .
operation. 2. [@— VPC THY
VSwitch Zh7EAR[ERK
& (elEd, Mk
) TREBMIBRIEES
EO
MissingParameter Miss mandatory 400 RN ESE]

9 parameter. —EEE
InvalidCidrBlock.Mal Specified CIDR block 400 CidrBlock iNIE=B
formed is not valid. =
InvalidRouteTableld. Specified route table
NotFound does not exist. 404 RouteTableld 77

Specified operation s
OperationDenied is denied as route 400 g%’gﬂ%% System
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&DestinationCidrBlock=192.168.1.0/24

&NextHopld=i-25skktcp4
B <RIBFRSE>

REH

XMLASZ,

<DeleteRouteEntryResponse>

<Requestld>4357FA74-F9F3-46E7-8890-AA30ECAF8DAF </Requestld>

</DeleteRouteEntryResponse>

JSON#&=L

{

"Requestld": "4357FA74-F9F3-46E7-8890-AA30ECAF8DAF"

}

ERRRYIR

s

- FFEIRTHEMEPIIERS ( VRouter ) MISREEFANOFRKMARS (VBR ) LAYREEZR

( RouteTable )

- BEIAFE TRARIYIR. WEOSFOTER , SRIHERANL0R. ZEARSKRIESHRT

BiEt  FERESHZERIKIRR | RESEREMEFRART

RS

R ESit]

Action String
RouterType String
Routerld String
VRouterld String

51

REUMR
=
E=
as
=
=
=
i
=

1115
RENMESH , BE

: DescribeRouteTable
s

FriERVRSHEsssE, o
1%E : VRouter , VBR

FriERYESEaEsID,
VRouterIDakVBRID,

FriEEEMBEEHS
ID., fg8&EVRouterldg
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RouteTableld

PageNumber

PageSize

BEIZH

2R

RouteTables

TotalCount
PageNumber

Pagesize
fHit
an/ /]
kbl

String =
Integer =
Integer B
SR
RouteTableSetType
Integer
Integer
Integer

https://vpc.aliyuncs.com/?Action=DescribeRouteTables

&VRouterld=vrt-25u5f8u2q
Q< NEHERSE>

REH

XMLASZ,

<DescribeRouteTablesResponse>

<Requestld>913F8774-681A-4857-95D8-ACBAF044D453 < /Requestld >

<RouteTables>

<RouteTableld>routetable01</RouteTableld>

<RouteEntrys>
<RouteEntry>

52

sigERouterTyped
VRouter,

RouteTableld

SEAMATSHIZRAYTIRS
, BRIREARL , BAMER
1

DREHINRENER
1780, &AE501T , AR

IA10
ik
RouteTablel¥i5
RouteTableSetTypefi&E&
FIFREZEZBE
RIS
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<DestinationCidrBlock>192.168.10.1/32 </DestinationCidrBlock>
<Type>Custom</Type>

<Instanceld> i-25skktcp4 </Instanceld >
<Status>Available</Status>

<RouteTableld> vtb-25vtxI5ct</RouteTableld>
</RouteEntry>

<RouteEntry>

<DestinationCidrBlock>192.168.1.0/24 </DestinationCidrBlock>
<Instanceld> </Instanceld >
<RouteTableld>vtb-25vtxI5ct</RouteTableld >
<Status>Available</Status>

<Type>System</Type>

</RouteEntry>

<RouteEntry>
<DestinationCidrBlock>100.64.0.0/10</DestinationCidrBlock>
<Instanceld> </Instanceld >
<RouteTableld>vtb-25vtxI5ct</RouteTableld >
<Status>Available</Status>

<Type>System</Type>

</RouteEntry>

<RouteEntry>

<DestinationCidrBlock>10.0.0.0/8 </DestinationCidrBlock>
<Instanceld> </Instanceld >
<RouteTableld>vtb-25vtxI5ct</RouteTableld >
<Status>Available</Status>

<Type>System</Type>

</RouteEntry>

</RouteEntrys>

<RouteTableld> vtb-25vtxI5ct</RouteTableld >
<RouteTableType>System</RouteTableType>
<VRouterld>vrt-25u5f8u2q</VRouterld>

<CreationTime> 2014-09-11T04:52:53Z </CreationTime>
</RouteTables>

</DescribeRouteTablesResponse>

JSON#E=

{

"PageNumber": 1,

"PageSize": 10,

"Requestld": "913F8774-681A-4857-95D8-ACBAF044D453",
"RouteTables": {

"RouteTable": [

{

"CreationTime": "2014-09-11T04:52:53Z7",
"RouteEntrys": {

"RouteEntry": [

{

"DestinationCidrBlock": "192.168.10.1/32",
"Instanceld": "i-25skktcp4”,
"RouteTableld": "vtb-25vtxI5ct”,

"Status": "Available",

"Type": "Custom”

b

53
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{

"DestinationCidrBlock": "192.168.1.0/24",
"Instanceld": "",

"RouteTableld": "vtb-25vtxI5ct",

"Status": "Available",

"Type": "System"

b

{

"DestinationCidrBlock": "100.64.0.0/10",

"Instanceld": "",
"RouteTableld": "vtb-25vtxI5ct",
"Status": "Available",

"Type": "System"

b

{

"DestinationCidrBlock": "10.0.0.0/8",
"Instanceld": "",
"RouteTableld": "vtb-25vtxI5ct",
"Status": "Available",

"Type": "System"

}

]

b

"RouteTableld": "vtb-25vtxI5ct",
"RouteTableType": "System",
"VRouterld": "vrt-25u5f8u2q”

}

]

b
"TotalCount": 1
}

St/ RIIPHESCIE

RSS2 IP
s

ERiE EIP , #rERiEH EIP K& Available,

- EIP BRIRBE4BEZtERMEIEAY VPC 288149 ECS SLf,
- BIRHBRTESER Region RFEH S EC— EIP,
- EIP BRIASZFF ICMP, TCP , UDP 3 FfHY , 3255 IGMP , SCTP FHERENN.
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RS

2R Sl BB ik
REMESE, BlUE

“Bandwidth” is

55

Action String = : AllocateEipAddress
\E £ N
Regionld String = Eg;@gﬁ =R 1P e
SEMENR TP AIBRIE | 4N
Bandwidth String 5 RAEE  BAR
5Mbps.,
PayByBandwidth #0
InternetChargeType String B PayByTraffic , BRiIAZ
PayByBandwidth
RFREERESY
Zgﬁﬂ%fﬁ%%ﬁkiﬁ%:‘?;
. . . B{RIEEARIEK
=~
ClientToken String 5 Af—  EAE 64
A~ ASCII =F£F,
BASIR
A}
R[EISE
BR KE 1)
EipAddress String D ECAIEMELAR IP
AllocationId String sEtE2 K IP A9l 1d
A
IR
iR iR Http 759 ‘X
User not authorized BFi&8(EH EIP =
Forbbiden to operate on the 403 FRAIRUR | BRI R
specified resource. A%

. Elastic IP address EIP AU SR PR
QuotaExceeded.Eip quota exceeded, 400 |
InvalidRegionld.Not Specified value of 18XERY Regionld A7

9 : “Regionld” is not 404 AAE 9

Found =

supported.

Specified value of HEERY
InvalidParameter "InternetChargeTyp 400 InternetChargeType

e" is not valid BYAEE

g - .

InvalidParameter Specified value of 400 $8%ERY Bandwidth &

HAGE
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InsufficientEipCapaci
ty

InsufficientBalance

apY
Bkl

https://vpc.aliyuncs.com/?Action=AllocateEipAddress

&Regionld=cn-beijing
&< NHIERSH>

REH

XMLABZ,

not valid.

Insufficient EIP
capacity to fulfill
your request.

Your account does
not have enough
balance.

<Allocationld>eip-25877c70x</Allocationld >
<EipAddress>123.56.0.206</EipAddress>

<Requestld>B6B9F518-60F8-4D81-9242-1207B356754D < /Requestld >

JSON#&Z;

{

"Allocationld": "eip-25877c70x",

"EipAddress": "123.56.0.206",

"Requestld": "B6BIF518-60F8-4D81-9242-1207B356754D"

}

SPrESRE /P

s

1S EIPEREZ IR RO = ARSS LB HaVipsEfl b
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- BRIEIP R SZHE4BERECSSLAIFIHaVipsLfl

- HEAvailabletRZSHIEIP A BEIS 1 TEREIRIE

- EIPSRERINEIZIER | AR EEE TR LA

- EIP BRI R Bet 4P E e RN E B MRS KB =R SSE8LpI &

- BN RIRSSEELHIs HaVipsLf] R sERIATEBE— EIP

- §PEIPE—RE R B E— == masEfl

- RBATFIETHHEE LIRS =R SS 28 LB T LAGPEs At A fIP
- RB4FAvailableai B InUselRZSAIHaVipaT LASBES R/ MIP

- AR FEREER EIPT R TR EF RS RIE

RS

B eIt BB ik
REMESE , BlE

. . =
Action String = : AssociateEipAddress
R THBE R ERY
Allocationld String 2 EIPRYERIBId , FRIBIdE
EIPRYHE—HRIR
§Bgﬁ'ﬂ5®‘%¥i‘%
. - EUESER : EcsInstance
InstanceType String ) | HaVip
ERIAME : EcsInstance
= TR E R ERIT
flid,
HlnstanceTypey
) o EcsInstance , MIttaME
Instanceld String = EECSSild ;&
InstanceTypeAd
HaVip , MItEAMES
HaVipld ;
A
R[EIEE
LEAHIREIZE , FIATHREISE
AJ
e
IR sk Http 1R EY

. . Specified instance —— = .
InvalidAssociation.D already is 400 FEERIECSSEAIE4PE

uplicated EIP , FBERBYBRE.

associated.
e . EERIECSBIARR
OperationDenied Specified instance is 400 VPCEEILf |, 48ER
not in VPC. g
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InvalidParameter.Mis

Specified elastic IP
address and ECS

1EEECSSLAIFIEIPAS

match instance are not in 400 EBFRE—"region
the same region.
Current elastic IP
, status does not IEEREIPIREASTRF
IncorrectEipStatus support this 400 e
operation.
InvalidAllocationId.N Specified allocation 404 1EERYEIPRYERIBIDA
otFound ID is not found. FE | 8RR
InvalidInstanId.NotF Specified instance 404 IEEMECSSLBIATRIE
ound does not exist. . GRERI
Current instance S—— e
IncorrectInstanceSta status does not 400 ;TEZEE’JECS*VE_'JULDJSJ
tus support this ﬁz’;gpﬂ]runnmg B
operation. REEIPKI
Invali The specified value o
nvalidInstanceType. of InstanceType is 400 InstanceTypefYiiA
AN
ValueNotSupported not supported. BEAEE
InstanceTypeAd
. . e . HaVip , H
Inna/alldHaV|p.NotFou ngssrﬁlgilzigtHan 404 Instanceld RS —A
' BXFHERNE
HaVipld,
CountLimitExceeded cOar;]ebEeC;SISnos;ciaa ?gg 400 ECSSLf_Erir4PEn
.EIPONECSInstance with only one EIP. EIPEE 2 EAR LR
L One HaVip can be . N
CountLimitExceed.EI . i HaVip L1 4BEr
PONHaVip 2?1$:€1a;ed with only 400 EIP% B 2143 LR
HaVip can be
. operated by this
IncorrectHaVipStatu action only when 400 HaVipI RS FEEK

S

it" s statusis
Available or InUse.

apY
ikl

https://vpc.aliyuncs.com/?Action=AssociateEipAddress
&Allocationld=eip-25877c70x
&lInstanceld=i-25skktcp4

&< NHIERSH>
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RERA

XMLAEZL

<ReleasePubliclpAddressResponse>
<Requestld>CEF72CEB-54B6-4AE8-B225-F876FF7BA984 </Requestld >
</ReleasePubliclpAddressResponse >

JSON#EZ

{"Requestld":"COFDOEED-F90D-4479-803D-DD62335357E5"}

AL /N g
ik

fRBR— N EIPRISBEINTS.

- HEIPLHRIFSPEXISRAECSIA , MRBRENEITHEEIELERIECSSES | A BEBHITRRIRIRE.
- HEIPLHRINSPEXISAIHaVipSEAl , MRBERENINUsefIHaVipsEhl , A BEBHATHRRLRIRIE.

ITREH

BR S BBRYM ik
REMESE , BB

Action String = : UnassociateEipAddr
ess

Allocationld String £ EIPZLf5Id
SRERIRTSRREY,

. 5B : ECSI
InstanceType String = FRFEV? CSInstance

ZRIANE : ECSInstance

R TRSMERERNE

Instanceld String A3isId

pali]

BEIZE

ERNLREISE , FIATHREISEL
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R wER Http K755 BX
Current elastic IP
. status does not HEEREIPRIZRTIAS
IncorrectEipStatus support this 400 R,
operation.
InvalidAllocationId.N Specified allocation 404 IEERYEIPRYERIBIAA
otFound ID is not found. FE | BRERR,
InvalidInstanceld.No Specified instance 400 IEERIECSELHIAEE
tFound does not exist. . FERERIRIL,
The current status of o - Q| A S
IncorrectinstanceSta instance does not 400 ;%?fﬁi’ggg.?;u?%ﬁ
tus support this 51?;&; IF R
operation. ~ °
. The specified value o
e TyeeA
not supported. =
InstanceType/s
InvalidHaVip.NotFou The specified HaVip 404 E\iggc’e%#zia—/\
nd does not exist. E;‘gﬁ&ﬁ’gﬁ;&m '
HaVipld,
. The specified e Soptoms
EeejourceNotAssoaa resources are not 400 ﬁﬁgﬁﬁfﬁfgﬁﬁ
associated. IXBTPRE °
This operation is
denied because HEHHaVipsRES kL
IncorrectHaVipStatu satus of the 400 Availableg&InUsefd

S

specified HaVip is
neither Available nor
InUse.

, A RFB—NEIPS
— M HaVipfi#47.

a7
R

https://vpc.aliyuncs.com/?Action=UnassociateEipAddress
&Allocationld=eip-2578g5v5a

&lInstanceld=i-25skktcp4

Q< NHERSH>

RERA
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XMLABZ,

<UnassociateEipAddressResponse>
<Requestld>220F3179-5238-47F0-A0CA-1272AA2BCALF </Requestld>
</UnassociateEipAddressResponse>

JSON#&=L

{
"Requestld": "220F3179-5238-47F0-A0CA-1272AA2BCA1F"

}

EiaEEE A IPFIZR
b7

EEEHIRAYEIPTIR, WROSIFORENR , BRAERIAN10%E,

- EEOARESH ERKERR | RESREMEFRMRT " .
s=
BREH
BR S BB fER
RoRESH , BE
Action String = : DescribeEipAddress
es
Regionld String B EESIRME
Eipiks , B
. - Associating |
Status String a Unassociating | InUse |
Available
EipAddress String " EIP
Allocationld String B FRiEld
AERIRIRAISRE

XE—NIIEEs I RY
S8, EEE kJ%
IRAMERIZ ARG S
HITdE.

HESEE

: EcsInstance|HaVip

AssociatedInstanceT

ype String

iy
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AssociatedInstancel
d

PageNumber

PageSize

BEIZH

BIR
EipAddresses

TotalCount
PageNumber

PageSize

iR
R

Forbidden.RegionNo
tFound

InvalidIAssociatedIns
tanceType.ValueNot
Supported

String &

Integer =

Integer B
Pl

EipAddressSetType

HPERIRIRAYL,
XE— NIRRT
SH , ENEE  WE
TIABERZFH ISR
TR,
INRE(ERZITLIERS

. WRERS R
AssociatedInstanceTy
pe.

LIES
AssociatedInstanceTy
peEHaVipld , Mz
#HIESHaVipld ; &
AssociatedInstanceTy
peEcsinstance , Mz
SRS
EcsInstancdld,

SEAMATSHIZRAYTIRS
, TIREAL , BUAMERS
1

HREFNRENER
1780, &AIE509T , B

IAA10
)%
SEMEIPHEIEFIE

EipAddressSetTypeHpiAIES

Integer FIFREZKBE

Integer ZRITIS

Integer [ pa =28 3=|
R Http A7 BY

Specified region is
not found during
access
authentication.

404

The specified value

of

AssociatedInstanceT 400
ype is not

supported.

62
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|
Rl

https://vpc.aliyuncs.com/?Action=DescribeEipAddresses
&Regionld=cn-hangzhou-1
< RHIFRSH>

RERA

XMLAEZL

<DescribeEipAddresses>
<Requestld>51BE7822-4121-428A-88F3-262AE4FD868D </Requestld >
<EipAddresses>

<EipAddress>

<Regionld>cn-beijing</Regionld>

<Allocationld> eip-2578g5v5a </Allocationld >
<IpAddress>123.56.0.36</IpAddress >
<Status>Available</Status>

<OperationLocks>

<LockReason> </LockReason>

</OperationLocks>

<Bandwidth>5</Bandwidth>
<InternetChargeType>PayByBandwidth</InternetChargeType>
<AllocationTime>2014-05-28T03:03:16Z</AllocationTime >
</EipAddress>

</EipAddresses>

</DescribeEipAddresses>

JSON#E=

{

"EipAddresses”: {

"EipAddress": [

{

"AllocationId": "eip-2578g5v5a”,
"AllocationTime": "2014-05-28T03:03:16Z ",
"Bandwidth": "1",

"Instanceld": "",

"InternetChargeType": " PayByBandwidth ",
"IpAddress": "123.56.0.36",
"OperationLocks": {

"LockReason": []

}

"Regionld": "cn-beijing",
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"Status": "Available"

}

]

B

"PageNumber": 1,

"PageSize": 10,

"Requestld": "51BE7822-4121-428A-88F3-262AE4FD868D",
"TotalCount": 1

}

{EBGRIEL R IP B
ik

IESEEEIPRIREY | BRIEZERTIEMEIPRTHEEIRE
- EIPAYTEERRIE T LATCRRIRIERT |, FhECERPETAERL.

RS

&R gt BBV fEk
REMESE , BE

Action String = : ModifyEipAddressAt
tribute
Allocationld String 2 BRiEld
{I*ESU:E’JBEE IP HisIEHS
Bandwidth String 2 , kA Mbps i+&
A}
R[EIS#
LEAHIREIZE , FEIATHREISE
A= |
EIRA
R R Http K765 ‘X

Specified value of
InvalidParameter “Bandwidth” is 400 EEHRERSE
not supported.

. Your account does WEBEXE , &4 EIP
InsufficientBalance not have enough 400 AT SRR ERY.
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balance.

InvalidAllocationlId.N Specified allocation 404
otFound ID is not found,

a6y
Rl

https://vpc.aliyuncs.com/?Action=ModifyEipAddressAttribute
&Allocationld=eip-25877c70x

&Bandwidth=1

<RNHIFRSH>

N —
IR [E7A
XMLABZL
<ModifyEipAddressAttribute>

<Requestld>2C63EA73-A1E7-4C46-B8BC-E7C2E543E5E8 </Requestld >
</ModifyEipAddressAttribute>

JSON#E=

{
"Requestld": "2C63EA73-A1E7-4C46-B8BC-E7C2E543E5E8"

}

BEnGHEEL R IP
b7

B EIP , BHUSH IP fbiit , REEFEHNET
- 38 Available JXZSHI EIP Z AT LAY

RS

AR RELR

&

65
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RENESE , BE

. . =
Action String = : ReleaseEipAddress
. . EHITRERURIERY EIP
=
Allocationld String = SRR Id
A
R[EISE
LEAHIREISE , FIAHREISE
A
tERS
RS ik Http RS ‘X
Current elastic IP $25200 EIP HO4ET4E
IncorrectEipStatus status does not 400 ASASSTRFTERR | TERUE
support this VESE

operation.

pY
=8 Gl

https://vpc.aliyuncs.com/?Action=ReleaseEipAddress
&Allocationld=eip-25877c70x
B <RIIFRSE>

\ —

AN
XMLigz{
<ReleaseEipAddressResponse>

<Requestld>748C38F6-9A3D-482E-83FB-DB6C39C68AEA </Requestld >
</ReleaseEipAddressResponse>

JSON#&=L

{
"Requestld": "748C38F6-9A3D-482E-83FB-DB6C39C68AEA"

}
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RN ERE

faid

FEERE AR ERHES (VBR)

HRRTER

FTEEREUID S B E

e

- REERIREAFEE S E CH L ARIZEVER
- BB T EEOARES Ol 2 VBR
- NECEENVBREZEH \EnablediA7

- THEEAEMEFEIEEVBR |, SlEEHAUnconfirmedikZ
- Vlanld R i E4kownerfgE /124
- A—YIBRE4& THE—Vlanld AR i NVBRER B,
- A TerminatedAZSHIVBRETE7T RN BESNREHVIanld , AAiFEMVBRER., 7XE7
AR EL{thVBR{EFE.

- NEMBEFRIZEAIVBR |, AgEBcELocalGatewaylp, PeerGatewaylp#lPeeringSubnetMask
- LocalGatewaylp, PeerGatewaylp, PeeringSubnetMaskZE #1538 : PeeringSubnetMask3z$%

[24-30]fif , PeeringSubnetMask3ZiF s+t HIFmiA[255.255.255.0-
255.255.255.252] , LocalGatewaylp#IPeerGatewaylpJRfESPeeringSubnetMaskiE X IRE—F

kIR, D -

- LocalGatewaylp: 192.168.50.17
- PeerGatewaylp: 192.168.50.18

- PeeringSubnetMask: 255.255.255.248

RS
R
Action
Regionld
PhysicalConnectionl

d

VbrOwnerld

KB
String

String

String

String

67
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=
=
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=

11153

AFESE , BB
: CreateVirtualBorder
Router

FRriEthiag
YIEELId
VBR ownerfiiUser
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REHLOSRER A

( VBR ) B&MEEAR
802.1Q VLANSIZETE
[1-2999] , ZEMR
RIFYIIEE Zownerig
E/MEH.

VBRELMIZE ORI Az
ERRIEBEERSE. ZE
HRAFIEE

ownerfgE/IEXL.

REHLOSRER A

( VBR ) B&MEEAR
IPHbilt, ZEMR T
VBR ownerfS5E/1&H,
NELREECIE
VBRETWE |, JoEthK
2463 VBRAIJAENIE,

VBRE LM OXTIRAY
IPHBiE, ZBEMHR T
VBR ownerfg&xe/1&24.
NELEECIE
VBRETWME , JoELthk
E6)/ZVBRITATIE,

VBREZ MO XRIRS
X B BT RS,
ZEMHERIFVBR
ownerdigxE/IEH. IE
ZFrEACIE VBRI
1H , HEMKSEI=E
VBRAJAETIE,

REHLOFRER RS

( VBR) RYZFR
(2,128 1MN=FF. ABEIA
http://F0https://Fk,
ZEMERIFVBR

ownerfgxE/fEHL.

EHIAF SRS

( VBR) BYIAMEE
[2,2561MNFFRF , ABELA
http://#0https://Fk,
ZEERIFVBR

owner{gxE/1&X¥.

BT RIESRIESFE
. BHEFIRERIZESH
8 , ERIEEARBK
[EiE— , RAMED
64 PMASCIIZFEFT,

Hm

Vlanld Integer

iy

CircuitCode String

iy

LocalGatewaylp String

iy

PeerGatewaylp String

iy

PeeringSubnetMask String

iy

Name String

iy

Description String

Hm

ClientToken String

IREIZEY

BIR KB )%
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Vbrld
tEIRE
IR

InvalidRegionld.Not
Found

InvalidPhysicalConn
ectionld.NotFound

InvalidVlanId.Used

MissingParameter

InvalidPhysicalConn
ectionld.NotEnabled

InvalidVbrOwnerld.N
otFound

MissingParameter

InvalidVlanld.Malfor
med

InvalidCircuitCode.M
alformed

MissingParameter

InvalidLocalGatewayl
p.Malformed

String

)%

The specified
Regionld is not
found.

The specified
PhysicalConnectionl
d is not found.

The specified Vlanld
has been used.

The input parameter

‘PhysicalConnectio
nld" thatis
mandatory for
processing this
request is not
supplied.

The specified
PhysicalConnectionl
d is not in Enabled
state.

The specified
VbrOwnerld is not
valid.

The input parameter

‘Vlanld" that is
mandatory for
processing this
request is not
supplied.

The specified Vlanld
is not valid.

The specified
CircuitCode is not
valid.

The input parameter

‘LocalGatewaylp’
that is mandatory
for processing this
request is not
supplied.

The specified
LocalGatewaylp is
not valid.

69

FELANSRIRESE (VBR ) ID

Http R4 EY

404 Efﬁﬂ’ﬂRegionIdz:@:

400 E‘EE’\J%EE@%MK@
£

400 E;—EE’\JVIanId s
>

400 PhysicalConnectionl
dfE

400 IEERWIE S AR
SFIEERS
ey

1o VBROwnerld A~ fZE

400 HRAVIanldfE

400 ﬁ%ﬁ’gwanldifgﬁx
=
5 EMCircuitCodef

0 AAGE
FR>

100 LocalGatewayIp{&
ey

400 LocalGatewaylpt&=t,
REE
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MissingParameter

InvalidPeerGatewayl
p.Malformed

MissingParameter

InvalidPeeringSubne
tMask.Malformed

Forbidden.LocalGate
waylpNotAllowedBy
Caller

Forbidden.PeerGate
waylpNotAllowedBy
Caller

Forbidden.PeeringSu
bnetMaskNotAllowe
dByCaller

Forbidden.NameNot
AllowedByCaller

Forbidden.Descriptio
nNotAllowedByCalle
r

InvalidName.Malfor
med

InvalidDescription.M
alformed

QuotaExceeded.vbrP
erpConn

The input parameter

'PeerGatewaylp’
that is mandatory
for processing this
request is not
supplied.

The specified
PeerGatewaylp is
not valid.

The input parameter

'PeeringSubnetMas
k' thatis
mandatory for
processing this
request is not
supplied.

The specified
PeeringSubnetMask
is not valid.

The caller is not
allowed to specify
the LocalGatewaylp
parameter.

The caller is not
allowed to specify
the PeerGatewaylp
parameter.

The caller is not
allowed to specify
the
PeeringSubnetMask
parameter.

The caller is not
allowed to specify
the Name
parameter.

The caller is not
allowed to specify
the Description
parameter.

The specified
‘Name' is not
valid.

The specified
‘Description’ s
not valid.

Virtual boarder
router per
PhysicalConnection
quota exceed.
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400

400

400

400

403

403

403

403

403

403

400

400

TR/
PeerGatewaylp{&

IEERY
PeerGatewaylpt&=,
FEE

b
PeerGatewaylp{&

HEERY
PeerGatewaylpt&z{
rEE

ERBATFIEE
LocalGatewaylp£#

ERAAHETE
PeerGatewaylp£4§

ERSAIHEE
PeeringSubnetMask
24

BEAARITERE
Name&Z§

ARAASITHEE
Description£%§

EEfINametg( A5
i

18ERIDescriptiont&
AAEE
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QuotaExceeded.free

Free virtual boarder

DRSS R BT

vbr router quota exceed. 400 ]
InvalidIP.Malformed Ip malformed. 400 IPIERXAEIE
R
I;_JZZ?IC-]Gaa}cha)ﬁ)pén d LocalGatewaylp , pe
MissingParameter . Y 400 erGatewaylpay
peeringSubnetMask peeringSubnetMask
must not be null. H(E
Local gateway ip
Invalidlp.NotSameSu and peer gateway ip LocalGatewaylIpl
i 400 peerGatewaylpz7E
bnet are not in the same E— AR
subnet. =

IFREEH LT B =E
1743

RBRREHAIZ 5 B B RS

- ANERVBR_EiABRouter Interface ( FBFPMIEOIRRSN ) skESEHNIADIFIBR
- VBR owner#tiEFii&Unconfirmed , Enableda;TerminatediR&SHIVBR

- YL Zowner AARIFMIBREEEUnconfirmedAZSHIVBR , —EVBRIFHFEA T ActivelRELE ( BEELH
VBR ownerfZIZRTLAFFIAER ) , RBVBR ownera] LAIBRIZVBR

RS

EA gt REVR A
RENMESH , BE

Action String = : DeleteVirtualBorder
Router
Regionld String 2 FriEithiag
Vbrld String = LA S EESd
A}
BEIZH
ERNHRESE , FUATHRESE
=]
tH1e e
SRR R Http A7 3%
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InvalidRegionld.Not
Found

InvalidVbrid.NotFou
nd

InvalidOperation.Ro
uterInterfaceNotDel
eted

InvalidOperation.Op
erationNotAllowedIn
State

Forbidden.Operation
NotAllowedByUser

B AR EEE

fig

The specified
Regionld is not
found.

TThe specified
VirutalBorderRouter
does not exist in our
records.

The specified
VirutalBorderRouter
still has
routerInterface.

The specified
VirutalBorderRouter
is in invalid state.

The caller is not
allowed to delete
the specified
VirtualBorderRouter.

- HifJVBR ownerZiFA7IECHIVBRFIZE
- B B FilterXE RTINS ; BRsTFHIFilter@3E : Vbrld, PhysicalConnectionld,

Status. Name

- = FilterfIZMEZIAR "or" XR ( RESHEP—MEWSNMATTEZFilterfOTieRY ) | =

404

404

400

400

403

sElE

texERIRegionld A7
£

SRR R S
R

IEER R R K HE
LEBRMIBRARS B
H

IEERIREINAD SIS HRES
ST FEMBREPIRE

ST ysp S e il
TEER R R KB

NFilterziElm "and” BEXR ( FEFEFilterfTIRE M , 7SHNREZERIERF ) .

BREH
i

Action

Regionld

Filter.n.Key

Filter.n.Value.m

x5

String

String

String

String
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=
=
=
=
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[
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R

AZFAESE , BUE
: DescribeVirtualBord
erRouters

etz

BN IEREAIREL,
NM1FFE  AATS.

B MTIERAIEMAME
o MM1FHE , AT
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EIEERATRS ; ANME
Y, BUANL ; BUETE

Bl : IEEE%
=~
PageNumber Integer ) #PageNumberkFa
PreESRAVER RIS , T
RERE—THIRE.
BHIRERAID TR/,
PageSize Integer S BYESBE9(1,100] , BX
IAA10
A}
R[EIZEY
AHIREISE , FHATHREISE
B Sl ik
, LR EEHRES
VirtualBorderRouterSet \;ertuaIBorderRouterSetTy VirtualBorderRouterTypeZB A5
PAN
[
TotalCount Integer SLEIRANER
PageNumber Integer SCAIFZRAYTIRS
PageSize Integer BMARRENSTTH
=]
=12
RN R Http A7 BY
. . The Regionld St . -
}:r:)virlllgReglonId.Not provided does not 404 ?;;-\EE’JReglonIdTﬁ
exist in our records.
- Specified filter key is
InvalidFilterKey.Valu not supported: 404 EENHISF AT

eNotSupported Filter.X key

BEEYETL TR RHRRTIR
i

EEMETS TIORKMETIE
- YIRS LownenFAIiZEOEIE T B IR T A EIZEIVBRYIZER
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- EREROEEEIEVBR owner2iFA7Z B 28VBR ownerZt ARIVBR
- ZEORNREIRBVBR ownerd] LIERIHIFER

RS

2R Sidl BB fiEd
RS, BE
. . : DescribeVirtualBord
Action String = erRoutersForPhysicalC
onnection
Regionld String 2 FriEithiag
zhysicaIConnectionI String = MITBELID
ERERAITD ; N8
ERT , BUANL ; BUESE
< CIEE A
PageNumber Integer B PageNumberk Foix
FERINEATD , MR
E&E—RARE.
EIRERIID TR/,
PageSize Integer S BESBE9[1,100] , &K
IAA10
A}
R[EISE
ANHIREISE , FIATHREISEL
BR KE 1)

. : VIR E L T RIREHINO RIS RS
Vlrtu?(I:BordetcRou;e:ForPh Vlirtu;a(I:B?]rndel;IiRg:stzﬁorZh VirtualBorderRouterForPhysicalCon
ysicalConnectionSe ysicalConnec yp nectionType ERHIES
TotalCount Integer SCHEANER
PageNumber Integer SCI7ZRAYTTRS
PageSize Integer BANZENSTITE

=1

RS )% Http K785 BY
. . The Regionld Sonat ; N
InvalidRegionld.Not provided does not 404 IEERIRegionld A~ fE

Found

exist in our records.
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{EURINL R R =R R
i

IESE IR IR BRI

- Vlanld Rt rFIIEE L ownerfSE /£
- E—IEE 4 TRIE—Vlanld R 5eiFEVBRERT B .
- HATerminatediAZSHIVBREFE7 RN BNREERVIanld , RAiFEMVBRER, 7XEH
LAt ELtEVBR{ER.
- NEMEEFRIEAIVBR |, AgEBcELocalGatewaylp, PeerGatewaylp#lPeeringSubnetMask
- LocalGatewaylp, PeerGatewaylp. PeeringSubnetMaskZE #1538 : PeeringSubnetMask3z#%
[24-30]fZ , PeeringSubnetMask37#F o+ i%([255.255.255.0-
255.255.255.252] , LocalGatewaylp#lPeerGatewaylp/iift-5PeeringSubnetMaske X B9E—F
KIA, fan
- LocalGatewaylp: 192.168.50.17
- PeerGatewaylp: 192.168.50.18
- PeeringSubnetMask: 255.255.255.248

ITREH

BIR kA BB ik

RS, BE
: ModifyVirtualBorder
RouterAttribute

FRrEdBls (‘EESLHIRY
RegionID)

RO R S
(VBR)Id

REHLD SR ER =S

(VBR) L&A
802.1Q VLANS SEE|
(1-2999).

VBRELMIZOARI Rz
ERRYFERKRRS. %8
HERTFRIEE L

ownerfgE/fEHL.

VBREL(M#EZ ORI
IPHbit, ZEMR T
VBR ownerigE/M{EH%,
ARAFBEnablediRZSHY
VBREYIZIEMER =S,

i

Action String

Hm

Regionld String

VBRId String

Hm

Vlanld String

iy

iy

CircuitCode String

iy

LocalGatewaylp String
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PeerGatewaylp

PeeringSubnetMask

VBRName

VBRDescription

HRE

InvalidRegionld.Not
Found

InvalidVbrid.NotFou
nd

InvalidVlanId.Used

InvalidCircuitCode.M
alformed

InvalidVlanld.Malfor
med

InvalidIp.Malformed

InvalidPeeringSubne
tMask.Malformed

Forbidden.CircuitCo
deNotAllowedByCall
er

Forbidden.CircuitCo

String

String

String

String

1)

The specified
Regionld is not
found.

The specified
VirutalBorderRouter
is not found.

The specified Vlanld
has been used.

The specified
CircuitCode is not
valid.

The specified Vlanld
is not valid.

The specified ip
address is not valid.

The specified
PeeringSubnetMask
is not valid.

The caller is not
allowed to modify.

The caller is not

iy

iy

iy

H

Http RSB

404

400

400

400

400

400

400

403

403
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VBRE LA OXTimAY
IPHEtE, ZEMER T
VBR ownerig&/1&X,
AAFHEEnabledyRZESHY
VBREVIZBHEX AZ,
VBRELMIEFEOKinS
i B BARYF RIS,
ZEMRIFVBR
ownerfg&/IEX. A7
FEEnablediR&SHY
VBREVIZBHMER AZ.

REHLORER RS
( VBR) BIEFR

REfNIA SR ER RS
( VBR) Ryt

BY

fEERIRegionld A~ 7
=

IEEMIVbrId A F1E

1BEMHIVIanldB &4
Edz2

fgEf9CircuitCodef

aik

fEEMVianldAEiE

IEERIpHEIEAR &%
TERER

PeeringSubnetMask
EE

ARAAITHERE
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deNotAllowedByCall
er

Forbidden.LocalGate
waylpNotAllowedBy
Caller

Forbidden.PeerGate
waylpNotAllowedBy
Caller

Forbidden.PeeringSu
bnetMaskNotAllowe
dByCaller

Forbidden.VlanldNot
AllowedByCaller

Forbidden.NameNot
AllowedByCaller

Forbidden.Descriptio
nNotAllowedByCalle
r

InvalidName.Malfor
med

InvalidDescription.M
alformed

MissingParameter

Invalidlp.NotSameSu
bnet

allowed to specify
the CircuitCode
parameter.

The caller is not
allowed to specify
the LocalGatewaylp
parameter.

The caller is not
allowed to specify
the PeerGatewaylp
parameter.

The caller is not
allowed to specify
the
PeeringSubnetMask
parameter.

The caller is not
allowed to specify
the Vlanld.

The caller is not
allowed to specify
the Name
parameter.

The caller is not
allowed to specify
the Description
parameter.

The specified
‘Name’' is not
valid.

The specifid
‘Description’ is
not valid.

LocalGatewaylp,
peerGatewaylp and
peeringSubnetMask
must not be null.

Local gateway ip
and peer gateway ip
are not in the same
subnet.

WS DS B RS

77

403

403

403

403

403

403

400

400

400

400

CircuitCode&#{

BB AIFIEE
LocalGatewaylp£:#§

ERLARITHEE
PeerGatewaylp£4§

ERSAHEE
PeeringSubnetMask
s

BB A IFEE
Vlanld&#4

BB AR IFEE
Name&%§

ERSAIHEE
Description2%{

TERERYIAFR ES FHRR R
EIE

TERERfEIAS

oif

BARGIE

TR/
LocalGatewaylp , pe
erGatewaylpay;
peeringSubnetMask
AYE

LocalGatewaylIp#[]
peerGatewaylp7E
E—NFRe
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it

SRR R IR HRER

- REYEEZLownerd] LAARIZEOKREVBRIE L {FER
- AiFtkETerminatedRZSAIVBR
- Rt R EXT R AVIIR L4 FEnabledAZSAIVBR

- BMEFFIAS VBRIE A RecoveringRZ , 5ok/EVBREENEnabledikz

- BEFHTVIanldiIREs
- ANERVIanldiBFEHEVBRER ( Terminate/g7RPMRIE ) | STLAMRIERIIIRE

- WRVIanldBE#EEVBREA ( Terminate[F7RE1d , EYIEEZ&ownerE &

VBREEMATZVlanld ) , IHKESKK

IBKEH
i

Action

Regionld
Vbrld

1o
RIS

InvalidRegionld.Not
Found

InvalidVbrid.NotFou
nd

InvalidOperation.Op
erationNotAllowedIn
State

OperationFailed.Vlan
IdAlreadyInUse

Forbidden.Operation
NotAllowedByUser

KRB
String

String
String

5

The Regionld
provided does not
exist in our records.

The specified
VirutalBorderRouter
is not found.

The specified
VirutalBorderRouter
is in invalid state.

The specifed vlanId
has been used.

The caller is not
allowed to recover

78

RBEYM

el

Hm

Hm

Http K&

404

404

400

400

403

A
RENMESH , BE

: RecoverVirtualBorde
rRouter

FRTTESIE
VBRID

EX

tEERIRegionld A~ TF
£

EEm
VirutalBorderRouter

R

EEm
VirutalBorderRouter
RERBIE

EERIVIanldBE#
=155

BTG RIFREIEE
sspabiiesls
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the specified
VirtualBorderRouter.

2 | PR liD SRS RS
b7

22| PRI R R RS

- REYIEELownern] LIARIZZEOZLIEVBRISEL(ER , HAMIERVBRFIVBRIEAIHEMEAZE
( Router Interface , IEEH% )
- RfpiFeR IEEnablediRZSAIVBR
- BEFHAIEVBRIZEATerminatingR% |, Th/EVBRE A Terminated iz
- VBRi#F ATerminated’AZ/5 , HVIanldSRE7RAITFEBVBRER , 7REITFHEtEVBREER
- RBGLERIBME | ITFHITIREIRIE ( Recover ) IREIZVBRIVEL(FER , SR VIanldifi 2B #E
VBREMA ( 7RNFRIE ) , BTLARIERRIOIRE

RS

is not found.

79

BR KB BERYM ik
RS, BE
Action String = : TerminateVirtualBor
derRouter
Regionld String = RiTfEs i
Vbrld String = VBR ID
A
R[EISE
ERNHRESE , FUATHRESEH
A= |
EIh
RS ) Http A& ‘X
. . The Regionld Seapnt i N
}:r;vlfrl:glRegmnId.Not provided does not 404 ;;ZEE’JReglonIdZ'Y?
exist in our records.
. The specified
Innc;/alldVbrId.NotFou VirutalBorderRouter 404 IEEMVbrId A ZE
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InvalidOperation.Op The specified HEERY
erationNotAllowedIn VirutalBorderRouter 400 VirutalBorderRouter
State is in invalid state. REFREE

The caller is not
Forbidden.Operation  allowed to terminate 4 ARSI RILIEE
NotAllowedByUser the specified AN FREE RS

ISE

®

VirtualBorderRouter.

HesE RO

i s F R ]

it

BliE— M e EEO ( RouterInterface ) .

AT HEFEONNE | 5 -
BEEETRLTARE. MRETEEFRIEE | IS

S0 PR R W4 i -SRI EE - THREN 4B,
= =3

R ENEEEE M HEA R,

- APHRFIF4ER— MRouterInterface , FAMAERZNE, SEEUTNBHHEEINEY , B8
FERAEEN "RERHEHEOEE" B,

- EREREOZEN "BiE" | RRNIBHSET—REMRY R EEk, SRR L IE
HCHLHERMEIR | AEEAMINAVERMEE FIFftECEIRMZE | DURELIRBEINYTSR L IEMRVES
SipEESERN ;

- (FERMBHEEZE , ZREgFE—XEIERouterlnterface,

- —MBHES AT LIRS OIS N RREREO,

- — M AFPETRZALIFENHRE S N EHEEEO.,

- BEAFE AR TFRERTS | WARFEE SRIBRHEEEEO,

- OppositeRouterType, OppositeRouterld, Oppositelnterfaceld,
OppositelnterfaceOwnerldlI™NES4L , TR N EHRREO BIERH TR, ERBIEEIVIRSE
SR, AL, RIS RRY | SiE i HIRmesEO 2 EEMA
ModifyRouterInterfaceAttributeS{&E4L,

ST F Bl Aim a2 VBR_EAIRouter Interfacefd :

- IEfNAccessPointldf1OppositeAccessPointld24§ , FRIAFIPRFIMLATSEE
- #it&HealthCheckSourcelpflHealthCheckTargetlpS# , IIAFIIREI WLATSEEE
- VBRARgER KRS , AIXin (#n ) RBeRVRouter , BARRIBRELIT -
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- WNERouterType ( A ) 2VBR , RolewsiiInitiatingSide , THE
OppositeRouterType REEEVRouterFFEARBHER

- XimEVBRAJRouter Interface REER IR , ELIERT A EXTimAY
RouterType ( VBR ) #lAccessPointld , TiEGIFEABIESXF NEME . EARIRHET

. OppositeRouterTypeRFtiF MELft{E ( VRouteragzs ) BIAIVBR , ;M VBREIE A
( VRouterziZ )
- OppositeRouterType2VBRATRole ( A ) #iiEAcceptingSide , A
OppositeAccessPointld 24 EFEARET
- #EVBR _EAl#ZRouter InterfaceZKVBRRSATATAL FEnablediR7ZS

RS

2R Sidl BB it
| | ﬁgﬁﬂﬂyg  REE
Action String = / CréateRouterInterfa
ce
Regionld String 2 SCAIRTFE RO,
RouterType String = PITBRIBREIRESREL,

o]i%E : VRouter , VBR

FriERuEARID, &
RouterTypeRVBREf 4
15, MBfEEEARTF
18, TERouterTypel
VRouterfdAgEE,

FriERuEsEesld |, &
RouterType2VBRAT
RouterldFriEER
VBRIAJRTE
AccessPointldFrigERY
BARA.

EEPENAE |, B

, EEER R RE
RS,

Blpeia =l

: InitiatingSide|Accept
ingSide ;

A | I RS-
L 7 - B IRIEIE - 1
. MBS
BRI RATER

Region.

AccessPointld String

iy

Hm

Routerld String

Hm

Role String

palil

Spec String

Him

OppositeRegionld String

XJimpTEAMEARID,
"
OppositeRouterType

géoposneAccessPom String

iy
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OppositeRouterTyp
e

OppositeRouterld

Oppositelnterfaceld

OppositelnterfaceO
wnerld

Name

String

String

String

String

String

82

iy

iy

iy

H

iy

RVBREJWE , TEE!
EEARIHEN. £
OppositeRouterType
ZVRouterft A EEE.
"
OppositeRouterType
= VBRAY
OppositeRouterldFfig
TERIVBRLIRIE
OppositeAccessPointl
dFffEERYEARA. £
Bl /e
RouterInterfaceff A%
i
OppositeRouterld , O
ppositeAccessPointld
RS | AR TSR
BER RS,

EEERXT IR ER R asiE
CRr RS HE2EEY,
EIpvi=|

: VRouter , VBR ; #R&
JFIVRouterzERY,

EERRINIRAYES FRES
#ID, 7
OppositeRouterType
ZVBRAY
OppositeRouterldFfiig
TERIVBRILRTE
OppositeAccessPointl
dFffEERYEEANRA., £
B/ &
RouterInterfacefd A%
fHxi
OppositeRouterld , O
ppositeAccessPointld
ARG |, EBH TR
EBER S,

BT IR
RouterInterfacefyld

TR I AR IRY
HEEKSID, HaLL
BERMEZEMLUS

, £ EHIE-APP0-
IKSEE FEEEAIK

=ID,

SIHIRIETEIR , [2,
128] SN EFFHF
o DIRAK/NFEFEg
L E.f@%_‘é}'zﬂlf?“—

"

%MzW%Eﬁ&@ﬂ

Ho
MRRBIEEZESH
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Description

HealthCheckSourcel
p

HealthCheckTargetl
p

ClientToken

String

String

String

String

iy

iy

iy

iy

83

. BRIAELBIAY
Instanceld
TREELA http:// F0
https:// Frk.

BESEA[[2, 256] 4
FFF LA TR
EEHla. AMENAZE
 BIARZ. ABELA
http:// #1 https:// Frk

TEHB/RMECMPIZET
ke
HealthCheckgy
PacketfySource IP, R
SgARmEVRouterm B
SHimEVBRAYRouter
Interface B3, WIE
ZANigVRouterfEAY
VPCHRI—NR#E(ER
/YIP,
HealthCheckSourcelp
5
HealthCheckTargetlp
WRRIRSTE B ERTA
187,

LEHARMECMPIZS
FRIMEL
HealthCheckfd
PacketfyTarget IP, R
S AUmEVRouterm B
XJimEVBRAJRouter
InterfaceBx. BEA
VAFEZ B imCPER
IP ( B @XuRRIFTERN
VBRLEHY
PeerGatewaylp ) , FH
PR LUEEELRAF
iAEAET LAFESRAY
HealthCheck Targetad
1P,
HealthCheckSourcelp
5
HealthCheckTargetlp
VIRFEIRSFEERLE R A
1ERE,

BFRIEBRINESMS
. AEPIRAERIZESE
B, BRIIEERRBK
BlE— , RANMEL
64 PMASCIIZES,
BASIMR : ifair
=T
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BEIZH

B St i

HEER=SEROIRISEAIID , RS
 ERME—, 2EREIRHAREOLA
AYME—HRIR

RouterInterfaceld String

R

RS ) Http A& ‘X
. . The Regionld S .
}:r:)vlf:(cijeglonId.Not provided does not 404 %;_ZZEE’J Regionld A%
exist in our records.
The FFESHY
InvalidOppositeRegi OppositeRegionld 404 OppositeRegionld2
onld.NotFound provided does not — N ARFER
exist in our records. regionld
The specified
OppositeRegion is Gompe T A
. . . not reachable by %F;EEE’J@J N
InvalidRegionPair.N regionE7iEBIYE
otReachable ExpressConnect 400 ERIEIE = i TIEERY
from that region AR
specified by °
‘Regionld’
InvalidRole.ValueNot The specified Role is - P
Supported not valid. 400 JRIERY Role &%
InvalidSpec.ValudNo The specified Spec is —— Ty
tSupported not supported. 400 FERERY Spec A3Hy
. The specified .
InvalidRouterType.V RouterType is not 400 }EEE]’J RouterType
alueNotSupported valid ~aix
InvalidRouterld.NotF The specified 18xE[Y Routerld A7
: Routerld does not 404 -
ound o =
exist in our recored.
InvalidOppositeRout  The specified HEERY
erType.ValueNotSup OppositeRouterType 400 OppositeRouterType
ported is not valid. REE
ParameterMismatch. The specified Spec 400 $E8XERY Spec #0 Role
Role-Spec and Role mismatch. N
The specified Spec is
ParameterMismatch. not supported
Regionld- between the 400 IZRASHEIX
OppositeRegionId- specified Regionld RegionZ [BJA3ZHF.

Spec

and
OppositeRegionld.
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InvalidName.Malfor
med

InvalidDescription.M
alformed

Forbidden.BillsOutst
anding

QuotaExceed.Router
Interface

LimitationExceed.Int
erfaceNumberOnRo
uter

Forbidden.NotInRou
terInterfaceCreateW
hitelist

RI_CREATE_ONE_LIM
IT_BY_SYNC

InvalidAccessPoint.V
alueNotAllowed

InvalidAccessPoint.V
alueNotAllowed

InvalidParam.NotFo
und

InvalidAccessPoint.N
otMatch

InvalidAccessPoint.N
otExist

RS

The specified
‘Name’' is not
valid.

The specifid
‘Description’ s
not valid.

You cannot create
more
RouterInterface
because you have
bills outstanding.

Living
RouterInterface
guota exceeded.

Total number of
RouterInterfaces on
a Router exceeded.

Not in router
interface create
whitelist.

Create ri only one
limit by sync.

The non-vbr router
interface cannot
have access point
configured.

The non-vbr
opposite router
interface cannot
have opposite
access point
configured.

Parameter must not
be null,uid,
bid,regionNo,
remoteRegionNo or
routerld

The accessPoint id is
not matched

The accessPoint not
exit

ZMYIR

85

400

400

400

400

400

500

500

500

500

400

400

400

1228 Name A&3%

18ERY Description
REE

BREBNRE , B
TE@@@U@E%E’\JEH%
wR ;

EEBHNRONER
S ECER

BN R RS EFERYES
F=s A E BT ECE

KRS ECIEIR =R
RB& &S

3F VBR E&HEREOIAR
BEIEERARER

3F VBR XYim g HesHEE
OFBEEERAREE

‘uid” , ‘bid" ,
‘regionNo’ ,
‘remoteRegionNo
)

‘routerld’ RBERZT

BRI AT

BRI RFE
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it

EEKMFEOTIR.

AIEI BMFilterXIERFITISNE. BRISFAIFilter@iE ¢

- RouterInterfaceld

- Routerld

- RouterType

- RouterInterfaceOwnerld

- Oppositelnterfaceld

- OppositeRouterType

- OppositeRouterld

- OppositelnterfaceOwnerld
- Status

- Name

—FilterflIZMEZAR "or" KR ( RESEP—MEMSNRNARFEZFilterfBTiRSRM ) |

B Filterz[@7A "and” BEXR (FFEATEFilterfTIEEM | TSHANRETHERT ) .

EREH
i

Action

Regionld

Filter.n.Key

Filter.n.Value.m

PageNumber

PageSize

=== BB
string =
string =
string =
string =
int =
int =

86

ik
REMESE  BE

: DescribeRouterInter
faces

SEAIRFEERTSBIE,

SN NILIERRAIREL,
NAIFFE  AATS

B ML IERAIBEMAME
- MM1F8 , FATFS

ERERAAS M8
ERY , BUANL ; BUESE
IR B
PageNumberAF=Lhx
ERAIRATUS |, TR
EE&E—RHNRE.

EERAID AN,
BYEsEE[1,100] , B
IAA10
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API&*

BEIZH

2R
TotalCount
PageNumber
PageSize

Instances

1o
RIS

InvalidRegionld.Not
Found

InvalidOppositeRegi
onld.NotFound

InvalidFilterKey.Valu
eNotSupported

ESit
Integer
Integer

Integer

RouterInterfaceSetType

5

The Regionld
provided does not
exist in our records.

The
oppositeRegionld
provided does not
exist in our records.

Specified filter key is
not supported:
Filter.X.key

Ao EHBEE

/1174

2

ik

SEAIRAEL
SEIFIZRAYTTRS
BRI ERIETTEL

HRouterInterfaceSetTypeHERiAIEL
AL, RELFER

Http K788 BEX
404 18ERY Regionld A~ 77

404

404

e

1EXERIXSIR Regionld
FE

IEERTIEERREYA ST
+
==

EERFHISHSEEOEENEK , B— 1N kiginRouterinterface S EXiERouterInterfaceit {TiERE.

KT IHRERTAR :

- AaiFdRoleInitiatingSidefJRouterInterface#HTIZIRIE ; 33 F— 1 RoleIAcceptingSidedd
RouterInterface>kit , REEEEENIRERIRETE | S0 REERRIE,
- REZMiImRouterInterfacetbiiEESImIR & /9% RouterInterface , RIERIEEHRIFA BERRINTEAL.

- XE—NREERE , APIRRIREIKTDD , EREEREZETIFESET A | RouterlnterfacefYStatusit

AConnectingiR7Z ( AcceptingSidefJRouterInterfacei#t NAcceptingConnectiRz ) ;

RouterInterfacet NActivelXSHT |, iEZ A EIFEERE,
- ASSEOZERERE | TR N EEHEY—IRENAY "5 EiEik, EEEHER EIEMRIsC
WEERER , AEEEMRLVIRHES FIFRbEEIRMAER |, UNRELINEE > INR EIEfRIER S
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IRl ;

IZIRFERBIFA SR -

- —/Routerinterface RgE5—RouterinterfacefE371E#E ;
- —Routerlnterface A IFFIE S TIER ;
- —RouterInterface A AIFFIREEE RS _EAYE BRI TIER:

- (FERNEHEEZIE) , &REREEEE—XEEDRIRouterInterface,

- QAEREHIdlefdRouterInterface BT LU TILGIRIE ;
- EFFPETBRUNTFRZRS (B , HEMAIIIFAIRIKER ) |, MARIFRFPH TZIRE

RS
5

Action

Regionld

RouterInterfaceld

xR
R

InvalidRegionld.Not
Found

InvalidRouterInterfac
eld.NotFound

IncorrectRole.Notlnit
iatingSide

IncorrectStatus

IncorrectOppositelnt
erfacelnfo.NotSet

#7)

string

string

string

1)

The specified
Regionld does not
exist in our record.

The specified
RouterInterfaceld
does not exist in our
record.

The spedified
RouterInterface is
not InitiatingSide

RouterInterface can
be operated by this
action only when

it" s status is Idle.

Oppositelnterfaceld/
OppositeRouterld/O

88

BB

=
=

=
=

=
=

Http RSB

404

404

400

400

400

R
REMESH , BE

: ConnectRouterInterf
ace

PFTEshiEL,

BRECIERAIER HRRE
MRYId,

BY

18ER] Regionld 717
=

IEE/
RouterInterfaceld A&~
=Fr

EE/
RouterInterface <&

AKiECim
24 RouterInterface X

AR “ldle” RIARE
HATERME

EERXIRAIERRIRE

°
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ppositeRouterType/
OppositeRouterOwn
erld must be all set.

The opposite

RouterInterface

information

specified by o e
Oppositelnterfaceld/ zg;gﬂggi%igggﬁ%{n%
Opp‘?s't;Rout(;rId/(/D RElou’EerInteﬁaceId/
ppositeRouterType -

. OppositeRouterOwn Router\Id?E:F TFE
IncorrectOppositelnt orld is wron 400 , BEFR/LINEHZ
erfacelnfo Mavbe th 9 BREARIES , T

ybe the =5t
RouterInterface or ?outerlnterface?—”ﬂ’i
Router does not N
. x\
exist, or the RouterInterface,
parameters
mismatched, or that
RouterInterface is
not a AcceptingSide.
The opposite
RouterInterface does
not set this iR HEsEOHKE
RouterInterface as a ZEEHRESEOIRE NE
. : OppositeRouterInter EEXdim, BIFIXEX i
;R]teé?gfs ByOppositel ¢ e, Meybe it was 403 BRSO _FoRAEIE
wrongly set. Please BeEXmEE. BiaE
check the i a0 _EAYED
configuration of the &,
opposite
RouterInterface.
You cannot use this
Forbidden.BillsOutst action because you 400 BREGBENKE , A

anding

have bills
outstanding.

REEIZIRE

K HBEORESEEGE
7

H— MnactivelRSHIRouterInterfacefIIRSE HActive,

- XR—NHEERIE  IREIRRINE . RouterlnterfaceiH NActivating}R7 ; FBFBILABIEEIE
Routerlnterfacel RZSAIH EMETEEFHNActivelRZE,
- BEIZRIGTFRERE |, WARIFHITIZIRIE
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Action

Regionld

RouterInterfaceld

HIx
RIS

InvalidRegionld.Not
Found

InvalidRouterInterfac
eld.NotFound

IncorrectStatus

Forbidden.FinancileL
ocked

G IEHSSEk
R

e TN
string =
string =
string =

735 Http A7
The specified
Regionld does not 404

exist in our records.

The specified
RouterInterfaceld
does not exist in our
records.

404

RouterInterface can

be operated by this

action only when 400
it" sstatusis

Inactive.

This RouterInterface
is financiel locked
because of bills
outstanding.

400

RSB AAEEGE

BE— M ActivelkZ&RIRouterInterface& Slnactive,
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IEE
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- XR— R HERE , IREIRINE | Routerlnterfaceift ADeactivating’A7S ; AR R LABIEEH
RouterInterfaceASHIA T EFREE EBEH AlnactivelR7,

- BIZREET RIS | WASRIRHATIZIRE

BREH
i

Action

Regionld

RouterInterfaceld

xR
R

InvalidRegionld.Not
Found

InvalidRouterInterfac
eld.NotFound

IncorrectStatus

Forbidden.FinancileL
ocked

ey
string

string

string

1)

The specified
Regionld does not
exist in our records.

The specified
RouterInterfaceld
does not exist in our
records.

RouterInterface can
be operated by this
action only when

it" s status is Active.

This RouterInterface
is financiel locked
because of bills
outstanding.

Db

WP

E S,
BB

Him

pali]

pali]

Http RSB

404

404

400

400
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Action string 2
Regionld string =
RouterInterfaceld string =
Spec string =
BB
LRAHIREIZE , FIATHREISE
=]
=12
RS R Http 756
InvalidSpec.ValudNo The specified Spec is
400
tSupported not supported.
The specified
InvalidRouterInterfac RouterInterfaceld 404
eld.NotFound does not exist in our
record.
The specified Spec is
ParameterMismatch. not supported
Regionld- between the 400
OppositeRegionld- specified Regionld
Spec and
OppositeRegionld.
RouterInterface can
: . . not be operated by
Forbidden.FinancialL this action when 400
ocked it s
FinancialLocked.
InvalidParam.NotFo Parameter must not 400

ik
REMESE , BlE

: ModifyRouterInterfa
ceSpec

SERIRFEERTSEIE,
P& ERREOAY
AU

BY
IERER Spec A3z
TEER

RouterInterfaceld A~
eZen
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und

be null,uid,
bid,regionNo,
remoteRegionNo or
routerld

The

‘regionNo’
‘remoteRegionNo
T OEE

routerld’ RBEHRT

- o I $EREH
InvalidOppositeRegi OppositeRegionld . . -
onld.NotFound provided does not 400 ?_;;jp_:osneRegmnId 0
exist in our records. i
InvalidinstanceOwne  The router instance 400 BHEBEAETEmER
r.Error owener error. )
InvalidOpposite.Not The opposite not 400 He e TR TR

Found exit.

EGgHaEO R
b7

1B F2gZAIName/Description/iEHEIHE R,

- RBHRouterInterfacefRESAIdIeRt , A RIHESIERTIHER
( Oppositelnterfaceld/OppositeRouterld/OppositelnterfaceOwnerld ) ;

IBKEH
i e BT sk

REMESH , BE
: ModifyRouterInterfa
ceAttribute

Action

el

String

Regionld String

Hm

RouterInterfaceld String EAEgEOMID
BEXER. [2,128] 1
TN EHFRT , W
PAK/INFREHSIF L
 IEEHF

" . ABELA http:// #0
https:// FFk.
BEM#ER, [2, 256]
FFF , LA R
fizHle. AeeEd
http:// #1 https:// FFk

EEFEXUmAY

Hm

Name String

iy

Description String

iy

Oppositelnterfaceld String

iy
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OppositeRouterld

OppositelnterfaceO
wnerld

HealthCheckSourcel
p

HealthCheckTargetl
p

String

String

String

String

iy

iy

iy

iy
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Interfaceld,

EEimAYInterfaceFfr
JBRYESERERI, £
OppositeRouterType
2 VBRAF
OppositeRouterldFfig
TEAIVBRAIRIE
OppositeAccessPointl
dFffEERIEEN R, £
BlE/ME
RouterInterfaceft A&
Xy
OppositeRouterld , O
ppositeAccessPointld
ARG |, EBHTIERE
B HE,

EEX IR HESEORY
BHEEWKEID, FalA
EFRMBEZEMLE

, & E=HlE-BRHD-
WEEE PEEIEAIK

SID,

TEHB/RMECMPIZET
PR EL
HealthCheckgy
PacketfySource IP, R
SgARmEVRouterm B
SHimEVBRAYRouter
InterfaceB3&, WIE
ZAimVRouterFRfEHY
VPCHBI—NR#E(ER
/YIP,
HealthCheckSourcelp
5
HealthCheckTargetlp
WIRRIRSTE B EATA
18,

LB RMECMPIZET
FIRMEL
HealthCheckfd
PacketfyTarget IP, R
SIAUmEVRoutermm B
XHimEVBRAYRouter
InterfaceBx. BEA
VAFE &R imCPERY
IP (B EXuwRIFTER
VBR LAY
PeerGatewaylp ) , FH
FPRILSEE LA
IR Et AT LAFBSRAH
HealthCheck Targetad
IP,
HealthCheckSourcelp
5
HealthCheckTargetlp
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RouterInterface

param invalide
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ERE.
A
B[EISH
EEAHIREIZE , FEIATHREIZSE
A= |
EIh
IR )% Http A7 ‘X
. . he specified Do ;
}:r;vlfrl:glReglonId.Not Regionld does not 404 :;;ZEE’J Regionld 7%
exist in our records.
The specified e
InvalidRouterInterfac RouterInterfaceld SRR
S 404 RouterInterfaceld A~
eld.NotFound does not exist in our =
records. i
. The specified
Ir:\éathame.Malfor ‘Name' is not 400 1EERY Name &%
valid.
. - The specifid - L
I&]rlm;/j::]cqieD;scrlptlon.M ‘Description’ i 400 J;E.:EE; Description
not valid. =
InvalidOppositeRout  The specified 1EERY
erType.ValueNotSup OppositeRouterType 400 OppositeRouterType
ported is not valid. AEE
RouterInterface can a1 B s
be operated by this éfﬁf\fﬁuﬁrdﬁ
IncorrectStatus action only when the 400 s e
. o & “inactive” B
status is Active,idle SR
or inactive. AR
This RouterlInterface
Forbidden.FinancileL is financiel locked 2 Ly B2 13k A e
ocked because of bills 400 BRI R SE
outstanding.
Forbbiden The Router instance 400 BHEAETERAER
owener error Yl
LinkRole.NotSupport This linkrole is not 400 EEAEAIF
‘ supported
. . Opposite is VBR, ERVITIVIR, -
Z?]r(;)degn.ModlfyId cannot modify the 400 Zgg@?%iﬁﬁ?fg X
yp ID and type RETRIRIANES
. . Modify e NS
InvalidParam.Modify routernterface 400 ﬁ?ﬂﬂ%ﬁﬂ%ﬁfﬂ S
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fHpRER R a8z
b7

RS — NSRS RO,

- {¥ZRouterInterfaceAPRSRIATIRSHT Z 701 ZiR(E : 1dle. Inactive,
- RIS FRESEOR , EKIEMTHIBEE X BHIS LB ;

ITREH

BIR kA REYM ik
REMESE , BiE

Action string = : DeleteRouterInterfa
ce
Regionld string =
RouterInterfaceld string £ FRAE8EMAYId
A
R[EISE
ERAHIRESL , FIAHIRESE
A= |
=1
RS ) Http A& ‘X
InvalidRegionld.Not 404 18ERY Regionld A~7F
Found ®

This openeration

would be allowed
IncorrectStatus only when status of 400

this RouterlInterface

24 RouterInterface R
A "Idle” 8
“Inactive” BJABEH

is Idle/Inactive. Bl

RouterInterface
DependencyViolatio cannot be deleted WEANEESES|H
n.RouterinterfaceRef ~ when it is refered by 400 (EEMHT—BkBER
eredByRouteEntry a route table entry ) BY , ABEMBR ;

as next hop.

. The Instanceld
{r;\éilgzgnstanceld.No provided does not 404 IEERNSLAATEE

exist in our records.
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ERiEYIEEL;

N

N

- BEFERIBEEIEN | A8 , &TFenabledRSZIMIMIEEE LSBT S5
- ERPETEMETELTRERS  WARFTEESHETE
- FrEZAIMIEE T LA Initial KT

RS

BIR kA REYM R
REMESE , BiE

: CreatePhysicalConn
ection

FrEsteE) ( EHRSLBIRY
RegionID)

ERIBENYET LT
BUENRID | ARy
BANRUIFEBRLT
AN,

TR | BAE
: VPC ;HEi%E :
-VPC - VPC
BEL

Action String

Hm

Regionld String

Hm

Him

AccessPointld String

Type String

iy

EEMEONNEERS
HYFBERIRIS.

IREHENYIRLIRANE
B, oA
-CT - FEEE
- CU - EBAE
- CM - E#EED
- CO - PEHE

- Equinix -

CircuitCode String

iy

pali]

LineOperator String

Equinix
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PeerLocation

Bandwidth

PortType

RedundantPhysicalC

onnectionld

Name

Description

String

String

String

String

String

String
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iy

m

H

iy

iy

- Other - 1&4p
Hith

LR IRTEEME
(k) . [2,256]1=F
£F , AgelAhttp://#0
https://Fk.

MR SAENZOTE
, BAfiIMbps , BIAE
: 100 , AJG{E : [2-
10000]

=5 YN WS
, BXIA791000Base-
T, IRNEEILINES
JBTIE(E
- 100Base-T -
BJkEO
- 1000Base-T -
FIkEEO
- 1000Base-LX
- TR
A (10FK)
- 10GBase-T -
Ak
- 10GBase-LR -
PapS=2lib
(10FK)

BATROYIEE S
Id (B EZ&RE
LHIERR , IREN
FETLRIWIIEE L
ID , MERBAIESE
REMZAIADIRE |, LA
RtESHNS A

) o FEAXNAIIEES
gz , BT
Allocated/Confirmed/
EnabledikzSz—.

YIBE&EF,
[2,128MNF/F, ABELL
http:// 0 https:// 7L

VIR E A ER.
[2,256]MFFF |, ABELA
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BFRIESRIIRES T
. AEPIRAERIZESE
B, BRIIEEARBX
BE— , RANMEL
64 PMASCIIZFS,

ClientToken

Hm

String

BEIZH

BR ESic] HA
FRIBRTIERELAID | RS initial

PhysicalConnectionld String

EIRA

ERA R Http R&HB BEX
. . The Regionld e .
Lr;v;lilgReglonId.Not provided does not 404 ?;xEE’JReglonIdZ'ﬁ
exist in our records.
. . The AccessPointld Ea ;
Il\rl\:)/?;fﬁncgessPomtId. provided does not 404 ;’E:ZE_?';% AccessPointld
exist in our records. =3
. . The specified e .
mgié'::‘tﬁzzsspomﬂd' AccessPointld is not 400 ;ﬁ%g:&;ﬁsﬁ;mﬂd
in Enabled state. o
InvalidType.Malform The Type provided —— A
d was invalid. 400 FRERITypeEAEE
. . The PeerlLocation
InvalidPeerLocation. . EEm
Malformd provided was 400 PeerLocation &%
invalid.
- The LineOperator s
InvalidLineOperator. . 18xEMILineOperator
provided was 400 A
Malformd valid. EEN=A
. The PortType Seaps N
I(;\r\r/sgdPortType.Malf provided was 400 Egﬂ’] PortType B
invalid. =
. . The specified
LT;’;:L?E; scription.M Description is not 400 IEENES&FEARSE
valid.
InvalidRedundantPh The specified .
ysicalConnectionld RedundantPhysicalC 404 BN UREEAFE
NotFound onnectionld is not H S
’ found.
InvalidName.Malfor The specified Name e . o
med i< ot valid, 400 BENEEBIRTSEIE
QuotaExceeded.pCo Physical connection 400 BEARBANTLRLDEGE
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count per ap quota N
nnPerAP exceed. JOFTEN
' ‘ invalid physical sessgBandwidth R
InvalidBandwidth connection 400 E’%
banwidth. =
redundant physical HEEN
InvalidRedundantPh connection doesn’ t 400 RedundantPhysicalC
ysicalConnection belong to current onnectionA~NgTaH
user. &
InvalidRedundantPh invalid redundant 1EERY
ysicalConnectionStat physical connection 400 RedundantPhysicalC
us status. onnectionXZEFEi%
e G -
LT;’;:::ggcu'tCOde'M circuitCode is illegal. 400 Egﬁ’]arcwtCodeZ‘
==
QuotaExceeded.free zrsﬁn%l;}:isc;asl count 400 FREUFRINFEREHESAI
PconnPerAP excceeded HE L EEIECA

BRI S 2%
ik

VR T EITERIBGEIE T AR

- RaiFEUEZRIZ Enitial , Approved , Allocated , ConfirmediAZ ( #ETHRFBIRE ) RUYIEE
1357
- BB\ CancelediR7s

RS

2R = BB ik
REMESE , BlE
Action String = : CancelPhysicalConn
ection
Regionld String 2 ATfEstia;
zhysicaIConnectionI String 2 YIBELID

BEIZH
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IR iR Http A& BX
. . The Regionld e .
}:r:)vtfrlllgReglonId.Not provided does not 404 %l_:ZEE’J Regionld 7
exist in our records.
The .
InvalidPhysicalConn PhysicalConnectionl ?E'IEE.‘I\J .
; ; 404 PhysicalConnectionl
ectionld.NotFound d provided does not d FistE
exist in our records. ¥
: The request does
Forbidden.NotAllow not allow in this 400 SR

edInState

state.

ERYETLSIR

it

EEKMFEOTIR

- AlEIT E M FilterXIEERFITIZNE ; BRISHFAIFilterf4E : PhysicalConnectionld,

AccessPointld, Type. LineOperator, Spec, Status, Name

- —FilterfIZMEZER "or" XFR ( RESHP—MEMEURATTGIXFiltertidiERMt) | &

NFilterz[@A "and” BEXR (FEATEFilterfISIERY , ASHNREZERERT ) .

RS

BFR il EERYM R
REMESE , BB
Action String = : DescribePhysicalCo
nnections
. . ii ap mf s4A1Es
Regionld String = f{ﬁe gfﬁé )E' HLHIRS
; ; FEn ML IEEERIRE,
=~
Filter.n.Key String a NALFFES . FAFS,
FEnMNTIERERIEMAME
Filter.n.Value.m String 5 . MMIFHE , AKF
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PageNumber

PageSize

pISIET

Integer

iy

Integer

iy

ERNLREISE , FIATHREISEL

R
PhysicalConnectionSet

TotalCount
PageNumber

PageSize

xR
RIS

InvalidRegionld.Not
Found

InvalidFilterKey.Valu
eNotSupported

s

PhysicalConnectionSetTyp

ERERIITD ; 5
ERT , BUANL ; BUESE
Bl IEEHE
PageNumberXF=Lhx
ZERNEATD , MR
E&E—RHNRE.

EIRERAID AN,
BYEsEEA(1,100] , B
IAA910

1)

YIET LR

PhysicalConnectionSetType/BRAY

¢ )

Integer SERRANER

Integer SCf5I5ZRATTTRS

Integer WA ENEITE
R Http A7 BY
The Regionld e .
provided does not 404 JETEA Regionld A4

exist in our records.

Specified filter key is
not supported: 404
Filter.X.key

ESIRT LR

fa

IEBUNEELEMT

- SbFRejectedAZMEBUZ BEHNInitialiAZ
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- Spec , RedundantPhysicalConnectionld R 731F Initial/RejectediREIER
- fECanceled , Allocating , AllocationFailed , Terminated{AEAFIFHESUE B

RS

=R ESid)

Action String
Regionld String
ZhysmaIConnectlonI String
LineOperator String
bandwidth String
PeerLocation String
PortType String

E S,
BB

=
=

=
=

=
=

iy

iy

iy

iy
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RE(EK
&ld

[BHRIEE

R \YIRA A
=, AI%E

- CT - REEE
- CU - FhEESE
- CM - SRE#3]
- CO - FREHEf
- Equinix -

Equinix

- Other - &4p

Hith

YR EIENEOHEE
, BfZMbps , AJIEE

: [2-102

40]

CEXSIm AT YR &
(

HeAE )

YIBE AR NIROISRE

JATIEE ¢

E1-2ME%

O

- 100Base-T -

[Ep(s:c]m!

- 1000Base-T -

FIkEEO

- 1000Base-LX

- TR
A (109K )
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valid.
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(10FK)
- Other - %1
BH
RedundantPhysicalC . - N .
onnectionld String 2 ERTANIMIEE S
- , EEMEOXNNEER
A
CircuitCode String A HFR BT
Name String & MBEEET
Description String B YIEEAHIAMER
AT REBRIEST
. BAEFIREMRIZEH
B, BRIEEARIEK
ClientToken String & EfE— , RAMED
64NMNASCI=EFRF,
BFRSIMR  afER
IERSEE.
R[EISE
ERAHIREISE , FIATHREISE
=]
=12
RS 1) Http K785 BEX

. . The Regionld Sonat ; N

}:nvall(cjiReglonId.Not provided does not 404 EZEE’JReglonIdTﬁ
oun exist in our records.
The o~

. : : . HEERY
InvglldPhysmaIConn PhysmglConnectlonI 404 P?Z)I/EsicaIConnectionI
ectionld.NotFound d provided does not ARTSTE

exist in our records.

- The LineOperator N
mv?flldlr_rl]rcmleOperator. provided was 400 EEEE’JEQEJE:.%'TIE

atror invalid.

. . The PeerLocation
InvalidPeerLocation. . 1EERY
Malformd provided was 400 PeerLocation &%

invalid.

. The PortType Sy TN
Inva:jldPortType.MaIf provided was 400 faEE’JPOftTypeT =
orm invalid. !

. . The specifid NS intionA<
;T;/jrl:geDjsc”ptlonM Description is not 400 ggﬁﬂDescrlpnonT

1



EBEML VPC

API&*

InvalidRedundantPh
ysicalConnectionld.
NotFound

InvalidName.Malfor
med

InvalidStatus

InvalidBandwidth

InvalidRedundantPh
ysicalConnection

InvalidRedundantPh
ysicalConnectionStat
us

InvalidCircuitCode.M
alformed

The specified
RedundantPhysicalC
onnectionId is not
found.

The specified Name
is not valid.

invalid physical
connection status.

invalid physical
connection
banwidth.

redundant physical
connection doesn’ t
belong to current
user.

invalid redundant
physical connection
status.

circuitCode is illegal.

WBTLIRNLELL
ik

IR EAITEER IR AR

404

400

400

400

400

400

400

- QAP B SR EEnabled SRR E 4

- INERATFIEVBR owner@¥EEZownerE2HIVBR , NARIFEIEYIREL ( YEREEZownerdsiR

FERTECRIVBRIER )

- INERATFIEVBR ownerk2¥IEEZownerE SiMBEIRSAETerminatedAZSAIVBR |, MIARFIF

EERNTTRELIDA
7=

IBETHBNAGX

MBTLREAEE

YIREL
BandwidthA&i%

HEERY
RedundantPhysicalC
onnection~EF A
73

IERERY
RedundantPhysicalC
onnectionfAEREi%

fgEHICircuitCodeR

Ak

K1IET L (YEETZownerSCIERIE M A EZRIVBRIIER | FHECHEMAFZEZN
VBREILL , FEARRIFERFMBRERTLAEL )

- RIFFHARF ANTerminatingdRZ , FTAEHFATerminated k7S

RS

R KB
Action String

REYM

=
=
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Regionld String

(I;hysmaIConnectlonI String

AR

InvalidRegionld.Not
Found

InvalidPhysicalConn
ectionld.NotFound

Forbidden.NotAllow
edInState

Forbidden.VbrAttach
ed

s

)%

The Regionld
provided does not
exist in our records.

The

PhysicalConnectionl
d provided does not
exist in our records.

The request does
not allow in this
state.

cannot terminate
physical connection
when virtual border
routers are still
attached.

FEYEEZ

Him

el

Http K75

404

404

400

400

- AAEFEMFIEEConfirmed IKSHI IR E 4
- FHEBE#HNEnabledik7Zs

IBKEH
i

Action

e

String

=
=
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IEERIEE S
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IEEREBEEAARLT
1IFE ( Enabled ) A7
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ection
Regionld String 2 FiriEithiag
zhysicaIConnectionI String 2 YITBELID
RTRESRAIEST
. AEFImERMIZESE
ClientToken String B B, B{RIEEARIEK

[EE— , SAMES
64 MASCIIFAT,

=]

RS )2 Http K783 BY
The Regionld

. . (= \ i [~
IFr:)er!IddReglonId.NOt provided does not 404 ;;IEE’JReglonIdZ'ﬁ
exist in our records.
The ISR
InvalidPhysicalConn PhysicalConnectionl a ; - .
; X 404 ( PhysicalConnectio
ectionld.NotFound d provided does not nld ) RIFTE
exist in our records. ¥
. The request does e .
Forbidden.NotAllow not allow in this 400 IEENYEE4ART

edInState ConfirmedIR%ZS,

state.

MR T2
R

HRIIEE &
- R iFmibs2ai4b1ERejected , Canceled , AllocationFailed , TerminatedRZSHIMIIRE £

RS

&R gt REVR fEk

bk
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RENMESH , BiE

Action String = : DeletePhysicalConn
ection
: : PRfEsthis ( EIESLAIRY
Regionld String = Region ID )
zhysicaIConnectionI String 2 YITBELEID
R[EISE
ERAHIREISE , I THREISE
=]
EIRA
RS A Http $R7565 ‘X
. . The Regionld —— - -
}:r(\)vlil]lgReglonId.Not provided does not 404 EIEE’JReglonIdZ'ﬁ
exist in our records.
The e .
InvalidPhysicalConn PhysicalConnectionl 404 ;(Eﬁmagsﬁ%ﬁiéfnectio
ectionld.NotFound d provided does not nld )qu_E
exist in our records. ¥
?Ez”%ﬂ’ﬂ%ﬁ?ﬁiﬁ%?
. The request does )il
Zgislsil;l;n.NotAllow not allow in this 400 ( Rejected , Cancele
state. d , AllocationFailed
, Terminated ) X%
physical connection 7 . .
: . ; . 2B MIBEAE
Forbidden.VBREXxists g)z\i’:tir s vbr still 400 SEFEEOERAGVER
: . vbr owner’ s vbr ZYEEE MIEAE
Forbidden.VBREXxists still exists, 400 HEPBIERESVER

NATRIKFEREZC

BIENATRIZX
s
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TEFEERIVPCHEENATRIRK,

—LbiAe -

1. BRI ENatXS "BESNATRIX"

(EF—BECSFZSNATRIX ) FEVPCHhHTF | GNSRXHE

R, SFFERENITERTH | (XMEESERRIT RSN )

2. NatRgXBlzZhd , BmFHPSHI—5 "0.0.0.0->NatGateway_id" FIRZEEE . NIRIEEEH
NATRIK A ML ZRSE S R LA SRR A BINATRIKR L,

3. HEMEPELEFE—S "0.0.0.0/0->FEAECS" HIEENESHAT , NatGateway BlIFEEH ;

KT AMESHIMEa5EA

NATRIX EERSIES. AESBNATRIKRISNATIORERIMRESEL , (BHA
EREZEMAZEIDNATIIREM AT EARISNATINEE |

NATREIIFESSNATHEE S BRI ¢

AE

Small
Middle

Small

RS

B

Action

Regionld

Vpcld

Spec

BandwidthPackage.

n.IpCount

BandwidthPackage.
n.Bandwidth

BandwidthPackage.

n.Zone

BB
15
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2055

Sl

String

String

String

String
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Integer

String

SRFEERY
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Hm

Hm
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iy
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=
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=
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REMESE , BE
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BIEEAINatGateWay Ffr
Ryt
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IPNEY (nERK94 )
BYEserE : 1-50

BN HREATTEE
(NERAI94)
EUESEHE : 5-5000

ENNEREANTHIA B
X (n&KH4)
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Name

Description

ClientToken

BEIZH

2R

NatGatewayld

ForwardTablelds
BandwidthPackagelds

fEef

ERAES

InvalidRegionld.Not

Found

NEEZSEHN , RR
Y REANIEER BB T
o, \nEE=EmREL
WIPSEIHECSALTFRE
— M AERAE, >HAE
MEEEY ; BT
HoTAXAT AT LGRS E
JtRERYLatancy &R,

IHINETER , [2,
128] RN EHFFHF
, WIRAR/NFEE
L Efﬂé:éélff—

%mgW%@ﬁﬁﬁﬂ

Ro
MRISBIEEZEE]
. BRIABELHIAY
Instanceld,

ABELA http:// F0O
https:// FFk.

BEXiEA[[2, 256] D
FF LIRS R
rEEflE. AMENAT
, BRIAAZ, ABELA
http:// #1 https:// Frk

RTFRIEERIEST
. HEFIRENIZEE
8, BRIEFEARBKX
[EifE— , HRANMEY 64
N ASCII =55,
BRSIMR

iy

String

iy

String

H

String

ey ik

Strin NatGatewaysLf ID , FHERZER
9 , RBME—, EiasCAIRE—TR

Array iR RZRAIDTIZR
Array —FERIERHERERIIDSIE

R Http A7 BX
Specified value of

“Regionld” is not 404 18%ERY Region A F7E
supported.
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InvalidZoneld.NotFo

Specified value of

und Zoneld is not 404 1EERZoneld A F1E
supported.
. Specified value of
Inn(;/alldecId.NotFou Vpcld is not found in 404 IBERIVPCATFE
our record.
At least 1
MissingParameter.B BandwidthPackage 400 E/DEEFENatGWE
andwidthPackage must be created EIHEEERG
with NatGateway.
MissingParameter.B Missing parameter INthin ) ga st e
andwidthPackage.nI  IpCountin 400 gn %?gi??if{c
pCount Bandwidth n. + NIREP
MissingParameter.B Missing parameter
andwidthPackage.n. Bandwidth in 400 EnNTRESHAT
Bandwidth(nEE44 BandwidthPackage ¥ , Xig=ElpCount
HEAKE) n.(nFRELHEME)
QuotaExceeded.Nat Natgateway count PN Aoy
GatewayCountInON limit in one vpc 400 _,'\\I\/IZEGEEE\?\;J;‘E“
eVpc exceeded. ! y
SR EFE
RouterEntryConflict. Arouteentry ' 0.0.0.0/0" BWBRE
) already exists, which 400 . o
DUp“Cated CIDR is 10 O 0 0/01 M%EE? 1 %/fﬁ-ﬂ]ﬂ
o NatGateway
InvalidParameter.Na The specified Name " -
me.Malformed is not valid. 400 fRERIName A EE
. The specified e .
Invgtharameter.De Description is not 400 EEEEﬁDescrlptlonZ'
scription.Malformed valid ik
InvalidParameter.Sp . .
ec.ValueNotSupport The splg(?ﬂed Specis 400 IBERISpechEiE.
ed not valia.
BandwidthPackage
TooManyBandwidth count limit on one 400 #8137 NatGateway
Packages NatGateway NHE=TRESFE LR
exceeded.

apY
kbl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Vpcld=vpc-
11af8Ip67&Name=MyNatGW&Format=json&TimeStamp=2016-05-
23T03%3A26%3A21Z&BandwidthPackage.1.IpCount=5&Regionld=cn-
shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2014-04-
28&Signature=14KKhWgjJdImTqk4rCifAB3LbLw%3D&action=CreateNatGateway&SignatureNonce=1ebae49c-
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2096-11e6-b781-2cf0ee28adf2&BandwidthPackage.1l.Bandwidth=150&BandwidthPackage.l.Zone=cn-shanghai-

a&Description=My+first+ NAT+Gateway

REH

JSON#E=

{

"BandwidthPackagelds": {
"BandwidthPackageld": [
"bwp-1lodxu2k7"

]

b
"ForwardTablelds": {
"ForwardTableld": [
"ftb-11tcoxgmv"

]

}

}

XMLAEZ,

g ; ~

ERINATRIKFIZR

s

"NatGatewayld": "ngw-112za33e4",
"Requestld": "2315DEB7-5E92-423A-91F7-4C1EC9AD97C3"

EiafEEtRAINatGatewayFlIzR, RO NER , BITHIEERIAN 10 5.

IBREHY
i

Action

Regionld

NatGatewayld

sem

String

String

String

REUMR
=
=
=
E=
=
=

112

fiik
REMESE , BE

: DescribeNatGatewa
ys

IEEEIRH THYb

WigESE, B, RiR
ElfgENatGatewayldfy
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7R,
MMEEZSEN AT
hSo
HEESE, B, Rk
EHEEVPCHEY
Vpcld String = NatGateway.
TMEEZSEN AR
hSo
SLHPRZSFIRAITIG
PageNumber Integer &  ESIREA 1, BOAE
A1
S IEENSENSR
PageSize Integer & 178, RKES0 17, B
A/ 10
A
RIS
BR CSid) )
NatGateways NatGatewaySetType NatGateway%l|Z&
TotalCount Integer FIREKZEH
PageNumber Integer ZHRITIS
PageSize Integer E a2 =]
=]
=12
ERAES g Http K785 BY
. . Specified value of
InvalidRegionld.Not “Regionld” is not 404 18ERY Region NFE
Found
supported.

apY
kbl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Vpcld=vpc-11af8lp67&Format=json&TimeStamp=2016-05-
23T03%3A27%3A14Z&Regionld=cn-shanghai&AccessKeyld=jZgiOoyrQ6ihgKp9&SignatureMethod=HMAC-
SHA1&Version=2016-04-
28&Signature=JvXErso9g0fZdRTgBtNLepe%2Fle4%3D&action=DescribeNatGateways&SignatureNonce=3el424eb
-2096-11e6-bc31-2cf0ee28adf2
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RERA

JSON#E=

{
"NatGateways": {

"NatGateway": [

{

"BandwidthPackagelds": {
"BandwidthPackageld": [
"bwp-1lodxu2k7"

]

B

"BusinessStatus": "Normal",
"CreationTime": "2016-05-23T03:26:23Z",
"Description”: "My first NAT Gateway",
"ForwardTablelds": {

"ForwardTableld": [

"ftb-11tcoxgmv"

]
}

InstanceChargeType": "PostPaid",
"Name": "MyNatGW",
"NatGatewayld": "ngw-112za33e4",
"Regionld": "cn-shanghai”,

"Spec": "Small",

"Status": "Available",

"Vpcld": "vpc-11af8lp67"

}

]

b

"PageNumber": 1,

"PageSize": 10,

"Requestld": "FE4C442C-9778-449A-BF7F-7F36C3AF5611",
"TotalCount": 1

}

XMLABZ,

EHRE ;

{EBINATRIZAAS
R

IEBINATRIKEIRE.
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XS ER RO -
NATRIX SRR BHER SNENE | TIESLES GRS

FE—MIZREERN , TIENATRXAIIE RET SR |, HLIZERRNEETNES IS T
B

RS

BR CSid) BEBUM ik
REMESE , BB
Action String = : ModifyNatGatewayS
pec
. . ClIEAYINatGateWay Fir
=
Regionld String = EE b,
NatGatewayld String = %{%E&%W%EQNATM%

Small|Middle|Large
TMEERE  BOAR
Small ;
BAEHIMERERA | W
XA

BFRIEERNEEST
. BEFIREMZSE
B, ERIEEARBK
[EiE— , &RANME 64
N ASCIl =7, Bifks
ISR

Spec String

iy

ClientToken String

iy

pISIET

B Sl A
NatGatewaysLffl ID , HRGFER

NatGatewayld string R, BB —iTR
ForwardTablelds Array i ARNIDYIZE
BandwidthPackagelds Array —EeIEEEEIDSIER

=1

AR )% Http A5 BY
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InvalidRegionld.Not
Found

InvalidParameter.Sp
ec.ValueNotSupport
ed

InvalidNatGatewayld
.NotFound

The specified
Regionld is not
found in our record.

The specified Spec is
not valid.

Specified value of
NatGatewayld is not

found in our record.
]

BRGl

U AN]

JSON#&=(

TODO

XMLAEZ,

g ; ~

{EBINATRISANAS
i

1EEINATRZAIName, Description,

ITREH

BIR e
Action String

BB

404

400

404

=
=

116
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IEEMISpec AR EiE,

HEERY
NatGatewayldA~7F7E

R

REMESH , BE

: ModifyNatGateway
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Attribute
g N Ay
Regionld String = ﬂ@%ﬁ’JNATM%MFEE
NatGatewayld String 2 EEHINATRIKHIID
SERIBBTRER , [2,
128] ZEHLFHF
. IRARINFEEH
HL | AT
r "‘" I "_" ﬂ "_
Name String 7 LB B
L
Ro
MRRBIEEZEH
. BMELHIRY
Instanceld
AgeLAhttp:// 0
https:// Frsk
EE A2, 256] 4
FF , LOEASER
Description String S fEEdlEe. NMEUAE
. BIAZ, AEELA
http:// #0 https:// Fk
A}
R[EISH
ERNHSH
A= |
EIR
SRS % Hitp A6 ‘Y
. . The specified " : -
}:r;vljariléjReglonId.Not Regionld is not 404 ;;IEE’JREQIOH Id Rz
found in our record.
InvalidNatGatewayld Egig;iti c\j,v\;?lllléeifi ot 404 1EERY
NotFound found in our record. NatGatewayldFf77
InvalidParameter.Na The specified Name —— o
me.Malformed is not valid. 400 fREAINameREiX
. The specified o~ o
InvalidParameter.De T 1exERYDescriptionA~
scription.Malformed Description is not 400 Bk

valid.

By
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iRl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Description=modified +description&Format=json&TimeStamp=20

16-07-19T17%3A16%3A34Z&Regionld=cn-shanghai&NatGatewayld =ngw-

7mwb327j1&AccessKeyld=jZgiOoyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=YmhpTIu6piZKY3nMMJp%2BEffuxDw%3D&Action=ModifyNatGatewayAttribute&SignatureNonce=

8b4e670a-4dd4-11e6-976b-2cf0ee28adf2
REAI

JSON#&=L

{
"Requestld": "AB5F62CF-2B60-4458-A756-42CO9DFE108D1"

}

XMLAE,

g ; ~

IPRNATRISS
it

p&NatGateway,
SNEEMERAINAT Gateway a0 MoRMIES , MIGWHIBRSER ; Somirgtsss

RS

B il EERYM
Action String =
Regionld String =
NatGatewayld Integer =

118
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RAENESE , BE
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R

RS )% Http A& 34

Specified region is
not found during

Invalid.Regionld access 404 157E[Y Region AFE
authentication.
The input parameter
"NatGatewayld”
MissingParameter.N that is mandatory e
atGatewayld for processing this 400 AigENatGatewayld
request is not
supplied.
There are
DependencyViolatio BandwidthPackages NatGateway LBk
n.BandwidthPackage on specified 400 fIpRAY
s NatGateway not BandwidthPackage
deleted.

pY
=GNl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-05-
23T06%3A42%3A44Z&Regionld=cn-shanghai&NatGatewayld=ngw-
112za33e4&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=tYpwSEabziAM8WdVxVNKkNCHhSI%3D&action=DeleteNatGateway&SignatureNonce=8e471ddc-
20b1-11e6-9899-2cf0ee28adf2

AN
XML ;

JSON#E=

{
"Requestld": "4EC47282-1B74-4534-BDOE-403F3EE64CAF"

}
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fEHFEHRE

NATRIK ERIAMIPFIHAZHE | SEPRAHERRE. — M HEHRENSR B8 UTHR

1. —HEHE

2. —E6\R IP

et
H

— M HETEETRATRIPHEXH

fig

TEISERINAT Gateway OIS HEEE,
—NATRX £ |, &Ea U ERFENMMEGREE.

BRSHME :

NATHAXSHERREEAMEEISNENE | DELES-NEEE |
-
IBREH
&R i) EBNR A
REHESH , BE
Action String = : CreateBandwidthPa
ckage
. . CIZEAINAT Gateway Fir
=
Regionld String = TR b
. o FEBBNNAT Gateway b
NatGatewayld String = Bl e
. BRI ARIPAN
IpCount Integer EMEE— AY/ESBE © 1-50
Bandwidth Integer E=MEE— @g%mﬁﬁoo
oo U FRIA AKX
NMEEZSHE , B4R
FEhEHIERER BT
/\EE
Zone String = HEFES LIPS

IR ECSALLFE— eI A
X8 , FAZWEER
t; BERUFHTHAX
RFETLASRIS B9t ERY
Latancyz=3L.
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LHINBTETR , [2,

128] MBI FHF
WIRLARNF B

ML REEHT

121

I ”'" I "_" ﬁ "_
Name String B ;&1§J%%’”\z:mj-¥‘ =l
ﬁﬂ%/RﬁTEEM #
, BUABESEAIRY
Instanceld
AEELA http:// F0
https:// Frk.
Efﬁﬁiﬁﬁg} 256] 1
FHF , LOEASER
Description String & EEHlE. NMEAE
 BUARZ, AEELA
http:// 0 https:// FFL
A}
R[EISE
BR ESid) ik
BandwidthPackageld String HEHEHmENID
A
iR
HIRUB % Http A& BY
. . The specified G i <
Lr;v;IngReglonId.Not Regionld is not 404 ;;xEE’JReglon Id &7
found in our record.
. Specified value of
invalidZoneldNotFo - Zoneld is not 404 ferEiZoneld R AF1E
supported.
. Specified value of S
IalvathatGatewayId NatGatewayld is not 404 TEERY
.NotFound found in our record. NatGatewayldA~fF7E
MissingParameter.Ip Missing parameter -
Count IpCount. 400 AiEElpCount
Bandwidth(nEELS
MissingParameter. Eli%1ﬁ1eﬁt)ell>ﬂlsslng 400 kfgEBandwidth
Bandwidth.
BandwidthPackage
dQvl;icg,?hE;acgf:egéiaunn count limit on one 400 #8147 NatGateway
tOnNatGatevf/Ja NatGateway NHEHREFELR
y exceeded.
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InvalidParameter.Na The specified Name . P
me.Malformed is not valid. 400 fREAINameREIX

. The specified ~ o
InvalidParameter.De . fEERYDescriptionA~
scription.Malformed Description is not 400 P

valid.
]
BTG

https://vpc.aliyuncs.com/?SignatureVersion=1.0&NatGatewayld=ngw-
7mwb327j1&Format=json&TimeStamp=2016-07-19T17%3A08%3A27Z&Regionld=cn-
shanghai&Bandwidth=58&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=DIqV3jVRDoISfSPsjgYtEcHKLyM%3D&Action=CreateBandwidthPackage&SignatureNonce=690270e
8-4dd3-11e6-93ce-2cf0ee28adf2&Zoneld=cn-shanghai-a&IpCount=1

\ —
BB
JSON#&;
{
"BandwidthPackageld": "bwp-s6lmotmkk",

"Requestld": "54ED4074-3F89-4F11-B166-837DD3E20FE3"
}

XMLAEZ,

BiRHEHREESER
ik

EiSEibiBandwidthPackageBlse, IHEOSISATE , SRAMBRIAK 10 &,
=k
BRESH

BFR kA RELM 1t

5%
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REMESE  BiE

Action String = : DescribeBandwidth
Packages
Regionld String = IEEEIARYtE
HIEESE, B, Rk
BandwidthPackagel Strin = BHEE
d 9 = BandwidthPackagefd
&
NMEEZSHN AR
WigESE, B, Rk
NatGatewayld String B [E{8ENatGateway Y
BandwidthPackage
NMEEZSHW AR
SLHPRZSHIRAITIG
PageNumber Integer S ,BREA L, BAME
H1
S IERRENET
PageSize Integer B 78, &XES0 1T, B
A7 10
A}
R[EIS#
2R Sl fEd
BandwidthPackages SandW|dthPackageSetTyp BandwidthPackage%Z&
TotalCount Integer FIFRSEFZBEE
PageNumber Integer ZHRITIS
PageSize Integer E a2 =]
=]
I
R A Http A7 :53%
. . Specified value of
InvalidRegionld.Not “Regionld” is not 404 1EXERY Region AN F1E
Found
supported.

pY
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iRl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-05-
23T03%3A33%3A30Z&Regionld=cn-shanghai&NatGatewayld=ngw-
112za33e4&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=KNOC2QA4TUZtfECBNn1c2I0dBzrb8%3D&action=DescribeBandwidthPackages&SignatureNonce=1e89
41lae-2097-11e6-acbb-2cf0ee28adf2

R BBl

JSON#&=L

{
"BandwidthPackages": {
"BandwidthPackage": [

{

"Bandwidth": "150",
"BandwidthPackageld": "bwp-1lodxu2k7",
"BusinessStatus”: "Normal”,
"CreationTime": "2016-05-23T03:26:24Z",
"Description™: "",

"InstanceChargeType": "PostPaid",
"InternetChargeType": "PayByBandwidth",
"IpCount™: "5",

"Name": "",

"NatGatewayld": "ngw-112za33e4",
"PublicIpAddresses": {

"PublicIpAddresse": [

{

"AllocationId": "nateip-1liopy3sl”,
"IpAddress": "139.224.22.107"

L

{

"AllocationId": "nateip-11pt1fph”,
"IpAddress": "139.224.22.55"

b

{

"AllocationId": "nateip-111ul670c",
"IpAddress": "139.224.22.79"

7

{

"AllocationId": "nateip-110gfjj85",
"IpAddress": "139.224.22.59"

2

{

"AllocationId": "nateip-11s2jempe”,
"IpAddress": "139.224.22.99"

}
]
}

Regionld": "cn-shanghai”,
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"Status": "Available",

"Zoneld": "cn-shanghai-a"

}

]

B

"PageNumber": 1,

"PageSize": 10,

"Requestld": "14406B86-7CA1-4907-9755-86096F476A4F",
"TotalCount": 1

}

XMLAEZ,

g ;

BR ==z BERYM fk
RERESH , BE
Action String = : ModifyBandwidthPa
ckageSpec
Regionld String 2 HEHE AT
, ZZaY
gandmdthPackageI String = BandwidthPackage
Id

BEATEEE ( NRYEY
{EEHU/\Hij]- )
BYESEHE : 5-5000

BFRIEERINESEM

B2 FinaE %S5
fE . B{RIEEAREX
[EME— , f‘iﬁzzﬁﬁ 64
/N ASCII =75,
Eﬁ-‘"‘* Bz

Bandwidth String

Hm

ClientToken String

iy
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=]
=15
RS
InvalidRegionld.Not

Found

InvalidBandwidthPac
kageld.NotFound

InvalidBandwidth.Val
ueNotSupported

B
iGN

https://vpc.aliyuncs.com/?SignatureVersion=1.0&BandwidthPackageld=bwp-
1lodxu2k7&Format=json&TimeStamp=2016-05-23T04%3A03%3A08Z&Regionld=cn-

)%

Specified value of
“Regionld” is not
supported.

Specified value of
BandwidthPackageld
is not found in our
record.

The specified value
of Bandwidth not
supported.

Http A7

404

404

400

34

18R Region FMFTE

TEER
BandwidthPackage
THFHE

LEEG=ElS7S

shanghai&Bandwidth=200&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=tozPphaDTYvhOI%2Bw%2FJjw7WaPn70%3D&action=ModifyBandwidthPackageSpec&SignatureNon
ce=42429561-209b-11e6-b869-2cf0ee28adf2

BERA

JSON#E=

{

"Requestld": "079874CD-AEC1-43E6-AC03-ADD96B6E4907"

}

XMLAEL

B ;
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&
ik

e HE=H=EIName, Description

RS

5

ORIt

R e REYM ik
REMESH , BE
Action String = : ModifyBandwidthPa

ckageAttribute
BRI EFHEE AR

Regionld String = 7EibiE,
SandmdthPackageI String = BisyE R ALID
SLHIRIETETR | [2,
128] EX AT
. WIRLAKR/NF BB
SHEL , TRAKT
"l ”‘" 1 "_" ﬁ ”_
Name String & LR B
PAN
Ho
MREIREZSH
. BROANMBEISEAIRY
Instanceld
AEeLAhttp:// 0
https:// 7k
BEXHR[2, 256] 1
FHRF , LOARER
Description String & Hi=Hle. NMEUAE
 BUAAZ. AEELA
http:// #0 https:// Fk
A
R[EIS24
ESVNRS S
A
HRA
iR iR Http A& ‘X
InvalidRegionld.Not The specified 404 ExERIRegion Id 777
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Regionld is not
Found found in our record. =

Specified value of semng
InvalidBandwidthPac BandwidthPackageld SAERT
K : . 404 BandwidthPackageld

ageld.NotFound is not found in our RIFTE

record. ¥
InvalidParameter.Na The specified Name . -
me.Malformed is not valid. 400 fEEAINameREIX

. The specified . I

InvalidParameter.De . fEERYDescriptionA~
scription.Malformed Description is not 400 Bk

valid.
]
BB

https://vpc.aliyuncs.com/?SignatureVersion=1.0&BandwidthPackageld=bwp-
s6lmotmkk&Name=modified&Format=json&TimeStamp=2016-07-19T17%3A11%3A39Z&Regionld=cn-
shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&sSignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=fR3h0PELe%2Fxy%2Fgu6BJZyzWasnfc%3D&Action=ModifyBandwidthPackageAttribute&SignatureN
once=db570d0a-4dd3-11e6-b591-2cf0ee28adf2

IR [E)76Y

JSON#&=(

{
"Requestld": "DFDDD35D-3F29-4E15-AA28-53F5341F9599"

}

XMLAEZ,

o ; ~
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EfEENHETREEHEINAMIP

RS

=R eIt BBV ik
REMESE , BlE
Action String = : AddBandwidthPacka
gelps
Regionld String = HEHEE AT
: BIEHY
(I?;andmdthPackageI String = BandwidthPackagefty
Id
IpCount String 2 IEBUERIIPANER
AT RIEERIESFT
RS
ClientToken String = {E , B{RIEEARREEK

EfE— , RANMET 64
N ASCI =55, Bixs

DOpfsR.
A
R[EIZE
ERNHRESY , FUATHRESEH
A= |
tEIRS
et )% Http RS 34
. . Specified value of
}:r:)vljarl:(cijeglonId.Not “Regionld” is not 404 EERY Region 177
supported.
Specified value of semng
InvalidBandwidthPac BandmdtthckageId 404 BandwidthPackage
kageld.NotFound is not found in our T
record. &
. The specified value
InvalidIpCount.Value of IpCount not 200 IPANYEE:

NotSupported supported.

B

=il
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https://vpc.aliyuncs.com/?SignatureVersion=1.0&BandwidthPackageld=bwp-
11lodxu2k7&Format=json&TimeStamp=2016-05-23T03%3A58%3A18Z&Regionld=cn-
shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=pSjC98nbDGgMI1tdjcXARIFW6t0%3D&action=AddBandwidthPackagelps&SignatureNonce=955c7d
70-209a-11e6-907e-2cfO0ee28adf2&IpCount=6

R[E7l
JSONi&st

{
"Requestld": "ECOB5C51-7F40-44D6-A642-1DE764B547EC"

}

XMLAEZ,

=g ;

i
ik

EIRIPEY | IEEEXMRAIIPHIR ;

1. AoEFRrBIPEREIR ; iIRIERPAIPTIRERE TIEMRAEIP , Wik ;| (REERERRBERAE
% FTRIPERIRBEREMIRTA )

2. NRHM T AMETERLFRIP , Wikss | (REERERXBRAGIE | IBIPERRBREMIFTH
)

3. ANREIM T EANIPHESNAT, PortmapMNI5 IFBRIER , NS | ( RIBEERERNXERAEGE , A
BIPERRBREMIRFTA )

RS

o
I

ST /N

R e RBYM ik
REMESH , BE
Action String = : RemoveBandwidthP
ackagelps
Regionld String 2 HEHHEEAERIbE

BandwidthPackagel String CEAESIER|

Him
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[Ips

BandwidthPackage.

131

d BandwidthPackagefy
Id
EERRRAIPHENEAT
RemovedIpAddress Arra - Allocationld ( IEEIPAY
es.n y = AllocationIdiA~ZIPit:
k)
N IFFEEHES
 BRAN20 ;
HIEE F R MGFE
BIP |, MIZASIRIPRAT
HEEM , FTIPERS
BHEmeE ;
HiEE 7 ARIm R
FRIRTEIP , MAR
MBRAT ARE—A
SIS AN
PIRBIPHIIER
Fﬁ?ﬁiﬁ%ﬁ?ﬁ’:’]ﬁ%ﬁ
. AEFIRERMIZEE
: . B, ERIEEARIBK
@
ClientToken String A B —  EAE 64
N ASCILZFF, BifE
TOBSR.
A}
R[EISH
ERNLRESE , FUATHRESE
=]
EIRA
SRS % Htp A3 ‘Y
. . Specified value of
}:r;vt?rl]lgReglonId.Not “Regionld” is not 404 18ERY Region NFE
supported.
Specified value of semng
InvalidBandwidthPac BandwidthPackageld 404 BilxrfdwidthPacka o
kageld.NotFound is not found in our RIFTE 9
record. &
Some of the
specified value of oo -
InvalidRemovedIpAd RemovedIpAddress 400 ?Egii%ﬁ&ﬁi
dresses.NotFound not found in ét RAERIZR SR
specified °
BandwidthPackage
. It' s forbidden that ok vl e
Forbidden.RemoveAl remove all IPs in 400 2 FRBR—IR MBS

BEEPRIFFEIP
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It' s forbidden

Forbidden.SomelpRe Egﬁ?::g;?ﬁif dare IECEMRRNIPH , B
7o I
ferredByForwardEntr RemovedipAddresse 400 IP#um 3% A NS | FB
y s referred by °
ForwardEntry.

apY
BRI

https://vpc.aliyuncs.com/?RemovedIpAddresses.2=nateip-
11s2jempe&sSignatureVersion=1.0&BandwidthPackageld=bwp-11lodxu2k7&Format=json&TimeStamp=2016-05-
23T04%3A01%3A34Z&Regionld=cn-shanghai&RemovedIpAddresses.1=nateip-
1110a21488&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=14NbMQD5X1xkLrgBZm34Aj4uwil%3D&action=RemoveBandwidthPackagelps&SignatureNonce=0a
34f3f3-209b-11e6-b183-2cf0ee28adf2

R[5
XMLt

i

JSON#E=

{
"Requestld": "7D275A59-1EB0-4775-8A20-2A47055EAC5C”

}

ISHERE

A {

flpR-
7%

HE&NatGateway, WRHEEFHIPHEportmap NS I , NIAHBRI,

RS

&R gt REVR 1)

bk
P
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REMESH , BE

Action String = : DeleteBandwidthPa
ckage

Regionld String = eI

BandwidthPackagel EMIPRRY

d Integer = BandwidthPackageld

=12

RS 115 Http 755 BY

Specified region is
not found during
access
authentication.

Invalid.Regionld 404 1EXERY Region ANFE

The input parameter

“BandwidthPackag
eld” thatis
mandatory for
processing this
request is not
supplied.

MissingParameter.B

KigE
andwidthPackageld 400

BandwidthPackageld

It' s forbidden

because there are
Forbidden.SomelpRe ~ some Publiclp in EEEMRIEERE S
ferredByForwardEntr specified 400 BIPH RO &N
y BandwidthPackage R,

referred by

ForwardEntry.

apY
kbl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&BandwidthPackageld=bwp-
11lodxu2k7&Format=json&TimeStamp=2016-05-23T06%3A40%3A32Z&Regionld=cn-
shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=y%2B5U28PQJI4NuVNFaOEEBNR5TWw%3D&action=DeleteBandwidthPackage&SignatureNonce=3f
06e585-20b1-11e6-81df-2cf0ee28adf2
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IR [E]7A)
XMLigst

g

JSON#&=L

{
"Requestld": "7D275A59-1EB0-4775-8A20-2A47055EAC5C"

}

eI 3 AN
R

e AR e A R PN IR e AN,

1. 8—FKimpOEEHMN , B—NhIcHER
: [Externallp , ExternalPort , Protocal , Internallp , InternalPort] ;
2. i AMNAIRIERE : ¥BExternallp : ExternalPort LIKEIFISEIMYASER | Wh&4A
Internallp:InternalPort , FiEREISEERERME] ;
3. B—HKImOEERMUE—MME—ID , AT HTHNIESEE MNUIER ;
4. ExternallpAEXAI£95R -
i. WEiZNatGateway FRIEN TS HAIARIP,
ii. IO AU LASEMY , BRrget R TCPAIUDPRIFHINY , theJLUSEIANY
iii. —PMNPABERATAFForwardTablef1SnatTable
5. InternallptExp9295R
i. InternallpFEEFAVPC CIDRSBHE,
ii. IZIPHBUERT AR — MFERIECSFARIPHELE , tBRTLAR— NARERVIPHELE ( eTLASERREM
NIFEBIERECSSIAI ) |, St EMAIARECSHIR S ARYMELL ;
iii. B ZHInternallpti—MECSSEAIER. BiZLiRESBEEIPRY |, InORABEER &
ZIPitit i HaVip/SLB/RDSEFAFECSHIREER , NIAERIIRERAN , IERETZ R A%
IPL;
6. ExternalPort, InternalPortfllpProtocol , W/RER AAnyEE RS A ANy ;
7. REZ3HFA0KIHO AN
- FRNUAORE—MEEESK
i. FrBmO%AMNEEIP, FiwOl , MY =MFEREMNAEEVHNEEARESEN. B, &
FVFEE—NERIP. E—MmO. E—MMYASEREREIZABF.

oo
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ii. TR AR AMNRIBRP , BirmO , Y =N FERAEMRNES A REEAESN
iii. —MExternallpABERRIFERS Eim ORLUIFDAIlim LR
9. BRIRCEAMNEEIRE , BE/9Available [Pending [Modifying ; Ziim%ARPET—FN
NEPRZSLETFPending 8¢ Modifyingld , AASiFxdumOiE A ZRFATHR > 70

RS

2R E=idl RBYM fiEd
. : RS, BE
=
Action String = : CreateForwardEntry
Regionld String = Region ID
ForwardTableld String = ForwardTableld
ﬁﬁugﬁ%mmuq:agﬁ i
: = IP ; ZIPREZim e
Externallp String = %EFTENatGateway. I
HNHE=HEEHRIIP,
; = Rim ; BUESEE
ExternalPort String P - 1~65535[Any
_ IpProtocolZ&R! |, TJi%
IpProtocol String = TCP|UDP|Any
i = i RFN PRI B R
Internallp String = 1P 2 AFARIIPHELL,
. BirmO ; BESEEA
=
InternalPort String = 1~65535]Any.
A}
R[EISH
BR KE ik
ForwardEntryld String AEEnlicktkZF=RBID
A
iR
RS iR Http A7 BY
InvalidRegionId.Not The specified 18ERIRegion IDATE
Found 9 : RegionId is not 404 E 9
found in our record.
InvalidForwardTablel Specified forward o .
d.NotFound table does not exist. 404 IR AR AGTE
InvalidExternallp.Not Specified Source Ip 404 FEERTRIPHELETE
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Found

QuotaExceeded.For
wardEntry

IncorretForwardEntr
yStatus

InvalidProtocal.Valu
eNotSupportedc

InvalidInternallp.Mal
formed

InvalidExternallp.Mal
formed

InvalidExternalPort.
Malformed

InvalidIinternalPort.
Malformed

Forbidden.PortsAndI
pProtocol

ForwardEntry.Duplic
ated.Source

ForwardEntry.Duplic
ated.Destination

Forbidden.Destnatio
nIpOutOfVpcCIDR

Forbidden.Externallp
.UsedInSnatTable

address does not
found on the
VRouter

Forward entry quota
exceeded in this
route table.

Some Forward entry
status blocked this
operation.

The specified
IpProtocol does not
exist or IpProtocol
and ExternalPort or
InternalPort do not
match.

The specified
Internallp is not a
valid IP address.

The specified
Externallp is not a
valid IP address.

The specified
ExternalPort is not a
valid port.

The specified
InternalPort is not a
valid port.

ExternalPort/Internal
Port/IpProtocol
must be all Any or
all not Any.

The specified
<Externallp,
IpProtocol,
ExternalPort> is
duplicated

The specified
<Internallp,
InternalPort> is
duplicated

The specified
Destination Ip is Out
of VPC CIDR

The specified
Externallp is already
used in SnatTable

136

400

400

400

400

400

400

400

400

400

400

400

400

NatGatway i&H#

2l

E— ML RRFEREE
i 40%

E— VPC TENE

BRRPHUE—NIERSF
BAMESREPAE (i3R00
&, X, Bk

) FEECEEEASHE

MM

ERIERIPIS

IEEIVRIPHBIEARSE

SRR SR
ERIENEOISTA

ExternalPort/Internal
Port/IpProtocol/i
BT AAnyEE RBRTA
J9Any

SEZEFENFER
fE<FIP, FiRCS, i
Y >A9HER

SRFZEFENFER
£ <B#rIP, BirimO
S > RO

I5E BRYIPHENEARTER
VPC CIDR

1EERIExternallpE4&
FFSnatTable
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|
Rl

https://vpc.aliyuncs.com/?Externallp=139.224.22.107&SignatureVersion=1.0&Format=json&TimeStamp=2016-05-

23T03%3A53%3A18Z&Regionld=cn-

shanghai&ExternalPort=Any&Internallp=192.168.1.1&Signature=iR4GSzhJQtowMJOj%2FRth3ABP4FA%3D&Access

Keyld=jZgiOoyrQ6ihgKp9&ForwardTableld =ftb-11tcbxgmv&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&IpProtocol=Any&action=CreateForwardEntry&SignatureNonce=e2ceaell-2099-11e6-b548-

2cf0ee28adf2&InternalPort=Any
\ —
BBl

XMLigz{

g ;

JSON#EZ

{

"ForwardEntryld": "fwd-119smw5tk",

"Requestld": "A4AEE536-A97A-40EB-9EBE-53A6948A6928"
}

Hiffin ARGz
i

BiREERATNEBEAR.

IEOSFDRER |, SRAEERIAN 10 &,

RS

BR == BB
Action String =
Regionld String =

137

i)
EFESE , BB

: DescribeForwardTab
leEntries
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ForwardTableld

PageNumber

PageSize

BEIZH

B
ForwardTableEntries

TotalCount
PageNumber
PageSize

iR
R

InvalidRegionld.Not
Found

InvalidVRouterld.No
tFound

InvalidForwardTable.
NotFound

MissingParameter.V
RouterldOrFowardTa
bleld

B
TR

String 2 FEEHRNRO%ARID
ForwardEntry%I|ZRAIR
Integer B 15, ®aEH 1, BOA
BEr1
S REIZENSR
Integer S 178, &A(E 50 ; BUA
7910
Sl ik
ZorwardTabIeEntrySetTyp R RENtryBIE
Integer FIREZKBE
Integer ZRITIS
Integer =L pa =2 % 3=

1)

The specified
Regionld is not
found in our record.

Specified VRouter is
not found during
access
authentication.

Specified
ForwardTable is not
found during access
authentication.

One of VRouterld
and FowardTableld
must be specified.

Http A7 EY

404 EIFEE’SIREQion IDARTZ

404 RAMEESIY 28, A
Z|VRouterID

404 EREM , HAE]
VRouterID
VRouterld#[]

400 ForwardTableld#7m

S
EDEE—

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-05-
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23T04%3A10%3A16Z&Regionld=cn-shanghai&AccessKeyld=jZgiOoyrQ6ihgKp9&ForwardTableld =ftb-
11tcbxgmv&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=90eTVIgyBTn8uNF81Za0%2By3q8q0%3D&action=DescribeForwardTableEntries&SignatureNonce=
41541235-209¢c-11e6-b0d5-2cfO0ee28adf2

IR [E]7~5)
XMLt

i

JSON#E=

{
"ForwardTableEntries": {
"ForwardTableEntry": [

{

"Externallp": "139.224.22.107",
"ExternalPort": "any",
"ForwardEntryld": "fwd-119smw5tk",
"ForwardTableld": "ftb-11tcbxgmv",
"Internallp”: "192.168.1.1",
"InternalPort": "any",

"IpProtocol”: "any",

"Status": "Available"

b

{

"Externallp": "139.224.22.79",
"ExternalPort": "443",
"ForwardEntryld": "fwd-11cdhpjlk",
"ForwardTableld": "ftb-11tc6xgmv",
"Internallp": "192.168.1.4",
"InternalPort": "443",

"IpProtocol": "tcp",

"Status": "Available"

b

{
"Externallp": "139.224.22.55",

"ExternalPort": "any",
"ForwardEntryld": "fwd-11dz3ly9l",
"ForwardTableld": "ftb-11tcxgmv",
"Internallp": "192.168.1.2",
"InternalPort": "any",

"IpProtocol": "any",

"Status": "Available"

B

{
"Externallp": "139.224.22.59",

"ExternalPort": "22",
"ForwardEntryld": "fwd-11iv34uj7",
"ForwardTableld": "ftb-11tcbxgmv",
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"Internallp™: "192.168.1.5",
"InternalPort": "22",

"IpProtocol": "tcp”,

"Status": "Available"

b

{

"Externallp": "139.224.22.79",
"ExternalPort": "80",
"ForwardEntryld": "fwd-11r23r7p5",
"ForwardTableld": "ftb-11tc6xgmv",
"Internallp™: "192.168.1.3",
"InternalPort": "80",

"IpProtocol”: "tcp”,

"Status": "Available”

}

]

b
"PageNumber": 1,
"PageSize": 10,

"Requestld": "A6C4A8B1-7561-4509-949C-20DEB40D71E6",

"TotalCount": 5
}

(EBuROEE RN
ik

MR —FISEAR O AN TE -

- MmO AN S EMERIFEZI5R |, ECreateForwardEntry,
- B&ROEEINEEIRE , BYENAvailable [Pending |Modifying ; 2isO%AFRHEE—EN

AP TFPending 8¢ ModifyingBy , RAeiFRdim R RETHNNER,

RS

2R St

Action String
Regionld String
ForwardTableld String
ForwardEntryld String
Externallp String

BTN

WD FD AD

Hm

iy

140

R

RS, BE
: ModifyForwardEntry

Region ID
ForwardTableld
Forward®&£BID

Im O3 RN PR
IPHEEE R RYIPIHELE |, W47
B MErE
FowardTablefr/Z
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VRouter_EAJEIPAYIELIE

°

IpProtocolZ&R! | AJi%

IpProtocol String B TCP|UDP|Any.
ExternalPort String B BYESeE1~65535,
s 12 A AR SR EE A2 B
Internallp String B RIIPIELE , B—1FARY
IPHEIE,
InternalPort String & BY&ESeE1~65535,
A}
R[EISE
=]
EIRA
ERAES A Http K785 BY
InvalidRegionld.Not The specified 15xERIRegion IDATF
Found 9 ’ Regionld is not 404 T:TI_: 9
found in our record.
InvalidForwardTablel Specified forward . R
d.NotFound table does not exist. 404 SRR AR
. Specified forward G s g .
fjn;(laciﬁlc:)%%a rdEntryl entry ID does not 404 ;E%E:E’J%E*EIDT
: exist ¥
Specified Source Ip
InvalidExternallp.Not ~ address does not 404 IEERYIRIPIBIE
Found found on the VRouter Li&E1KE
VRouter
Forward entry quota N
QuotaExceeded exceeded in this 400 g‘a‘ Agz’ii’*axﬁb
route table. Saniihdes
Some Forward entry 2 YE—MERF
incorretForwardEntr - status blocked this 400 EGMECRIEIRTS ( 0N
y operation. &, HiBRF
) TeERIEHE R SE
The specified
IpProtocol does not
InvalidProtocal.Valu exist or IpProtocol e
eNotSupportedc and ExternalPort or 400 IINAFFE
InternalPort do not
match.
InvalidInternallp.Mal The specified 400 IEERIBRIIPHIIEAS
formed Internallp is not a i
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InvalidExternallp.Mal

valid IP address.

The specified

Externallp is not a 400 IEERRIPHINEAGTE
formed valid IP address.
. The specified
InvalidExternalPort. ExternalPort is not a 400 EENRROSAEE
Malformed :
valid port.
. The specified e s = A
{\r/mlvalldlnternaIPort. InternalPort is not a 400 faxEE’JEE’Juﬁ'ﬁEI?Tm
alformed ; i
valid port.
The specified
. <Externallp, PN PRV
EI;toerzlvardEntry.Du|C>I|c IpProtocol, 400 §E§§:J££271—%M A
ExternalPort> is mS > B
duplicated
: The specified
Forbidden.Internallp e
AndInternalPortDupl <Internallp, 400 ;EZE§2< %Eljlpmj'ht '
e InternalPort> is BrROmOS>ES
duplicated.
ExternalPort/Internal ExternalPort/Internal
Forbidden.PortsAndlI Port/IpProtocol 400 Port/IpProtocol /i
pProtocol must be all Any or B IANYEERRS A
all not Any. 79Any
: The specified e 4=
Forbidden.Externallp Externallp is already 400 tEEMExternallpE4&

.UsedInSnatTable

used in SnatTable

FAFSnatTable

apY
BRI

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-05-
23T04%3A09%3A16Z&Regionld=cn-shanghai&ForwardEntryld=fwd-
11iv34uj7&Internallp=192.168.1.3&AccessKeyld=jZgiOoyrQ6ihgKp9&ForwardTableld =ftb-
11tcexgmv&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=DM6q9yVvEUEPSryxJtyLIN4S2hXE%3D&action=ModifyForwardEntry&SignatureNonce=1daf567d-
209c-11e6-aba8-2cf0ee28adf2

R[5
XMLt

i
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JSON#&=L

{
"Requestld": "24CC85DC-7700-4F09-9624-99E988C7DD03"

}

illizar o Mg ]
ik

MBFFEAM SRR O AN,

1. iR MUSECSHERFRBIIZXR. B, MbRmOEAMUAREILECS , RZEIEESZHR
ECSHY , thAS bR SEMBXRAmOFEAT.

2. BFRImEMEAMNEBSAE | BifEAvailable | Pending | Modifying ; HinZAR+HER—FN
NEPRELLTFPending B Modifyinglt , ARirxdun 3R ZREI TRUNIANRSR ;

RS

2R gt BBV R
REMESE , BlE

. . =
Action String = : DeleteForwardEntry
Regionld String = Region ID
ForwardTableld String = ForwardTableld
ForwardEntryld String = ForwardEntryld

A

R[EISEH

ERNHIRESL , FIAHIRESE
A= |

=15
RS ) Http A& ‘X
InvalidRegionId.Not The specified t5E/IRegion ID A7F
Found 9 ' Regionld is not 404 7:'_: 9

found in our record.
InvalidForwardTablel Specified forward 404 S S TS TE

d.NotFound table does not exist.
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Some Forward entry 2 YE—MEERFR
Ir;i;):lrjitFonNardEntr status blocked this 400 BAEFEMATS (700
y operation. o, B, HikRE
) TeESEE R &E
Some Forward entry 2 YE—DEERSR
incorretForwardEntr  tatus blocked this 400 B4R (0
y operation. o, B, HikRE
) TeESiEE R &E
InvalidForwardEntryl 2E§r§,if1i|§d d?ézvﬁg? 404 EEREE R FBIDA
d.NotFound exist F=E

B
R

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-05-
23T05%3A07%3A14Z&Regionld=cn-shanghai&ForwardEntryld=fwd-
11iv34uj7&AccessKeyld=jZgiOoyrQ6ihgKp9&ForwardTableld =ftb-11tc6xgmv&SignatureMethod=HMAC-
SHAl&Version=2016-04-
28&Signature=dqe76byYB1FVIg8BTUCIRyTVtbY%3D&action=DeleteForwardEntry&SignatureNonce=36754954-
20a4-11e6-aal6-2cf0ee28adf2

IR [E7E)
XML
e

JSON#&={

{
"Requestld": "4EC47282-1B74-4534-BDOE-403F3EE64CAF"

}

A ANSNATHIY
ik
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TEISERINAT Gateway EFRANSNATHERY ;

- BEAMNEBSourceVSwitchIdfISnatIp£BER, ; iRII—FAMNATIERE | 7o¥FZVSwitch FRIECSET

ZSnatlpiff[a} AR ;
- ECSAR{EEFANATRIKAISNATINREL A MANE | FEEAE EBEXARHERT , EXLHREHE
NatGatewayZ ;
- EINER | FNSERFAENATRXES , BalABFRINXSKIEH | ARIAERBEERFE
FIXARERE,

- SNATHIN 3| FBYSourceVSwitchIdfBXAY5A8

- BREMIVSwitchAREiZVPC T

- WMNSREEHFEHaVip , MZELIEZVSwitchId HEIFESNATHIN A ;
- SNATHII SRS natlpAB<Ag5ER

- SnatlpJENAT Gateway ERIENHEEEHAYIP

- BNAT Gateway FRIAKIP , REERFFETImOERES , BEFAESSNATERS
- KTFSNATHRNIRE—ME -

- BVSwitchld REEE—5SNATHIN

- BEF— N MIPHIEZ EZSNATHLA{EASnatlp

ITREH

AR KA REYM R

REMESE , BE
: CreateSnatEntry

Him

Action String

Region ID

BEMNSNATERRIM
AR

FOIFHRNVSwitch ™EY
ECSIBIEINATRI Y
SNATIhHEEF ) B ELK,

{EEFISNATEEHR S ERRY
TRIEHE ; IR AT
NAT Gateway EAJE
eI AKIP,

Hm

Regionld String

SnatTableld String

el

SourceVSwitchld String

Him

el

Snatlp String

I

BFR =3id) R
SnatEntryld String RFHBESNATEEBID

IR

HIRUS )% Http A& BY
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The specified

}:r:)vlf:(cijeglonId.Not Regionld is not 404 ;;IEE’\JRegIOH Id &~
found in our record.
InvalidSnatTableld.N Specified SNAT table -~
otFound does not exist. 404 TRERISNATRAE
Forbidden.SourceVS There is some R ——
witchldIncludeHaVi  HaVips under 400 fjﬁ?ﬂﬁﬁg&mﬂ?&
p specified VSwitch P
Forbidden.SourceVS The specified I8ERTIEVSwitchldE2
witchld Du'plicated SourceCIDRis 400 QET?EM
: duplicated -
. The specified Snatlp G 5 DN
i:\e/?jlldSnatIp.Malfor is not a valid IP 400 f;EEjEEﬁIPtﬂathZ':.
address. !
. Specified Snatlp 1EXERY B RIIPHELETE
Lnr:/jhdSnatIp.NotFo does not found on 404 NAT Gateway &G
the NAT Gateway E
Iﬁ—/l\%%/;cg—ltﬁ 19 "
SNATZRARIE—N
Some SNAT entry Nyl S
IncorretSnatEntrySta status blocked this 400 ?—‘ELI\EEE@%’““
tus operation (AR, 2, )
‘ bR ) | AEEGIEEEA
%H
: The specified Snatlp — M AKIPAERE T
CF)?JVZ'? ddTearE).fEUsedInF already used in 400 ForwardTableX FF
forward table SnatTable

apY
Rl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-07-
19T16%3A46%3A28Z&Regionld=cn-shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SnatTableld =stb-
gz3r3odaw&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Snatlp=139.224.22.40&Signature=2nxkCU%2FIt6rUuT90YG4jcIUccoc%3D&Action=CreateSnatEntry&Signature
Nonce=56f17700-4dd0-11e6-9548-2cf0ee28adf2&SourceVSwitchId=vsw-yrvOwinkw

IR [E]73~5)
XMLt

g ;

JSON#&=.
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{

"Requestld": "69B31D6E-9F34-4A5A-8DBC-230A3918E828",
"SnatEntryld": "snat-kmd6énv8fy"

}

EAISNATE

7%

EERAFPE THISNATE,
IEREH

B

Action

Regionld
SnatTableld

PageNumber

PageSize

pISIET

BR
SnatTableEntries
TotalCount
PageNumber
PageSize

=

EESAEE

CSid) BB
String =
String =
String =
Integer B
Integer B

KE

SnatEntrySetType

Integer

Integer

Integer
% Http K783

SWIZIIES

147

R
AEFESE , BB

: DescribeSnatTableE
ntries
Region ID
EEFRIsnatE

EntryZIZRRITERS | 248
BERL, BAMESL

D UEIRINRENER

178, &RXE S0 17, B
iA\A9 10
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FIRSFZBE

EEIDUE

E N4 = 208 3=

BY



LEMLE VPC API&%

. . The specified S i
InvalidRegionld.Not Regionld is not 404 18xERIRegion IDATE
Found =

found in our record.
an//|
Bkl

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=json&TimeStamp=2016-07-
19T16%3A49%3A36Z&Regionld=cn-shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SnatTableld=stb-
gz3r3odaw&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=t0BtL%2B1xK7Tt%2BOEhUJ3NeU2fP25s%3D&Action=DescribeSnatTableEntries&SignatureNonce=c6a
764fd-4dd0-11e6-8a81-2cf0ee28adf2

IR [E7A)
XMLigst

g

JSON#&=L

"PageNumber": 1,

"PageSize": 10,

"Requestld": "6D7E89B1-1C5B-412B-8585-4908E222EED5",
"SnatTableEntries": {

"SnatTableEntry": [

"SnatEntryld": "snat-kmdénv8fy",
"Snatlp": "139.224.22.40",
"SnatTableld": "stb-gz3r3odaw",
"SourceCIDR": "192.168.1.0/24",
"SourceVSwitchId": "vsw-yrvOwinkw",
"Status": "Available"

b

{
"SnatEntryld": "snat-bs5bezbme",

"Snatlp": "139.224.22.40",
"SnatTableld": "stb-gz3r3odaw",
"SourceCIDR": "192.168.3.0/24",
"SourceVSwitchld": "vsw-3xbo8cpu4”,
"Status": "Available"

}

]

}
"TotalCount": 2
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{ESISNATHLN
ik

ERENEFERSNATHI, BIfE%Snatlp , RAtiFESourceVSwitchld ;
XfSourceVSwitchld, SnatIPRYZESRFNLIER , [FCreateSnatEntry

RS

BR CSid) BERWR ik
. . = REMESE , BB
Action String = : ModifySnatEntry
Regionld String = Region ID
, = F(EHISnatEntryFfTE
SnatTableld String b= f9SnatTable
SnatEntryld String 2 F(grISnats£BId
ﬁ;iﬂ;iSﬂl:\lAT%}ﬁ@@%E"J
. - iR ; IR SR
Snatlp String = NAT Gateway_FRIEA
5o PRI A KIP,

=1

R iR Http RS BX

. . Th ified - .
InvalidRegionld.Not Regiieﬁ;l ilsenot 404 f8xEIRegion Id A~7F
Found ®

found in our record.

InvalidSnatTableld.N Specified SNAT table

= Y [\
otFound does not exist. 404 FRERISNATRAFE
InvalidSnatEntryld.N Specified SNAT 404 BERISNAT £ERF
otFound entry does not exist. =
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InvalidSnatlp.Malfor
med

InvalidSnatlp.NotFo
und

IncorretSnatEntrySta
tus

apY
Rl

The specified Snatlp
is not a valid IP
address.

Specified Snatlp
does not found on
the NAT Gateway

Some SNAT entry
status blocked this
operation.

400

404

400

IR EIPIRS

1

EERBRIIPHbIE
NAT Gateway_ Fi&H
HE

E—4 VPC TEA
SNATERPRUE—1E
SR EMEIEPAE
(iaNneh , (e, i
BRep ) | FRECIEEER

%B

https://vpc.aliyuncs.com/?SnatEntryld=snat-bs5bezbme&SignatureVersion=1.0&Format=json&TimeStamp=2016-
07-19T17%3A14%3A38Z&Regionld=cn-shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SnatTableld =stb-

gz3r3odaw&SignatureMethod=HMAC-SHA1&Version=2016-04-
288&Snatlp=139.224.36.107&Signature=J714MX74d5Zv5yonzAEIw7yd0xs%3D&Action=ModifySnatEntry&Signature
Nonce=45f23d9e-4dd4-11e6-8b16-2cf0ee28adf2

IR[E]7~5)
XMLt

i

JSON#E=

{

"Requestld": "C4C873E5-8B92-4CD8-9163-66703A808E46"

}

HHIB&SNATHIIY

fiid
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BRI N SNATRIZR PRI SIS ERISNATRIN,

BREH
i

Action

Regionld
SnatTableld
SnatEntryld

R

InvalidRegionld.Not
Found

InvalidSnatTableld.N
otFound

InvalidSnatEntryld.N
otFound

apY
TRl

7
String

String
String
String

)%

The specified
Regionld is not
found in our record.

Specified SNAT table
does not exist.

Specified SNAT
entry ID does not
exist

WD HD AD

Hm

Http A7

404

404

404

ik

REMESE , BlE
: DeleteSnatEntry

Region ID
SnatTableld
Snat Entry ID

34

1EERIRegion IDATF
=
HEERISNATAZE

IEERISNATERBIDAR
FE

https://vpc.aliyuncs.com/?SnatEntryld=snat-bs5bezbme&SignatureVersion=1.0&Format=json&TimeStamp=2016-
07-19T17%3A15%3A25Z&Regionld=cn-shanghai&AccessKeyld=jZgi0oyrQ6ihgKp9&SnatTableld =stb-

gz3r3odaw&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&Signature=8SindEe8sQyTJv41zGDG7P6CoLE%3D&Action=DeleteSnatEntry&SignatureNonce=6200df19-4dd4-

11e6-8ffb-2cfO0ee28adf2

REH
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XMLABZ,

g

JSON#E=

{

"Requestld": "47B80B6A-759A-479C-A565-76D04BDA29F3"

e O

ERHFHREEEER

s

EEERETEENRERER.

FrEREIRER | IAZHEREE LAEIPAICE

MREFHHEHREPENPHREER | BER "EHETREANPEEER" EO.

SRFRY MR T AIAE -

-RX : UURE , B 9Bytes ;

-TX  KIEXmRE | B 9Bytes ;

-Flow : &iRE (BAaKIEFRK ) (=RX + TX) , BBfi ABytes ;

- ReceivedBandwidth : #ZEUEUEFSSE ( =RX/Period ) , Bfi{/JBytes/s;

- TransportedBandwidth : &XEIEFISm 5 ( =TX/Period ) , Ba{fiiABytes/s;
- Bandwidth : YA5HE (BE&EMEN ) (=Flow/Period) , BA{i3Bytes/s;

- Packets : RIEFHZIBVEHRSER , BRI ;

HSHEANEREE (—SEEER SR AR ) -

- 60s
- 600s
- 3600s
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HiARRTEReRE :
- StartTime :

- RN ZHRIRTE)
- WIRERIE— B ZA
- EndTime :
- RN ZHRIRTE)
- ( EndTime — StartTime ) / Period #4fi<= 200

ITREH

ER 2R AR sk

RGeS, BE
: DescribeBandwidth
PackageMonitorData

Hm

Action String

Region ID

Hm

Regionld String

BandwidthPackagel

H e
d 1d

N

Hm

String

SREEEATEC AR B) s

: %BB ISO8601 frfEk
™, FFEERFER UTC BY
&, & YYYY-
MM-DDThh:mm:ssZ,
WRMAE 00, MEZEH
B T —2 ¢ oand
UTCRBIHFEIERATX

, ENEFERR , iE
R XEEHRART,

SRENEHERILERAY )

: $£HB 1S08601 ik
™, FREFERB UTC RS
B, =9 YYYY-
MM-DDThh:mm:ssZ,
WNEMWAZ 00, WEzEN
BUOA TN— hFFaand

SREU =8OR E
; B SME
, — AR R
Z AR AR NAYEE

348 : 60 | 600 |
3600
2R\ 60 7,

Hm

StartTime String

Him

EndTime String

iy

Period String

IR[EIEEY

= Pt HHid
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; - LRt EE
MonitorData rBSnggl:aci:cthaeckageMonlto BandwidthPackageMonitorDatalte
yp mTypeHRHIES

=]

TODO
apY
TRl

https://vpc.aliyuncs.com/SignatureVersion=1.0&BandwidthPackageld=bwp-
81xh1di38&Format=json&TimeStamp=2016-08-18T08%3A51%3A29Z&Regionld=cn-
shanghai&Period=6008AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&StartTime=2016-08-
17T14%3A00%3A00Z&Signature=APpm%2FPaUhSJOOR1wvOSOKZ01DFU%3D&Action=DescribeBandwidthPackage
MonitorData&SignatureNonce=f41d0419-6520-11e6-bf20-2cf0ee28adf2&EndTime=2016-08-18T17%3A00%3A00Z

REA

XMLABZ,

<?xml version="1.0" encoding="utf-8"?>

<DescribeBandwidthPackageMonitorDataResponse>
<MonitorDatas>

<MonitorData>

<TimeStamp>2016-08-17T14:50:00Z </TimeStamp>
<Flow>9085899</Flow>

<RX>8887353</RX>
<TransportedBandwidth>330</TransportedBandwidth>
<Packets>9571</Packets>

<TX>198546</TX>
<ReceivedBandwidth>14812</ReceivedBandwidth>
<Bandwidth>15143</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T16:30:00Z</TimeStamp>
<Flow>1155920880</Flow>

<RX>1113608740</RX>
<TransportedBandwidth>70520</TransportedBandwidth>
<Packets>2600097 </Packets>

<TX>42312140</TX>

<ReceivedBandwidth>1856014 </ReceivedBandwidth>
<Bandwidth>1926534 </Bandwidth>

</MonitorData>
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<MonitorData>
<TimeStamp>2016-08-17T15:40:00Z</TimeStamp >
<Flow>1518176786</Flow>

<RX>1457792760</RX>
<TransportedBandwidth>100640</TransportedBandwidth>
<Packets>3473975</Packets>

<TX>60384026</TX>

<ReceivedBandwidth>2429654 </ReceivedBandwidth>
<Bandwidth>2530294 </Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T15:30:00Z</TimeStamp >
<Flow>1311199334</Flow>

<RX>1257142436</RX>

<TransportedBandwidth>90094 </TransportedBandwidth>
<Packets>3024269</Packets>

<TX>54056898</TX>

<ReceivedBandwidth>2095237 </ReceivedBandwidth>
<Bandwidth>2185332</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T16:10:00Z</TimeStamp >
<Flow>1467241462</Flow>

<RX>1404549020</RX>

<TransportedBandwidth>104487 </TransportedBandwidth>
<Packets>3414563 </Packets>

<TX>62692442</TX>

<ReceivedBandwidth>2340915 </ReceivedBandwidth>
<Bandwidth>2445402</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T15:10:00Z </TimeStamp >
<Flow>1397196626</Flow>

<RX>1343216687 </RX>

<TransportedBandwidth>89966 </TransportedBandwidth>
<Packets>3174834 </Packets>

<TX>53979939</TX>

<ReceivedBandwidth>2238694 </ReceivedBandwidth>
<Bandwidth>2328661</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T15:50:00Z</TimeStamp >
<Flow>1181829700</Flow>

<RX>1132902659</RX>
<TransportedBandwidth>81545</TransportedBandwidth>
<Packets>2727233</Packets>

<TX>48927041</TX>
<ReceivedBandwidth>1888171</ReceivedBandwidth>
<Bandwidth>1969716</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T16:00:00Z</TimeStamp >
<Flow>1614655244</Flow>

<RX>1552210194</RX>
<TransportedBandwidth>104075</TransportedBandwidth>
<Packets>3671315</Packets>
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<TX>62445050</TX>

<ReceivedBandwidth>2587016 </ReceivedBandwidth>
<Bandwidth>2691092</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T15:00:00Z </TimeStamp >
<Flow>2321834295</Flow>

<RX>2272180130</RX>
<TransportedBandwidth>82756</TransportedBandwidth>
<Packets>2894617 </Packets>

<TX>49654165</TX>

<ReceivedBandwidth>3786966 </ReceivedBandwidth>
<Bandwidth>3869723 </Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T16:20:00Z</TimeStamp >
<Flow>1259175750</Flow>

<RX>1208380090</RX>

<TransportedBandwidth>84659 </TransportedBandwidth>
<Packets>2887019</Packets>

<TX>50795660</TX>
<ReceivedBandwidth>2013966</ReceivedBandwidth>
<Bandwidth>2098626 </Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T15:20:00Z</TimeStamp >
<Flow>1373888354</Flow>

<RX>1303132001</RX>
<TransportedBandwidth>117927</TransportedBandwidth>
<Packets>3351008 </Packets>

<TX>70756353</TX>
<ReceivedBandwidth>2171886</ReceivedBandwidth>
<Bandwidth>2289813 </Bandwidth>

</MonitorData>

</MonitorDatas>

<Requestld >E3A8FAA0-CA52-4F5E-9852-70F4B355A519</Requestld >
</DescribeBandwidthPackageMonitorDataResponse >

JSON#&=L

{

"MonitorDatas": {
"MonitorData": [

{

"Bandwidth": 15143,

"Flow": 9085899,

"Packets": 9571,

"RX": 8887353,
"ReceivedBandwidth": 14812,
"TX": 198546,

"TimeStamp": "2016-08-17T14:50:00Z",
"TransportedBandwidth": 330
b
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"Bandwidth": 1926534,

"Flow": 1155920880,

"Packets": 2600097,

"RX": 1113608740,
"ReceivedBandwidth": 1856014,

"TX": 42312140,

"TimeStamp": "2016-08-17T716:30:00Z",
"TransportedBandwidth": 70520

b

{

"Bandwidth": 2530294,

"Flow": 1518176786,

"Packets": 3473975,

"RX": 1457792760,
"ReceivedBandwidth": 2429654,

"TX": 60384026,

"TimeStamp": "2016-08-17T15:40:00Z",
"TransportedBandwidth": 100640

B

{
"Bandwidth": 2185332,

"Flow": 1311199334,

"Packets": 3024269,

"RX": 1257142436,
"ReceivedBandwidth": 2095237,

"TX": 54056898,

"TimeStamp": "2016-08-17T15:30:00Z",
"TransportedBandwidth": 90094

b

{

"Bandwidth": 2445402,

"Flow": 1467241462,

"Packets": 3414563,

"RX": 1404549020,
"ReceivedBandwidth": 2340915,

"TX": 62692442,

"TimeStamp": "2016-08-17T16:10:00Z",
"TransportedBandwidth": 104487

by

{

"Bandwidth": 2328661,

"Flow": 1397196626,

"Packets": 3174834,

"RX": 1343216687,
"ReceivedBandwidth": 2238694,

"TX": 53979939,

"TimeStamp": "2016-08-17T15:10:00Z",
"TransportedBandwidth": 89966

b

{
"Bandwidth": 1969716,

"Flow": 1181829700,

"Packets": 2727233,

"RX": 1132902659,
"ReceivedBandwidth": 1888171,
"TX": 48927041,
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"TimeStamp": "2016-08-17T15:50:00Z",
"TransportedBandwidth": 81545
2

{
"Bandwidth": 2691092,

"Flow": 1614655244,

"Packets": 3671315,

"RX": 1552210194,
"ReceivedBandwidth": 2587016,

"TX": 62445050,

"TimeStamp": "2016-08-17T16:00:00Z",
"TransportedBandwidth": 104075

b

{

"Bandwidth": 3869723,

"Flow": 2321834295,

"Packets": 2894617,

"RX": 2272180130,
"ReceivedBandwidth": 3786966,

"TX": 49654165,

"TimeStamp": "2016-08-17T15:00:00Z",
"TransportedBandwidth": 82756

b

{
"Bandwidth": 2098626,

"Flow": 1259175750,

"Packets": 2887019,

"RX": 1208380090,
"ReceivedBandwidth": 2013966,

"TX": 50795660,

"TimeStamp": "2016-08-17T16:20:00Z",
"TransportedBandwidth": 84659

B

{
"Bandwidth": 2289813,

"Flow": 1373888354,

"Packets": 3351008,

"RX": 1303132001,
"ReceivedBandwidth": 2171886,

"TX": 70756353,

"TimeStamp": "2016-08-17T15:20:00Z",
"TransportedBandwidth": 117927

[

}
]
}
"Requestld": "72283F57-D5E6-4DD8-8976-33D453E994B0"
}

HIHF RO AMNIPEEER
R
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TR ERET R ST R NMNEEIPHERES.
SRR IET AR

-RX : EUCRE | BB ABytes ;

-TX  RIERE | BAIBytes ;

-Flow : BRE (BaKEFHEI ) (=RX + TX) , B{i IBytes ;

- ReceivedBandwidth : #UgEHETII7EE ( =RX/Period ) , Bfii/9Bytes/s ;

- TransportedBandwidth : &IXHIEIYHEE ( =TX/Period ) , BAfi[IBytes/s ;

- Bandwidth : EIYHEE (S KIEFHEEKL ) (=Flow/Period) , Baf79Bytes/s ;
- Packets : RIEFIIRICAIRIRIZEY . BBALAY ;

SISHEANERE (—SEEER S RKIENREEdE ) -

- 60s
- 600s
- 3600s

EiFRIESESEE

- StartTime :
- RN ERIR(E]
- WIERIE—1MEZN
- EndTime :
- RN ZERIR(E]
« ( EndTime — StartTime ) / Period #4fi<= 200

RS

B

Action

Regionld

Allocationld

StartTime

s

String

String

String

String

E S,
BB

Hm

Hm

Him

palil
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orData

Region ID

HEFREPHN
IPEI’JAIIocatlonId

SRENEHERICIART [ R

: RBB 1SO8601 FrfEkR
™, FEEFER UTC Y
B, =9 YYYY-
MM-DDThh:mm:ssZ,
WNERFAE 00, NEED
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UTCRYEIFIE A1 =AY
X , ENFFERE
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SREEEAI SR )=
: %08 1SO8601 tRfER
T FFEEER UTC Y

EndTime String P &, =LA YYYY-
MM-DDThh:mm:ssZ,
NERFAZ 00, NBzN
B F— 9T iaRd
RIS = EUERIAS
 BALIRD ; BNE
— MR R
period String = £ RO R
E_fﬁ‘_ﬁ{ﬁ : 60| 600 |
3600
BN 60 7,
B[EISH
R ESidl fik

IPiEi=EE
BandwidthPackagePubliclPMonitor
DataltemType/BREAIES

BandwidthPackagePublicl

MonitorData PMonitorDataSetType

=

TODO
apY
R

https://vpc.aliyuncs.com/?SignatureVersion=1.0&Format=xml|&TimeStamp=2016-08-
18T08%3A58%3A52Z&Regionld=cn-
shanghai&Period=600&AccessKeyld=jZgi0oyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2016-04-
28&StartTime=2016-08-
17T14%3A00%3A00Z&Signature=Sb9HDrBwS2z7FLig%2F461%2BLXFX75%3D&Action=DescribeBandwidthPackageP
ubliclpMonitorData&SignatureNonce=fc7b2405-6521-11e6-bd54-2cf0ee28adf2&EndTime=2016-08-
18T17%3A00%3A00Z&Allocationld=nateip-ebg8ebmaq

REH

XMLABZ,
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<?xml version="1.0" encoding="utf-8"?>

<DescribeBandwidthPackagePubliclpMonitorDataResponse>
<MonitorDatas>

<MonitorData>
<TimeStamp>2016-08-17T16:30:00Z</TimeStamp >
<Flow>684112008</Flow>

<RX>645565748 </RX>

<TransportedBandwidth>64243 </TransportedBandwidth>
<Packets>1715800</Packets>

<TX>38546260</TX>

<ReceivedBandwidth>1075942 </ReceivedBandwidth>
<Bandwidth>1140186</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T14:50:00Z</TimeStamp >
<Flow>2984655</Flow>

<RX>2911613</RX>
<TransportedBandwidth>121</TransportedBandwidth>
<Packets>3309</Packets>

<TX>73042</TX>
<ReceivedBandwidth>4852</ReceivedBandwidth>
<Bandwidth>4974 </Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T15:40:00Z</TimeStamp >
<Flow>402284862</Flow>

<RX>378446412</RX>
<TransportedBandwidth>39730</TransportedBandwidth>
<Packets>1022979</Packets>

<TX>23838450</TX>

<ReceivedBandwidth>630744 </ReceivedBandwidth>
<Bandwidth>670474</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T15:30:00Z</TimeStamp >
<Flow>330473138</Flow>

<RX>310734504 </RX>

<TransportedBandwidth>32897 </TransportedBandwidth>
<Packets>841845</Packets>

<TX>19738634</TX>
<ReceivedBandwidth>517890</ReceivedBandwidth>
<Bandwidth>550788 </Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T16:10:00Z</TimeStamp >
<Flow>385157738</Flow>

<RX>361935790</RX>

<TransportedBandwidth>38703 </TransportedBandwidth>
<Packets>984581 </Packets>

<TX>23221948</TX>

<ReceivedBandwidth>603226 </ReceivedBandwidth>
<Bandwidth>641929</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T16:00:00Z</TimeStamp >
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<Flow>369814238</Flow>

<RX>347884682</RX>
<TransportedBandwidth>36549</TransportedBandwidth>
<Packets>940426</Packets>

<TX>21929556</TX>

<ReceivedBandwidth>579807 </ReceivedBandwidth>
<Bandwidth>616357</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T15:50:00Z </TimeStamp >
<Flow>289658680</Flow>

<RX>272298863 </RX>

<TransportedBandwidth>28933 </TransportedBandwidth>
<Packets>738351</Packets>

<TX>17359817</TX>
<ReceivedBandwidth>453831</ReceivedBandwidth>
<Bandwidth>482764 </Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T15:10:00Z </TimeStamp >
<Flow>329987258</Flow>

<RX>309588891</RX>

<TransportedBandwidth>33997 </TransportedBandwidth>
<Packets>849616</Packets>

<TX>20398367</TX>

<ReceivedBandwidth>515981 </ReceivedBandwidth>
<Bandwidth>549978 </Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T15:00:00Z</TimeStamp >
<Flow>584627748</Flow>

<RX>565902763</RX>

<TransportedBandwidth>31208 </TransportedBandwidth>
<Packets>850916</Packets>

<TX>18724985</TX>
<ReceivedBandwidth>943171</ReceivedBandwidth>
<Bandwidth>974379</Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T16:20:00Z</TimeStamp >
<Flow>373465592</Flow>

<RX>350874730</RX>
<TransportedBandwidth>37651</TransportedBandwidth>
<Packets>952816</Packets>

<TX>22590862</TX>
<ReceivedBandwidth>584791</ReceivedBandwidth>
<Bandwidth>622442 </Bandwidth>

</MonitorData>

<MonitorData>
<TimeStamp>2016-08-17T15:20:00Z </TimeStamp >
<Flow>412303886</Flow>

<RX>387678827 </RX>
<TransportedBandwidth>41041</TransportedBandwidth>
<Packets>1050062 </Packets>

<TX>24625059</TX>
<ReceivedBandwidth>646131</ReceivedBandwidth>
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<Bandwidth>687173</Bandwidth>

</MonitorData>

</MonitorDatas>
<Requestld>3857BEE6-B7BB-4373-B7A4-F59D02B9BB24 < /Requestld >
</DescribeBandwidthPackagePubliclpMonitorDataResponse>

JSON#E=

{

"MonitorDatas": {
"MonitorData": [

{

"Bandwidth": 1140186,

"Flow": 684112008,

"Packets": 1715800,

"RX": 645565748,
"ReceivedBandwidth": 1075942,
"TX": 38546260,

"TimeStamp": "2016-08-17T16:30:00Z",
"TransportedBandwidth": 64243
b

{

"Bandwidth": 4974,

"Flow": 2984655,

"Packets": 3309,

"RX": 2911613,
"ReceivedBandwidth": 4852,
"TX": 73042,

"TimeStamp": "2016-08-17T14:50:00Z",
"TransportedBandwidth": 121

b

{
"Bandwidth": 670474,

"Flow": 402284862,

"Packets": 1022979,

"RX": 378446412,
"ReceivedBandwidth": 630744,

"TX": 23838450,

"TimeStamp": "2016-08-17T15:40:00Z",
"TransportedBandwidth": 39730

b

{
"Bandwidth": 550788,

"Flow": 330473138,

"Packets": 841845,

"RX": 310734504,
"ReceivedBandwidth": 517890,
"TX": 19738634,

"TimeStamp": "2016-08-17T15:30:00Z",
"TransportedBandwidth": 32897
b

{

"Bandwidth": 641929,

"Flow": 385157738,
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"Packets": 984581,

"RX": 361935790,
"ReceivedBandwidth": 603226,

"TX": 23221948,

"TimeStamp": "2016-08-17T16:10:00Z",
"TransportedBandwidth": 38703

}l

{
"Bandwidth": 616357,

"Flow": 369814238,

"Packets": 940426,

"RX": 347884682,
"ReceivedBandwidth": 579807,

"TX": 21929556,

"TimeStamp": "2016-08-17T16:00:00Z",
"TransportedBandwidth": 36549

)

{
"Bandwidth": 482764,

"Flow": 289658680,

"Packets": 738351,

"RX": 272298863,
"ReceivedBandwidth": 453831,

"TX": 17359817,

"TimeStamp": "2016-08-17T15:50:00Z",
"TransportedBandwidth": 28933

13

{
"Bandwidth": 549978,

"Flow": 329987258,

"Packets": 849616,

"RX": 309588891,
"ReceivedBandwidth": 515981,

"TX": 20398367,

"TimeStamp": "2016-08-17T15:10:00Z",
"TransportedBandwidth": 33997

2

{
"Bandwidth": 974379,

"Flow": 584627748,

"Packets": 850916,

"RX": 565902763,
"ReceivedBandwidth": 943171,

"TX": 18724985,

"TimeStamp": "2016-08-17T15:00:00Z",
"TransportedBandwidth": 31208

},

{
"Bandwidth": 622442,

"Flow": 373465592,

"Packets": 952816,

"RX": 350874730,
"ReceivedBandwidth": 584791,

"TX": 22590862,

"TimeStamp": "2016-08-17T16:20:00Z",
"TransportedBandwidth": 37651

164



EBEML VPC

API&*

"Bandwidth": 687173,

"Flow": 412303886,

"Packets": 1050062,

"RX": 387678827,
"ReceivedBandwidth": 646131,
"TX": 24625059,

"TimeStamp": "2016-08-17T15:20:00Z",
"TransportedBandwidth": 41041
}

]

b

"Requestld": "A5A50001-4D2A-4E69-9418-075AD506D54C"

}

BEHER IP IS ER

fag

EEHMANIPRSREER

- —IREARBIFIRE200% GEEUE , W1RIEEM ( EndTime — StartTime ) / Peroid > 200 , MiR[E]

- YNER EndTime - StartTime < period , MFK

RS

R KB

Action String
Allocationld String
StartTime String
EndTime String

REYM
=
=
=
E
=
=
=
=
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[@ StartTime — P RRIEEE,

A

REMESE , BE
: DescribeEipMonitor
Data

Eip B9ERIE Id,

SRRV IART A R

: ¥2RB 1SO8601 frEXR
™, Fee#A UTC B
B, 8= YYYY-
MM-DDThh:mm:ssZ,
WERFAZ 00, MEF
A T—o $hFr AR

IRENEEAY LS ERAY A

: ¥2RB 1SO8601 frEXR
™, Fee#A UTC B
B, 89 YYYY-
MM-DDThh:mm:ssZ,
WRFAZ 00, NMEzh
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R

EipMonitorDataSetType

EipMonitorDataType HiE&ES.

HIRUB 1k Http A& BY
InvalidAllocationId.N Specified allocation .
otFound id is not found. 400 EIP #A2
InvalidStartTime.Mal Specified start time . NN
formed is malformed. 400 StartTime fE=\AGi%
InvalidEndTime.Malf Specified end time is SV
ormed malformed. 400 EndTime fe= A&k

Specified value of . -
InvalidParameter “Period” is not 400 Period FEREBE

: N
valid
. . Specified operation Az -

OperationDenied.To i« denied as too 400 EAREKRS | B4R

oManyDataQueried

pY
iRl

many data to return.

https://vpc.aliyuncs.com/?Action= DescribeEipMonitorData
&Allocationld=eip-2578g5v5a

&StartTime=2014-10-29T23:00:00Z
&EndTime=2014-10-30T08:00:00Z

B <RHIFRSH>

R BBl
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XMLABZ,

<DescribeEipMonitorDataResponse>
<Requestld>C8B26B44-0189-443E-9816-D951F59623A9</Requestld>
<EipMonitorDatas>

<EipMonitorData>

<EipRX>122</EipRX>

<EipTX>343</EipTX>

<EipFlow>675</EipFlow>

<EipPackets>3434 </EipPackets>
<EipBandwidth>10</EipBandwidth>
<TimeStamp>2010-01-21T09:50:23Z</TimeStamp >
</EipMonitorData>

</EipMonitorDatas>
</DescribeEipMonitorDataResponse>

JSON#E=

{

"Requestld": "C8B26B44-0189-443E-9816-D951F59623A9",
"EipMonitorDatas": {
"EipMonitorData": [{

"EipRX": "122",

"EipTX": "343",

"EipFlow": "675",

"EipPackets": "3434",

"EipBandwidth": "10",

"IntranetFlow": 675,
"IntranetBandwidth": 10,

"TimeStamp": "2010-01-21T09:50:23Z",
1

}

HuisAR o

Eifa iitsiEFlE=
HHR
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ITREH
i o

Action String

2R it
Regions RegionType

=]

525 JASEEIRAD
]
iBRBl

https://vpc.aliyuncs.com/?Action=DescribeRegions
<RNHIFRSH>

RERA

XMLABZL

<DescribeRegionsResponse>

<Requestld>611CB80C-B6A9-43DB-9E38-0BOAC3DIB58F </Requestld>

<Regions>

<Region>

<Regionld>cn-hangzhou </Regionld>
</Region>

<Region>
<Regionld>cn-gingdao</Regionld>
</Region>

</Regions>
</DescribeRegionsResponse>
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JSON#&=L

{

"Requestld": "611CB80C-B6A9-43DB-9E38-0BOAC3D9B58F",
"Regions": {

"Region”: [{

"Regionld": "cn-hangzhou "

%

{

"Regionld": "cn-qgingdao”

1

}

SATAK
ik
EREH

BFR Sl EBYM fiha

. . REMESE , BB
Action String = : DescribeZones
Regionld String 2 B#x Regionld

BEIZH

B i R

Zones ZoneType HEFIMSE ZoneType HRIES
e

R ) Http K78 BEX

The input parameter
"Regionld” thatis

mandatory for iR/> Regionld {8 ( 5L

MissingParameter . . 400 FRIS RthETeE 1% A
processing this :
request is not FAEFIL Region )
supplied.
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|
Rl

https://vpc.aliyuncs.com/?Action=DescribeZones
&Regionld=cn-hangzhou
< RHIFRSH>

RERA

XMLAEZL

<DescribeZonesResponse >

<Zones>

<Zone>

<AvailableResourceCreation>
<ResourceTypes>Instance</ResourceTypes>
<ResourceTypes>Disk</ResourceTypes>
</AvailableResourceCreation>

<LocalName> </LocalName>
<Zoneld>cn-hangzhou-d</Zoneld>
<AvailableDiskCategories>
<DiskCategories>cloud </DiskCategories>
</AvailableDiskCategories>

</Zone>

<Zone>

<AvailableResourceCreation>
<ResourceTypes>Instance</ResourceTypes>
<ResourceTypes>Disk</ResourceTypes>
</AvailableResourceCreation>

<LocalName> </LocalName>
<Zoneld>cn-hangzhou-b</Zoneld>
<AvailableDiskCategories>
<DiskCategories>cloud</DiskCategories>
</AvailableDiskCategories>

</Zone>

</Zones>
<Requestld>6DB97BCC-92BA-424D-A7C8-3F6486612BAE </Requestld >
</DescribeZonesResponse>

JSON#&=L

{

"Requestld": "A347EFOE-BBCC-4EFA-BD79-27AA3ACFD1BF",
"Zones": {

"Zone": [

170



LEMLE VPC API&%

{

"AvailableDiskCategories": {
"DiskCategories": [

"cloud"

]

b
"AvailableResourceCreation": {
"ResourceTypes": [

"Instance”,

"Disk"

]

b
"LocalName™": "",

"Zoneld": "cn-hangzhou-d"

b

{

"AvailableDiskCategories": {
"DiskCategories": [

"cloud"

]

b
"AvailableResourceCreation": {
"ResourceTypes": [

"Instance”,

"Disk"

]

}

"LocalName™": "",
"Zoneld": "cn-hangzhou-b"

}
]
}
}

BFTRTSEERARER
1143

- H1fARegionEE FHIFFEELIENR (AccessPoint ) BYFMRER

RS

&R it BEYVM A
BEEOR | REiE
Action String 2 sS4, BE

:DescribeAccessPoints

FRrEs Bl ( EESLpIRY

Regionld String Region ID )

Hm
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Type

PageNumber

PageSize

BEIZH

RHREISE , FRATERE
R

AccessPointSet

TotalCount
PageNumber
PageSize

iR
RIS

InvalidRegionld.Not
Found

SRR

TN (AP) 8

, MEERTRERE
FKBIRIAP, TNEE :
- VPC - VPCiz
String ES AR, AR
hlEVPCEEEY
[ N 5
A
EERAITS M8
ERT , EUANL
= BEEHE : [E5% , &
Integer A PageNumberKXF=LhR
FERAIRATHS |, Wik
E&E—RHRE.
EIRERID TR,
Integer & BB 9(1,100] , K
IAA10,
S8
KE 1)

: HEAREEA PointTypeZ
AccessPointSetType gggg f ceessPointType
Integer SCEIENEL
Integer L5 ZRAITTRS
Integer HRERID AN

iR Http PR3 BY
The Regionld S~ . -
provided does not 404 ?;xEE’JRGQIOHIdTT?

exist in our records.
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AccessPointSetType
7%

BELHENREENES. HAccessPointTypeEAIlist,

52t=1

BEORE

FER

AccessPointType

AccessPointType
fR

BARIEEAIRE

52 t=1

BORE

FER

=1 ESid
AccessPointld String

Type String

Status String
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- Recommended - IXER
9, HEEEA

- Hot - BEABFRZ , K&
IEE

-Full - EANZFE® , TiX
BA

Name String TEIEAR (AP) BIEFR
Description String EHENR (AP ) BUfEA

ENRWIE EFERIRegion ID , R
AttachedRegionld String IBRTEANRYIE EARTEE
Region

Location String SN (AP ) TR
BN (AP) NIBHROE

il

HostOperator String

BandwidthPackageMonitorDataSetType
s

HEHERaNREEES, BBandwidthPackageMonitorDataltemTypeZBifJArray

52 t=1

BORE

FOR

BandwidthPackageMonitorDataltemType

BandwidthPackageMonitorDataltemType
s

HETEBRERER.
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52t=1

EORE
e
FR
B i) HiiA
RX Integer BKRE
TX Integer RiERE
a3z E
ReceivedBandwidth Integer HEEIETIYEE ( =RX/Period )
TransportedBandwidth Integer RIEEIEFIHS ( =TX/Period )
PR LS b=t A
Bandwidth Integer “HITEE (SRR )

(=Flow/Period)
Packets Integer RIEF IR SRS E

BEREaTER |, &R
ISO8601trERDT , FFEE(FEH
UTChd7El, #&z0 -
YYYY-MM-DDThh:mmZ

TimeStamp String

BandwidthPackageSetType
7%

HEmEEIIE.

57t=1

BORE

FER

BandwidthPackageltemTypeHpkAIArray.
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BandwidthPackageltemType

HEHREMIAEE
B o
RS
EORE
)
FHMA
2R Sl fk
BandwidthPackageld String Efggi’vzigthpa‘:kageﬂgm  bwp-
Regionld String pi LA
SERIRERETR |, [2, 128] RN
| IRARNFEERSITF
Name String ;k T@,@éﬁz—} 177
-, Z<BELL http:// &1 https://
Tk
Eﬁ%@i&ﬁ[[l 25ﬂ /P%*—f’g L)
. . RSB REEH =
Description String Fﬁ?@(j\%‘%ﬁﬁgﬁ htzt_p/\/*izﬂjfﬁ
https:// 7k
Zoneld String AKX
Gatewayld String ARMIAINATRIZAYID
Bandwidth String *ﬁ?ﬁgsa ; BYBSBEIS-5000 , B
SLHRMTEES . BRIGCHHRE
InstanceChargeType String {3%& B : PostPaid : [/{1%& , B
e

MIZE1TEESEARY |, PayByBandwidth |

PayByTraffic’lg/ MEFAI—1. EAl
InternetChargeType String AR R,

PayByTraffic : #&iREiHE

PayByBandwidth : 35551

ISP string ERIRF—F : BGP

: : IPFIZR ; BPNIPE— I 2RE—R
PublicIpAddresses PublicIpAddressSetType AllocatedIdEMFI— N PHEtHEM:

BusinessStatus string Normal (IEE ) .
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FinancialLocked ( XZSEIRZS
) . SecurityLocked ( ZZ& Xz
ERE)

BlEEAYE), $RRBISO8601NMER
CreationTime String , FEBEFEEUTCRE, A
- YYYY-MM-DDThh:mmZ

EipAddressAssociateType
7%

B SR WIPHESERIEEY

57t=1

BEOxRE
-
FIHR
B 3l R
Allocationld String SN IPSLfIId
IpAddress String SEMELNRIIP
/N /NSRS =
Bandwidth Integer SN IPRIL IS EEPRIE | BAIARE
5Mbps
InternetChargeType String SRR 22753,

EipAddressSetType
%

BEEMEANIPEENES

e2t=1

BORE
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FER

2R
Regionld

IpAddress
AllocationId

Status

InstanceType

Instanceld

Bandwidth
InternetChargeType

OperationLocks

AllocationTime

Sl

String
String
String

String

String

String

Integer
String

OperationLocksType

String

EipMonitorDataType

/174

B EIPMLAKIP IS EEIRAIEEY,

52 t=1

BEORE

FOR

E2L
EipRX

et

Integer

178

R

SN RIIPRTAEAY B,

SEPELNKIIP

SN IPSEfIId
SEMEARIPHRIAPATE | &I
Associating, Unassociating.
InUsefAvailable
LPIBERIRIRAIRE | HRESIF
& : Ecsnstance|HaVip, f15224
BIARSEHARIRGE , WA=,

SR NRIPSEISPERIRAYI ; FN5R
REFENENZ,

S RIIPRI LRI BERRIE | BAAZ
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S RIIPAYTTZR TS 2.

LockReason/BR{HIFFERENAE | 2N
B EHPENEFH A,

S ECAYIE], ZARISO8601tNERT

, FEEFERUTCHE., &R0
YYYY-MM-DDThh:mmZ
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EipTX

EipFlow

EipBandwidth

EipPackets

TimeStamp

ForwardEntrySetType

/1743

O RMNFIZR,

52 t=1

BORE

FER

Integer

Integer

Integer

Integer

String

ForwardEntryltemType/BpkfIArray.

ForwardEntryltemType

s

imCEEAMNEAMES.

57 t=1
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BORE

FER

B
ForwardTableld

ForwardEntryld

Externallp
ExternalPort
IpProtocol
Internallp
InternalPort

Status

SR
String
String

String

String

String

String

String

String

HaVipSetType

fd

BEHaVip[ERHES.

52 t=1

BORE

FER

HaVipItemType

FiHaVipltemTypefApkfdlist,
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HRRFEID

WEEAIPHELE ; IXNPHENFE
NatGW_EAI— P KIP,
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HRBERINEERY | TTik
TCP|UDP|Any
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BrNBRmO , BUESEEA
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HaVipltemType

7%
HaViphJfEaER.
=2t=1
BORE

FER

BIR
HaVipld
Regionld
Vpcld
VSwitchld
IpAddress

Status

AssociatedInstances

MasterInstanceld

AssociatedEipAddresses
Description

CreationTime

e

String
String
String
String
String

String

StringZBRAYEE

String

StringZBpAYENE

String

String
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HaVipxt5Adid
FrEadithis
FrERIVPCHIId
R3S A AYId
HaVipXdgRAIFARIIPHEE
ZEPRES. BUETE

Available|Associating|InUse|Unas
sociating|Deleted

ElRigbEEizHaVip EAIECSLHIF!
&, RFAD5EE.

HRFERSIZIPHEUAISLAi,
HAARELAFE P, NS
TERla— M FEXIPRISLHI ; HX
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ERi4bEEIZHaVip L RIEIPFIZ
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IpAddressSetType
s

BEIPHIURIES.

=2t=1

FRIECIRE

FER

2R Sl fk
IpAddress String 1Ptk

NatGatewaySetType
113

NATRIXZIZR,

=7t=1

BOURE

FER

NatGatewayltemTypeZHRAIArray.

NatGatewayltemType
113
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NATRIEHEAMER.

52 t=1

BOURE

FOR

R
NatGatewayld
Regionld
Vpcld

Name

Description

Spec

Status

ForwardTablelds

SnatTablelds

BandwidthPackagelds

InstanceChargeType

BusinessStatus

CreationTime

S

String
String
String

String

String

String

String

Array

Array

Array

String

string

String
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SCEMAES.
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NextHopListType
fR

- BESMERA T —HEIERTIE.
- THECMPEEIRIER R,

57t=1

NextHopList

FER

NextHopltemType

NextHopltemType
fk

- BRBEFE— N T —HEUEREIE.

57t=1

NextHopltem
o
FEM
=R Sl
NextHopType String
NextHopld String
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OperationLocksType
R

BRAMEREZRE

57 t=1

OperationLock
=+
FIR
R CSit]
LockReason String

PhysicalConnectionSetType
fi

BEYEEHEERES. HPhysicalConnectionTypeHREHlist,

=2t=1

BEORE

FER

PhysicalConnectionType
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PhysicalConnectionType
fR

BEMEELERNES
4
PRS
EORE
-
FER
2R S R
PhysicalConnectionId String PIREERIId
AccessPointld String EEEARNI
TR, onE
- VPC - VPCERILL
- Classic - RHEEEL
Type String . 1\2\5?@@%6 NG
AILAG AR HRIAE
THER ( REPEASHF
)
IR, BIE -
- Initial - EiEH
- Approved - BE#tIEIE
- Allocating — IEFED R
iR
- Allocated - #ENFETLH
- Confirmed - 452
Status String A
- Enabled - IE&
- Rejected — R4S
- Canceled - BEUH
- Allocation Failed - &R
DERM
- Terminated - B£&1F
BusinessStatus String -Normal (IE®E )
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CreationTime

EnabledTime

LineOperator

Spec

PeerLocation

PortType

RedundantPhysicalConnect
ionld

Name

Description

ADLocation

PortNumber

CircuitCode
Bandwidth

String

String

String

String
String

String

String

String
String

String

String

Long
String
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PublicipAddressSetType

BHRIAKIPFIZR,

i
i
it

FOR

PubliclpAddressitemTypeZERiAIArray.

PublicipAddressIitemType

t=m BB PNAMIPREIAESE.

=7t=1

BOURE
-
FER
R R
Allocationld String
IpAddress String
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RegionType
HR

Region{SEHIZEEL,

=2t=1

Region
=
FOR
BR e R
Regionld String Region ID
LocalName String Region&ZfR

RouteEntrySetType
113

- B RAXERIENES.
- 325 VPCHS RO R s FRs CSERTPAIIESRE.

=7t=1

EORE
-
FR
B it R
RouteTableld String S EATERVESERES
DestinationCidrBlock String Slayiaichls
Type String EEERZERY (System | Custom)
NextHopType String T—EERIBERISREE |, IFECMPE
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B&H.
NextHopld String T—BkEAIID , IFECMPEERH,
NextHoplList NextHopListType T—BkFIZE , ECMPZEEEH,

BHKZBREPending | Available |

Status String Modifying

RouterlnterfaceSetType
i

BEKHESEEOEENES., HRouterlnterfaceltemTypeBagHIlist,

=7t=1

BOURE

FER

RouterInterfaceltemType

RouterInterfaceltemType

fig

BERREONBAMEE.

=7 t=1

EIURE

FER

B il R
RouterInterfaceld string POEEN) )
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AccessPointld string K NRID
OppositeRegionld string XS umFT LAYt
OppositeAccessPointld string XumiE AN RID
Role string EEFRAE., RitinESim
Spec string RS
Name string BENER ;
Description string BENXHAIDescription ;
Routerld string FriEfYRouterld ;
. JRouterfJRouterType, BEI
RouterType string gﬁ@ﬂ:{g : \egoutero ype. Bl
CreationTime string BUEERTE)
Status string K&
Normal (IE&E ) .
. . FinancialLocked ( REESIEIRZS
BusinessStatus string ). SecurityLocked ( BRI
ERE)
ConnectedTime string TR AIRT B R
Oppositelnterfaceld string B uimAYInterfaceld,
OppositelnterfaceSpec string EESiRRouterinterface AR ;
1 SV \Lu'l \ A1 ‘j‘i
OppositelnterfaceStatus string EEimAYRouterInterface PR
OppositelnterfaceBusiness <trin XS mAIRouterInterfacefgIl S5
Status 9 K&
] 32 \ \;u.l Ay Y
OppositeRouterld string ﬁggﬂaﬁ’moutednterfaceﬁ ey
. . EEETuRAIRouterInterfaceFrERY
OppositeRouterType string e phy a2
. . EESTimAIRouterInterfacefUiRE
OppositelnterfaceOwnerld string =MKe1d
HealthCheckSourcelp string ERIQEIRIP
HealthCheckTargetlp string feRiaE BiRIP

RouteTableSetType
ik
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- B RAREIENES

- X#FEVRouterf1VBR EHIEEFHZRENIE.

52 t=1
BORE

FOR

EA

RouterType
Routerld

VRouterld
RouteTableld

RouteEntrys

RouteTableType

CreationTime

RE

String

String

String
String

RouteEntrySetType

String

String

SnatEntryltemType

/174

SNATRINAYETHRESH.

52 t=1

BEORE

FIR
&7

8
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i35

FriERvEgHes2REY, AJEE
: VRouter , VBR,

FriERYE&HEsID. VRouter ID&EL
VBRID,

IR E28AYID,RouterTyped
VRouterftfJVRouter ID,

HEZRAIID

IBEFEFE
RouteEntrySetTypeHRAIES

REZERHER |, System | Custom —

HirE—
BIEEATIE], $ZARISO8601tMERT

, FEEFERUTCRE., &R0
YYYY-MM-DDThh:mmZ
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SnatTableld
SnatEntryld

SourceVSwitchld

SourceCIDR
Snatlp

Status

String
String

String

String
String

String

SnatEntrySetType

/1743

SNATRINEES ; HSnatEntryltemTypefBRkfYArray

52 t=1

BORE

FER

SnatEntryltemType

VirtualBorderRouterForPhysicalConnectionSe

tType
faR

LEMETS THENLR AR ERNES.

list,

=2t=1

FHVirtualBorderRouterForPhysicalConnectionTypeZE/{HY
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Z&BFEHSnatTablefdid
ZB/id

FEVFEFISNATIIRE T ARIIEHY
FRIEIVSwitchfdld

iZVSwitchHIFARIIPRYER b3
: A.B.C.D/MF=.

SnatiEiSRYIRIP,

SNATZEIRZEPending | Available
| Modifying
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BORE

FER

VirtualBorderRouterForPhysicalConnectionType

VirtualBorderRouterForPhysicalConnectionTy
pe

faid

LEYRETL N ENIIARIKEES (VBR) FERIES

=7t=1

EORE
—
FR
B -3t fEk
Vbrld String VBRID
VBR ownerfJUID,ZN5RVBR
VbrOwnerUid String ownerZ¥IEEZownerg 2 , Wik
[E]=
CreationTime String VBREIZEAYATE]
VN TR
ActivationTime String VBREE—IRIENACtiveiRE: (#2VBR

owner{Zs ) AYAYEIR

VBREIE—/Xi# A Terminatedikzs
TerminationTime String ( I EZowner
Terminate ) BYAY AR

VBREIE—XFHAMTerminatedik
RecoveryTime String SEHREEIACtiveRTS (RATEE
Zsowner Recover ) BIRTIEIE

EILLREEHES (VBR) E4&MIEO
A9802.1Q VLANE (1-2999)

VBRELMIZANI NI ErRRIFB R
(]

Vlanld String

CircuitCode String
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VirtualBorderRouterSetType

fa

BEEIINFIEHESEEMES. HVirtualBorderRouterTypefHRiAYlist,

57 t=1

BEORE

FOR

VirtualBorderRouterType

VirtualBorderRouterType

fiid

BEEILFAEERS (VBR) FERES

=7t=1

BOURE

FHR

2R
Vbrid

CreationTime

ActivationTime

TerminationTime

S
String
String

String

String
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VBR ID
VBREIZEAYATE] R

VBRE—RiHNActivelRZ ( #VBR
owner&s ) AYAYEI=

VBREIF—RiF# A TerminatedjR7Z
( #HpEEEZowner
Terminate ) BYAYEIRS
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VBRE&IE—KIHNMTerminatedik
RecoveryTime String SEFIRERIACtivelRT (HAIEE
#Zowner Recover ) BIRT[EIS

Status String VBRIRZ
REFAISFREE RS ( VBR ) E4MiEO
Vlanld String F9802.1Q VLANS (0-2999) , 0%
TTCVLANETZE
CircuitCode String %/E’JBR“'%%{WU%DNF_‘Z@E%E{JEE&%%
RouteTableld String REHIOFREEERES ( VBR ) HEHFRI
REHLAFREEERES ( VBR ) T4z
VlanInterfaceld String ( RouterInterface ) #91d, ®JLAR
ki VBR LAY T—EE.
LocalGatewaylp String VBRELMEEOAIRHAYIPHEE
PeerGatewaylp String VBREZAMEEORSimAYIPHEE
PeeringSubnetMask String \l%%gg%{mﬂﬁﬂzﬁﬂa'—ii i ELEREIF
Name String VBREZ=E
Description String VBRIEIAMER
PhysicalConnectionld String YR ZID
. _
PhysicalConnectionStatus String tf)@ﬂ%ﬁg,{k,m ( Deletedz=mB iR
PhysicalConnectionBusines ¢, . VBTSSR ( SUREMR
ring
sStatus )
PhysicalConnectionOwner Stri YEELZownerfUID ( SWNEEH
. ring
Uid bR )
AccessPointld String EARID

VpcSetType
R

BAEVpIERRIES.

=7t=1
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BORE
o

FEM
B S
Vpcld String
Regionld String
Status String
VpcName String
VSwitchIds String
CidrBlock String
VRouterld String
Description String
CreationTime String
IsDefault Boolean
UserCidrs String

VRouterSetType
FR

LEBHRMMERNES.

=2t=1

BEORE
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iR
Vpcld
VPCRTTERYIbE

VPCIRZ , BJ#EPending#l
Availablefg#th

VPCERR , MENAZ , BUMEAT
, [2128]N A FRE |, WAL
RNFEEHPNTFL | T
O RMERRERER
Eéo AgeLAhttp:// Fhttps:// FF

VSwitchld%lZE
VPCHIMEZ BHE
VRouterfdld

A, MENAE , BMERE
» [2,256] & EHAFFRF , AHELL
http:// #https:// FFk,

BlERTE], RBBISO8601RERR
, HEEFERUTCHE, B :
YYYY-MM-DDThh:mmZ

RERNAEEHRBAEE R

true | false

UserCidr B9%13&
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FER

2R
VRouterld
Regionld
Vpcld
RouteTablelds

VRouterName

Description

CreationTime

Sl

String
String
String
String
String

String

String

VSwitchSetType

fiid

LEIEERHES.

=7t=1

BOURE

FHR

2R
VSwitchld
Vpcld

Status

CidrBlock
Zoneld

AvailableIpAddressCount

S
String
String

String

String
String

Integer
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E&FRERYId

il Id

EEMEI

REPIEEEHRIAFIZER

FEEHRE AR

EEEERAYHEA | AR | EOA
BEAT, [2,256]5 35 LFFF

. AgekAhttp:// Fhttps:// FHk,
BlEEATE], IZARISO8601FMERT

 AREMERAUTCRYIE., 180
YYYY-MM-DDThh:mmZ

15
AZHRATLID
STHRAAERIE R ML

THHIRZS , B¥EPendingfl
Availablefgfh

TR AOEIE
SR ETERIT X
SIS FRRVIPHbLE AR S
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Description String
VSwitchName String
IsDefault Boolean
CreationTime String

ZoneType
/%3

JAXERAYRE

52 t=1

Zone

FOR

EA RE
Zoneld String

LocalName String

A, MEUAZT , BMEAZT
» [2,256]5E TR, AEELL
http:// #https:// Frk.

STENET , FEINE | BME
R | 21281 , 5
AAKRNPERFTEL , TEE
HE, U m - XMERER
A TRLItp:/ fihttps:/
Fk,

R /IFER] BXAVERIASTIRA

true | false
BUFEAYE], FZARISO8601iREZRIN

, HEEERUTCEE. 18X
YYYY-MM-DDThh:mmZ

1R
ATRKXID
A ARAMIES

BandwidthPackageMonitorDataltemType
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HEFEGPNIPHERES.

52 t=1

BOURE

FOR

BR
RX
X

Flow

ReceivedBandwidth

TransportedBandwidth
Bandwidth

Packets

TimeStamp

BandwidthPackagePublicIpMonitorDataSetTy

pe
/731

HEFEEPNIPHERES.

=7t=1

BOURE

FER

et
Integer

Integer
Integer

Integer

Integer
Integer

Integer

String

1k
B E
RIERE

RE (BEKEMERE) (=RX +
TX)

BWEIETFIS™E ( =RX/Period )
RIEEHEFITH ( =TX/Period )

SPISHE (SRRERHET )
(=Flow/Period)

RIEFNFRIIAYSIR LAY

EHRENEE , KR
ISO8601tnERR , HHEEFH
UTCHTIE, &= :
YYYY-MM-DDThh:mmZ

HBandwidthPackagePubliclpMonitorDataltemTypeBEpkfiJArray
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BandwidthPackagePubliclpMonitorDataltemType

B

B EHEZUISO8601

EFRrECBRIERIEISO 86012 HEFFIRIBNZRTGE , 2N (BUEEEFIscR SR8 B
MIESEIRYZR73i%) . ECS Open APIRIRTAIFEZURABISO86011%, , i55%1S08601,

fEIRABR
BFURER

HF RS MEORERT

ARSSARImiE IR

RS 1) Http K785 EX

The request has
failed due to a
temporary failure of
the server.

503 IRSSAAH

ServiceUnavailable

The request
processing has failed
InternalError due to some 500 WEREEIR
unknown error,
exception or failure.

SHA{RIER S

@i CreateVpdEMEZEHMELAIRT , WNRBR T IERENTIRSHFNEMER , ERRIEE=
RERIEK , XEEFHTLABTIRHATES S ClientTokenif RS 280l HELFUAE A9 , bt 2@l
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2 ClientTokenS#RIESRAEZL M, ClientToken2— MNHEEFEHAERIIKE—N. AN\E8Uk, BT
64 MASCIFRFRIFRFE,

SRR ERE—ClientToken{E/FAEIELAIED , NRSHSEREHEENERER  B831EEMVpcd.
EEFEBZERHTEINAINE , JLUBIRAHEREAClientToken(d , SREBRREIZ— LA , FHERIX
NSEfIRYVpcld.,

MEAFRE T — P ELEAITHIClientToken , (EEMIBERSEHAR , U VPC £iR[E
IdempotentParameterMismatchf9$&iR{E8. EFEEEAIR , SignatureNonce, Timestamp#fl
Signature2HEEIRITEFEBTHHI , EA VPC fEFESignatureNoncesf LEERINGE |, {EATimestampE
IRCEIRIBEKETE |, FRLABRIERGREARRFRISignatureNoncefITimestampS4iE , XEIEESE
Signature{EAIZEL.

BE , ZEPinREEES00 (InternalErrorInternalError ) 84503 ( ServiceUnavailable ) $81R. 3& TiE5E5E

MEAZESRAYIER FHHTEIVR(E. IREIERZ2008] , EIXAILIEE| DREREER | BASYRSIRSS
SRATEIEM, TXTAxxANREREIR | FRIERREEEHEMEI “try it later” |, BEEXBEAEHINN.

anfATyE ARz

33 VPC IRZ1ZOM AR REITBVPCIREZHEEHTTPER ( JLUBITHTTPEHTTPSINY &% ) , HIEE
VPCIRSB X ZIBEKRIINERANTFE. VPCIRZIHEZEKEIBFBEXRE |, IWERMMUNENS KIS EGIE

, EFFE IR ERIBIERAVIEES EUR R H S AAERIRIE , FHEIBAILERIAHTTPIa N A R EIZSE B
&

BRARL
BRELATIUANERSER
HTTP/G% HeiVPCIRSHIFTBEO R X #FGET/HEa9E H,

ISRURL—IERABRSS L, EHUTRIRERMR. BFSEMALERSHH B SEBRAIURLE,

RSB imibit : VPCIRSS AU A Zhttp://vpc.aliyuncs.com/Flhttps://vpc.aliyuncs.com/, ATHRIEBEKRNZE
M, ERFUEFISERHTIPSIEE. ( HTTPSIAN T SSLEXBEHT T INE |, alLARS LLESHEERm S

SR, )

BFER | 8T EROSTESEENTRIRERTR , BlAction2%,

B2 RIEERTIVRMEAR , FERANFBRESE , IS MEORIRA,
REFREL  GENER. EREERFEMERPELINSLL

77 EIRSS MRS IERIIGIE P RIBMFHEIIERIVT | IERERZAEHTERLE, SERMNSIE
BHHE—T5,

RS ImIIEREE TG | [IREENEER, WAERS NRINERIERER | BlEt S iR ESER—
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. ZFmALETIRNASHEE , BEIITER.

VTG

IADescribeRegions#z /9 :

XRZAJActionZDescribeRegions , ZziZOFTFEIR BEFIFR . EANZEOSEEEXSE , FILURE
ERMAEERESE (BRT Signature, ZEHFEEGHEIEEEATELER ) . MIITESHZE | BN
URLE ( ATEFIHEE , XBEERHEHITURLGEERIAIURL )

http://vpc.aliyuncs.com/?TimeStamp=2016-02-
23T12:46:24Z&Format=XML&AccessKeyld=testid&Action=DescribeRegions&SignatureMethod=HMAC-
SHA1&SignatureNonce=3ee8c1b8-83d3-44af-a94f-4e0ad82fd6cf&Version=2016-04-288&SignatureVersion=1.0

IRRRERITEMN |, SEEHATEIERFRFE ( Canonicalized Query String ) |, #07F :

AccessKeyld=testid&Action=DescribeRegions&Format=XML&SignatureMethod=HMAC-
SHA1&SignatureNonce=3ee8c1b8-83d3-44af-a94f-4e0ad82fd6cf&SignatureVersion=1.0&TimeStamp=2016-02-
23T12%3A46%3A24Z8&Version=2016-04-28

BiEEHRTERNFRFEStringToSign{EA :

GET&%2F&AccessKeyld%3Dtestid%26Action%3DDescribeRegions%26Format%3DXML%26SignatureMethod%3DH
MAC-SHA1%26SignatureNonce%3D3ee8c1b8-83d3-44af-a94f-
4e0ad82fd6cf%26SignatureVersion%3D1.0%26TimeStamp%3D2016-02-
23T12%253A46%253A24Z%26Version%3D2016-04-28

LA avarrffESESR T AHERIIAEER S, AIEERERESEEEINCIERZRE |, LURAEEE
StringToSign=Z=fFER. RINRERREBERSEIIE—""Map<String, String>XIHRE , {FREAYACcess Key IDE
“testid” ,

final String HTTP_METHOD = "GET";

Map<String, String> parameters = new HashMap <String, String>();
/] IINERSEL

parameters.put("Action”, "DescribeRegions”);
parameters.put("Version", "2016-04-28");
parameters.put("AccessKeyld", "testid");
parameters.put("TimeStamp", formatlso8601Date(new Date()));
parameters.put("SignatureMethod", "HMAC-SHA1");
parameters.put("SignatureVersion", "1.0");
parameters.put("SignatureNonce", UUID.randomUUID().toString());
parameters.put("Format", "XML");

/] HEETHTHIF

String[] sortedKeys = parameters.keySet().toArray(new String[]{});
Arrays.sort(sortedKeys);
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final String SEPARATOR = "&";

// &EREstringToSign=4fF&

StringBuilder stringToSign = new StringBuilder();
stringToSign.append(HTTP_METHOD).append(SEPARATOR);
stringToSign.append(percentEncode("/")).append(SEPARATOR);

StringBuilder canonicalizedQueryString = new StringBuilder();
for(String key : sortedKeys) {

// 1IXEiEEXTkeyFvalueit 74w
canonicalizedQueryString.append("&")
.append(percentEncode(key)).append("=")
.append(percentEncode(parameters.get(key)));

}

// XEiFEXFcanonicalizedQueryString#{T4mtg
stringToSign.append(percentEncode(
canonicalizedQueryString.toString().substring(1)));

HAFEEIEMNR | TimeStampSHERFGEISO8601FT , FHiFTRAFERUTCHIE , BUSBESER. THEH
USSR T AR S AL BRI TimeStamp=fF 8

private static final String ISO8601_DATE_FORMAT = "yyyy-MM-dd'T'HH:mm:ss'Z'";
private static String formatIso8601Date(Date date) {
SimpleDateFormat df = new SimpleDateFormat(ISO8601_DATE_FORMAT);
df.setTimeZone(new SimpleTimeZone(0, "GMT"));
return df.format(date);

}

ERAEAERFERES (RfIFBIcanonicalizedQueryStringZE= ) , LUK SringToSignht , #FEEHITHE
HIREB. RBOMNESZNE—TPEIFEEEA, TEIRGIRBER 7 mIEIEL :

private static final String ENCODING = "UTF-8";

private static String percentEncode(String value) throws UnsupportedEncodingException {
return value != null ? URLEncoder.encode(value, ENCODING).replace("+", "%20").replace("*", "%2A").replace("%7E",
"~") :null;

}

BRi&fERYACcess Key IdE “testid” , Access Key Secret2 “testsecret” , FBFitEHMACHIKeyi 2
“testsecret®” , REZITEBIINEHEN :

CT9XOVtwR86fNWSnsc6v8YGOjuE=
IHHEERRRFLEE (Java) -
// LT R2—Bit B BRGNS
final String ALGORITHM = "HmacSHAL";

final String ENCODING = "UTF-8";
key = "testsecret&";
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Mac mac = Mac.getlnstance(ALGORITHM);
mac.init(new SecretKeySpec(key.getBytes(ENCODING), ALGORITHM));
byte[] signData = mac.doFinal(stringToSign.getBytes(ENCODING));

String signature = new String(Base64.encodeBase64(signData));

EINSEZSHE | BRBRFC3986MNIHTURLRIBSEEIAY

http://vpc.aliyuncs.com/?SignatureVersion=1.0&Action=DescribeRegions&Format=XML&SignatureNonce=3ee8cl
b8-83d3-44af-a94f-4e0ad82fd6cf&Version=2016-04-

288 AccessKeyld=testid&Signature=CTIXOVtwR86fNWSnsc6v8YGOjuE%3D&SignatureMethod=HMAC-
SHA1&TimeStamp=2016-02-23T12%3A46%3A24Z

BTk, BEHTTPERANARNE EENURBEAEZIXHTTPIEK , FEEIVPCIRS ISR (76 ) :

<DescribeRegionsResponse>
<Regions>

<Region>
<LocalName>& 3T m</LocalName>
<Regionld>cn-gingdao</Regionld>
</Region>

<Region>
<LocalName> T3 </LocalName>
<Regionld>cn-hangzhou</Regionld >
</Region>

</Regions>
<Requestld>833C6B2C-E309-45D4-A5C3-03A7A7A48ACF </Requestld >
</DescribeRegionsResponse>

EITETX XM LSRRI LAS R ] FBfttiEldflLocalNamefy5zR, MNSRIERIEKAT | 8¢
Format2#{/3JSON , BBAIREILERATEINHISONIEL,
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